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Preface

About This Guide

This guide describes how to plan for an implementation of RSA Authentication
Manager. It isintended for system architects, network planners, security officers, and
other trusted personnel whose responsibilities include system, network, and corporate
security. Do not make this guide avail able to the general user population.

RSA Authentication Manager Documentation

For more information about RSA Authentication Manager, see the following
documentation:

Release Notes. Providesinformation about what is new and changed in thisrelease, as
well as workarounds for known issues.

Getting Started. Lists what the kit includes (all media, diskettes, licenses, and
documentation), specifies the location of documentation on the DV D or download kit,
and lists RSA Customer Support web sites.

Planning Guide. Provides agenera understanding of RSA Authentication Manager,
its high-level architecture, its features, and deployment information and suggestions.

Installation and Configuration Guide. Describes detailed procedures on how to
install and configure RSA Authentication Manager.

Administrator’s Guide. Provides information about how to administer users and
security policy in RSA Authentication Manager.

Migration Guide. Provides information for users moving from RSA Authentication
Manager 6.1 to RSA Authentication Manager 7.1, including changes to terminol ogy
and architecture, planning information, and installation procedures.

Developer’s Guide. Provides information about developing custom programs using
the RSA Authentication Manager application programming interfaces (APIs).
Includes an overview of the APIs and Javadoc for Java APIs.

Performance and Scalability Guide. Provides information to help you tune your
deployment for optimal performance.

RSA Security Console Help. Describes day-to-day administration tasks performedin
the RSA Security Console. To view Help, click the Help tab in the Security Console.

RSA Operations Console Help. Describes configuration and setup tasks performed
in the RSA Operations Console. To log on to the Operations Console, see “Logging
On to the RSA Operations Consol€” in the Administrator’s Guide.
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RSA Self-Service Console Frequently Asked Questions. Provides answersto
frequently asked questions about the RSA Self-Service Console, RSA SecurlD
two-factor authentication, and RSA SecurlD tokens. To view the FAQ, on the Help
tab in the Self-Service Console, click Frequently Asked Questions.

Note: To access the Developer’s Guide or the Performance and Scalability Guide, go
to https://knowledge.r sasecurity.com. You must have a service agreement to usethis
site.

Related Documentation

RADIUS Reference Guide. Describes the usage and settings for the initialization
files, dictionary files, and configuration files used by RSA RADIUS.

Getting Support and Service

RSA SecurCare Online https.//knowledge.r sasecurity.com
Customer Support Information WWW.r sa.com/support
RSA Secured Partner Solutions Directory WWW.I sa.com/r sasecur ed

RSA SecurCare Online offers a knowledgebase that contains answers to common
questions and solutions to known problems. It a so offersinformation on new releases,
important technical news, and software downloads.

The RSA Secured Partner Solutions Directory provides information about third-party
hardware and software products that have been certified to work with RSA products.
The directory includes Implementation Guides with step-by-step instructions and
other information about interoperation of RSA products with these third-party
products.

Before You Call Customer Support

Make sure you have access to the computer running the RSA Authentication Manager
software.

Please have the following information available when you call:

O Your RSA License ID. You can find this number on your license distribution
media, or in the RSA Security Console by clicking Setup > Licenses > Manage
Existing, and then clicking View Installed Licenses.

U The Authentication Manager software version number. You can find thisin the
RSA Security Console by clicking Help > About RSA Security Console >
See Softwar e Version I nformation.

U The names and versions of the third-party software products that support the
Authentication Manager feature on which you are requesting support (operating
system, data store, web server, and browser).

U The make and model of the machine on which the problem occurs.
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Overview of RSA SecurlD Authentication

RSA Securl D uses a patented, time-based or event-based two-factor authentication
mechanism to validate users. It enables you to verify the identity of each user
attempting to access computers, networks, and other resources.

RSA Authentication Manager software is the management component of
RSA SecurlD. It isused to verify authentication requests and centrally administer
security policies for authentication, users, and groups for enterprise networks.

Authentication Manager software is scalable and capable of authenticating large
numbers of users. It isinteroperable with network, remote access, wireless, VPN,
Internet, and application products. The following table describes the key examples.

Product or Application Description

VPN access RSA SecurlD provides security when used in
combination with aVVPN.

Remote dial-in RSA SecurlD operates with remote dial-in servers,
such as RADIUS.

Web access RSA SecurlD protects access to web pages.

Wireless networking Authentication Manager includes an 802.1-

compliant RADIUS server.

Secure access to Microsoft Windows — Authentication Manager can be used to control
access to Microsoft Windows environments both
online and offline.

Network hardware devices Authentication Manager can be used to control
desktop access to devices enabled for SecurlD, such
asrouters, firewalls, and switches.

1: Overview of RSA SecurlD Authentication 13
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Authenticating Users

To authenticate a user, Authentication Manager needs, at a minimum, the following
information.

Element Information

User record Contains a User ID and other personal information about the
user (for example, first name, last name, group associations,
if any). The user record can come from either an LDAP
directory server or the Authentication Manager internal
database.

Agent record Liststhe name of the machine on which the agent isinstalled.
The existence of an agent record in the internal database
identifies the agent to Authentication Manager and enables
Authentication Manager to respond to authentication
requests from the agent.

Token record Enables Authentication Manager to generate the same
tokencode that appears on a user’s RSA SecurlD token.

SecurlD PIN Used in conjunction with the tokencode to form the passcode.

The Authentication Manager authentication process is an interaction of three distinct
products:

* RSA SecurlD tokens
e RSA Authentication Agents
e RSA Authentication Manager

RSA SecurID Tokens

An RSA SecurlD token is a hardware device or software-based security token that
generates and displays a random number that enables users to securely access
protected resources. The random number is called a tokencode.

In addition to the tokencode, RSA SecurlD typically requires a PIN, either created by
the user or generated by Authentication Manager. Requiring both the tokencode and
the PIN is known as two-factor authentication: something you have (the token) and
something you know (the PIN). In Authentication Manager, the tokencode and the
PIN combined are called a passcode. When users try to access a protected resource,
they enter the passcode at the logon prompt. (To protect against the use of stolen
passcodes, Authentication Manager checks that a passcode has not been used in any
previous authentication attempt.) RSA Securl D a so supports tokens that do not
require a PIN. The user can authenticate with the current tokencode only.

Before a user can authenticate with atoken, the token must be recognized by
Authentication Manager. RSA, or your vendor, ships a token seed file that you must
import into the data store. Seeds listed in thisfile are assigned to tokens for generating
the tokencode when an authentication request is received from an

Authentication Manager agent.
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RSA Authentication Agents

An agent is a software application installed on amachine, such as a domain server,
web server, or personal computer, that enables authentication communication with
Authentication Manager on the network server. The authentication agent requires any
user logging on to provide the correct RSA SecurlD passcode in addition to any other
required logon information, such as User ID and network password.

There are two types of agentsin Authentication Manager:

Unrestricted. Unrestricted agents can be accessed by all registered usersin the
same realm asthe agent. Registered users are users who are known to the agent. If
there are multiple identity sources associated with the realm, usersin all identity
sources can access the unrestricted agent. An identity source is a data store
containing user and user group data.

Restricted. Restricted agents can be accessed only by users belonging to the user
group associated with the restricted agent. Resources protected by restricted
agents are considered to be more secure. Rather than allowing access to any user
in the identity source, only a subset of users are allowed access.

RSA Authentication Manager

Records of users, agents, tokens, and user’s PINs reside somewhere in your network.
Portions of these records may reside in Authentication Manager or in LDAP
directories. During authentication, Authentication Manager compares these records to
the information it receives when a user attempts to access the network. If the records
and tokencode or passcode match, the user is granted access.

Authentication Manager verifies the supplied passcodes, user records, agents, tokens,
user’'s PINs, and policies. It respondsto the request sent by the authentication agent, as
shown in the following figure of authentication through a VPN server.

User VPN Server o
(with RSA SecurlD (with RSA RSA Authentication
token and VPN client) Authentication Agent) Manager
"May | Enter?" "Is This User A’L
_—
< 9000000090y <
"Enter" "Yes"

During an authentication, Authentication Manager and the agent software work in the
following way:

1. A userinitiates an authentication request by logging on to a system.

2. The agent prompts the user to enter aUser ID and an RSA Securl D passcode or
tokencode.

3. The user reads the tokencode from the token and then enters his or her PIN plus
the tokencode to create the passcode. (In systemswhere a PIN is not required, the
user enters the tokencode only.)

1: Overview of RSA SecurlD Authentication 15
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4. The agent software sends the entered data to Authentication Manager.

The packets containing the data are encrypted using a shared key called anode
secret, which is known only to Authentication Manager and the agent. The node
secret itsdlf is encrypted on the agent and in the database.

5. Authentication Manager receives the User ID and passcode or tokencode and
looks for the user record in an identity source.

6. Authentication Manager calculates the correct value of the passcode by accessing
the token record of the token assigned to the user. Using data contained in the
token record, it generates the passcode and time to compare with that supplied by
the user.

Authentication Manager evaluates the policies defined by the administrator.

If the passcode is correct and the policies allow access, Authentication Manager
approves the authentication request. The user is allowed access to the protected
device.

16 1: Overview of RSA SecurlD Authentication
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System Requirements

* Hardware and Operating System Requirements

e Supported Browsers

e Port Usage

e Supported Data Stores

¢ System Requirements Summary

Hardware and Operating System Requirements

Make sure that your system meets these minimum requirements for supported
platform and system components. The requirements listed in this section serve only as
guidelines. Hardware requirements vary depending on a number of factors, including
authentication rates, number of users, frequency of reporting, and log retention. For
more information, see the Performance and Scalability Guide.

Thevalues listed for RSA RADIUS disk space and memory are in addition to those
for Authentication Manager when RADIUS isinstalled on the same machine with
Authentication Manager. When RADIUS isinstalled on a standalone machine, the
values listed for Authentication Manager are sufficient.

Note: You must install all of your Authentication Manager and RADIUS software on
the same system types. For example, do not configure Authentication Manager on
Solaris and then configure RADIUS on Windows.

For CPU speed, memory, and disk speed, RSA recommends that the database server
be significantly more powerful than every other machinein your
Authentication Manager deployment.

RSA recommends that you deploy Authentication Manager on machines to which
only authorized users have access. For example, avoid deploying

Authentication Manager on machines that host other applications to which
non-administrative users have access.

Important: Be sure that your UNIX and Windows servers are known by their fully
qualified domain names. If you areinstalling the Authentication Manager database on
a separate machine, configure your DNS server to resolve by both fully qualified
name and short name.

2: System Requirements 17
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Windows System Requirements

Operating System Microsoft Windows Server 2003 Enterprise R2 SP2 (32-hit)
Microsoft Windows Server 2003 Enterprise SP2 (32-bit)
Microsoft Windows Server 2003 Enterprise R2 SP2 (64-bit)
Microsoft Windows Server 2003 Enterprise SP2 (64-bit)

Note: RADIUS s not supported on 64-bit Windows and
Linux systems.

Hardware Intel Xeon 2.8 GHz or equivalent (32-hit)
Intel Xeon 2.8 GHz or equivalent (64-bit)

Disk Space RSA Authentication Manager:
60 GB free space recommended

Important: Do not alow all disk space to become consumed.
At that point, Authentication Manager may stop operating
and be difficult to restore.

RSA RADIUS;
Add 125 MB of free space

Memory Requirements RSA Authentication Manager: 2 GB
RSA RADIUS: Add 512 MB

Page File 2GB
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Operating System

Hardware

Disk Space

Memory Requirements

Swap Space
Kernel Version

Kernel Parameters

Red Hat Enterprise Linux 4.0-1 ES (32-bit)
Red Hat Enterprise Linux 4.0-1 ES (64-bit)
Red Hat Enterprise Linux 4.0-1 AS (32-bit)
Red Hat Enterprise Linux 4.0-1 AS (64-bit)

Note: RADIUS is not supported on 64-bit Windows and
Linux systems.

Intel Xeon 2.8 GHz or equivalent (32-hit)

Intel EM64T 2.8 GHz or AMD Operon 1.8 GHz, or
equivalent (64-bit)

RSA Authentication Manager:
60 GB free space recommended

Important: Do not allow all disk space to become
consumed. At that point, Authentication Manager may stop
operating and be difficult to restore.

RSA RADIUS:
Add 470 MB of free space

RSA Authentication Manager: 2 GB
RSA RADIUS: Add 512 MB

2GB
2.6.9-22.EL and later

Maximum shared memory must be at least 256 MB

2: System Requirements
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Packages (RPM) 32-bit The following packages must be installed:
binutils-2.15.92.0.2-12
bog1-0.1.18-4
compat-db-4.1.25-9
compat-libstdc++-296.2.9.6-132.7.2
compat-openldap
coreutils 5.2.1-31.2 or later
control-center-2.8.0-12
cyrus-sad-gssapi-2.1.19-5
cyrus-sad-ntlm-2.1.19-5
cyrus-sadl-sgl-2.1.19-5
fribidi-0.10.4-6
gce-3.4.3-22.1
gcc-c++-3.4.3-22.1
ghome-libs-1.4.1.2.90-44.1
glibc-common-2.3.4-2.19
glibc-2.3.2-95.20
gd-1.5-2
otkspell-2.0.7-2
kdelibs
initscripts 7.93.20 or later
libstdc++-3.4.3-22.1
libaio-0.3.105-2.i386
libavc1394-0.4.1-4
libdbi-0.6.5-10
make-3.80-5
libstdc++-devel-3.4.3-22.1
pdksh-5.2.14-30
setarch-1.6-1
sysstat-5.0.5-1
xscreensaver-4.18-5

Note: To check your RPM versions on Linux, use the
command, rpm -q package name.

Packages (RPM) 64-bit Install the following packages:
Compatibility Arch Development Support
Compatibility Arch Support

Note: Make sure that all components in each package are
selected.
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Operating System

Hardware

Disk Space

Memory Requirements

Swap Space
Packages

Solaris 10 (64-bit)

UltraSPARC 1.5 GHz, or equivalent

For improved performance, use Sun 6 or 8 core UltraSPARC
T1 servers.

Note: On Sun UltraSPARC systems,

Authentication Manager start-up and migration processes can
take considerable time. For example, restarting
Authentication Manager can take 15 minutes or more.
Migration of alarge database can take 12 hours or more. In
general, Sun UltraSPARC systems with faster processors will
yield better start-up and migration performance.

RSA Authentication Manager:
60 GB free space recommended
20 GB free space minimum
RSA RADIUS:

Add 650 MB of free space

RSA Authentication Manager: 4 GB
RSA RADIUS: Add 512 MB

4GB

SUNWarc
SUNWhbtool
SUNWhea
SUNWIibm
SUNWIibms
SUNWSsprot
SUNWtoo
SUNWi Lof
SUNWilcs
SUNWi15cs
SUNWxwfnt

2: System Requirements
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Supported Browsers

This section describes the browsers supported for the RSA Security Console for your
platform.

On Windows
* Internet Explorer 6.0 with SP2 for Windows XP
» Internet Explorer 7.0 for Windows XP and Windows Vista

* Firefox 2.0
On Linux

* Firefox 2.0
On Solaris

* Firefox 2.0
+ Mozillal1.07

Note: On al browsers, JavaScript must be enabled. Microsoft Internet Explorer may
require configuration depending on its security level setting. See the Microsoft
Internet Explorer Help for more information.

Port Usage

The following port numbers must be available to enable authentication,
administration, replication, and other services on the network. RSA recommends that
you reserve these ports for Authentication Manager, and make sure that no other
applications or services are configured to use them.

Port Number Protocol Service Description

1161 UDP SNMP agent Used to communicate with a
Network Management Server
using the Simple Network
Management Protocol.

1162 uUDP SNMP agent Used to communicate with a
Network Management Server
using the Simple Network
Management Protocol.

1645 UDP RADIUS authentication Used for authentication
(legacy port) reguests from RADIUS
clients.
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Port Number Protocol Service Description
1812 UDP RADIUS authentication Used for RADIUS
(standard port) authentication and
accounting.
1646 UDP RADIUS accounting (legacy ~ Used for requests for
port) accounting data.

1813 TCP RADIUS (standard port) Used for RADIUS
administration and
replication.

2334 TCP RSA Authentication Manager  Used to replicate data

database listener between instances.

5500 UDP Agent authentication Used for communication
with authentication agents.
This service receives
authentication requests from
agents and sends replies.

5550 TCP Agent auto-registration Used for communication
with authentication agents
that are attempting to register
with
Authentication Manager.

5556 TCP RSA Authentication Manager  Used to monitor and manage

node manager various services.

5580 TCP Offline authentication service  Used to receive requests for
additional offline
authentication data, and send
the offline data to agents.
Also used to update server
lists on agents.

7002 TCP RSA Authentication Manager  Used for SSL-encrypted
administration connections.

RSA Authentication Manager  Used for SSL-encrypted

Microsoft Management
Console snap-in

connections.

2: System Requirements

23



L]
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Port Number Protocol Service Description
7004 TCP RSA Authentication Manager  Used for load balancing of
proxy server administration in an instance
with multiple server nodes.
This port isused for SSL
connections.
RSA Self-Service Console Used for communication
proxy server/SSL from users to Authentication
Manager for requests and
maintenance tasks. This port
isused for SSL connections.
RSA Authentication Manager  Used for load balancing of
Microsoft Management administration in an instance
Console snap-in proxy server  with multiple server nodes.
This port isused for SSL
connections.
7006 TCP RSA Authentication Manager  Internal use only.
cluster administration channel
7008 TCP RSA Authentication Manager  Internal use only.
cluster administration server
7012 TCP RSA Authentication Manager  Internal use only.
administration channel
7014 TCP RSA Authentication Manager  Internal use only.
proxy server administration
channel
7022 TCP Network access point Used for mutually
authenticated SSL -encrypted
trusted realm connections.
7071 TCP RSA Operations Console Used for non-SSL
connection.
7072 TCP RSA Operations Console Used for SSL connections.

24
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Supported Data Stores

You can store datain:
* Theinterna database

e Oneor more LDAP directories (called an identity source within
Authentication Manager)

If you use the Authentication Manager internal database only, it contains all user, user

group, policy, and token data. If you integrate Authentication Manager with external

identity sources, only user and user group datareside in the external identity source.

Policy and token data are stored in the Authentication Manager internal database.
Internal Database

Authentication Manager isinstalled with an internal database. Theinternal database
contains all application and policy data, and you may choose to store user and user
group dataiinit.

Identity Sources

Authentication Manager supports the use of an external LDAP directory for user and
user group data.

Supported LDAP directories are:
e SunJava System Directory Server 5.2, SP 3
e Microsoft Active Directory 2003, SP 2

Note: Active Directory Application Mode (ADAM) is not supported.

Sun Java System Directory Server can be located on the same machine as
Authentication Manager or on a different machine. When the Sun Java System
Directory Server is not on the same machine, a network connection between the two
machinesisrequired. Active Directory must be located on a different machine.

Authentication Manager LDAP integration does not modify your existing LDAP
schema, but rather creates a map to your data that Authentication Manager uses.

RSA requires SSL for Active Directory connections to avoid exposing sensitive data
passing over the connection. For example, if bind authentications are performed over a
non-SSL connection, the password is sent over the wire in the clear. The use of
SSL-LDAP requires that the appropriate certificate is accessible by

Authentication Manager.
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System Requirements Summary

Know the following when planning system requirements.

e Machines hosting Authentication Manager and RADIUS must be on the same
platform.

*  Which machines must meet minimum Authentication Manager requirements.
e Which server node must be the most powerful.

e Which browsers are supported.

*  Which ports are required for Authentication Manager.

*  Which third-party directory servers are supported, if you plan to use them.

e When SSL-LDAP certificates are required.
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The Deployment Process

Important Terms and Concepts

RSA Authentication Manager Network Integration

Optima System Performance

Failover and Disaster Recovery
Installation and Upgrading
Administration

Planning Policies

RSA SecurlD Token Deployment
Self-Service and Provisioning
RSA RADIUS Integration
Emergency Access

Logging and Reporting

Each section in this chapter summarizes the concepts and considerations around a
specific decision point for planning an RSA Authentication Manager 7.1 deployment.
For compl ete details about a particular topic, a cross-reference to the corresponding
chapter is provided at the end of the section.

Important Terms and Concepts

The following terms and concepts are unique to Authentication Manager. It is
important that you understand them before you read the remainder of this document.

Agent. A software application installed on adevice, such asadomain server, web
server, or desktop computer, which enables authentication communication with
Authentication Manager on the network server.

An agent protects the device on which it isinstalled. When a user attempts to log
on, the agent passes the user’s logon credentials to Authentication Manager.
Based on the pass or fail information that the agent receives from

Authentication Manager, it either allows or prevents the user from accessing the
device.

Deployment. The arrangement of Authentication Manager instances into
appropriate locations in a network to perform authentication.

Instance. A single Authentication Manager database server, or an
Authentication Manager database server and one or more server nodes, acting asa
single cohesive processing unit.
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Primary instance. Where authentication and all administrative actions occur. You
update administrative information on the primary instance. The first instance you
install isthe primary instance for your deployment. All other instances are replica
instances.

Realm. A hierarchy of organizational units, called security domains, for
administrative purposes. A realm includes all the objects that your administrators
need to manage in Authentication Manager, including users, user groups, identity
sources, tokens, policies, and more.

Replicainstance. A copy of your primary instance. You can view, but not update,
administrative data on areplicainstance. Administrative updates are propagated
to the replicainstances from the primary instance.

Security domain. An organizational container that defines an area of
administrative management within arealm, for example, business units,
departments, or partners. They establish ownership and namespaces for objects
(users, roles, permissions, and so on) within the system. Security domains are
hierarchical.

Server node. An installation of Authentication Manager on a single server host.

RSA Authentication Manager Network Integration

Before you begin planning your Authentication Manager deployment, review your
existing network topology. Gather and review charts, diagrams, and lists that describe
how your current network is designed. Your current topology impacts how you plan
the organization, configuration, and administration of Authentication Manager.

Authentication Manager integrates with VPNs, RADIUS, TACACS, OWA, Web
pages, FTR, CITRIX servers, and Windows desktops. When you install
Authentication Manager, you can acquire certain VPN and RADIUS servers that
contain agents. For more information, go to http://www.r sa.com/r sasecur ed/. After
reviewing your current network topol ogy, determine which devices you want to
integrate with Authentication Manager, and plan to acquire any new ones.

Authentication Manager includes an internal database that can store all of the data
required to administer and run the system. If you have an existing directory server,
you can integrate it with Authentication Manager.

An Authentication Manager deployment consists of one primary instance and up to 15
replicainstances. Each instance has one server node that contains the internal database
and each instance can support up to 4 server nodes. RSA recommends that you install
at least one replicainstance for failover and disaster recovery.

You can |locate the A uthentication Manager internal database on a standalone server,
or you can add server nodes to your primary instance and replica instances for
performance. Plan the number of instances that you require, the location of the
Authentication Manager interna database, and you can add the number of server
nodes you want for your deployment.
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The organizational hierarchy of your RSA Authentication Manager deployment is
made up of realms and security domains. A realm contains users, user groups,
administrative roles, tokens, and policies. A default realm is automatically created
when you install Authentication Manager and you can add realms as needed.

Security domains represent areas of administrative responsibility. All

Authentication Manager objects are managed by a security domain. Security domains
allow you to organize and manage your users, enforce system policies, and limit the
scope of administrator’s control by limiting the security domains to which they have
access. Scope isthe security domain or security domains in which an administrative
role applies. An administrative roleis a collection of permissions and the scope within
which those permissions apply.

See Chapter 4, “Planning RSA Authentication Manager Network Integration.”

Optimal System Performance

Itislikely during daily operation that your users will log on to the network at specific
times, requiring Authentication Manager to authenticate large numbers of usersin a
relatively short time frame. Determine the times each day that the highest rates of
authentication occur.

Authentication Manager provides load balancing through contact lists, which contain
alist of all the server nodes where the authentication agent can direct authentication
requests.

See Chapter 5, “ Planning Optimal System Performance.”

Failover and Disaster Recovery

RSA recommends that you perform backups on aregular and frequent basis.
Formulate a backup policy, arecovery plan, and store a copy of the backup at an
off-site location. Know the common reasons why an instance might stop responding
and know how to promote areplicainstance to a primary instance, if a primary
instance stops responding.

Note: When using third-party backup software, exclude RSA directories unless you
stop Authentication Manager first.

See Chapter 6, “ Planning for Failover and Disaster Recovery.”
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Installation and Upgrading

An Authentication Manager installation consists of one or more installation types.
Depending on the requirements of your deployment, you need to install one or more of
the following:

e A primary instance

e Oneor morereplicainstances

*  Oneor more server nodes

« RADIUS

* A standalone database server

» Software Developer’s Kit and documentation
e Upgrade

Theinstallation process often requires coordination among the people who have
permissionsto access and administer the various componentsin your network, such as
accessthrough proxy serversand firewalls. Develop a plan to coordinate the necessary
people along with atimetable for implementation.

If your deployment uses an external directory server, you can integrate it with
Authentication Manager. Choose whether you want Authentication Manager to have
read-only access or read/write access to directory servers.

Authentication Manager 7.1 includes command line utilities for upgrading from
version 7.0. You can upgrade your existing Authentication Manager 7.0 machine, or
install version 7.1 on adifferent machine. With either of these options, you can install
your database on a separate machine. If you are upgrading from

Authentication Manager 7.0 to version 7.1, see the Installation and Configuration
Guide. If you are upgrading from Authentication Manager 6.1 to version 7.1, see the
Migration Guide.

RSA recommends that you conduct a pilot test of Authentication Manager in advance
of your live deployment. Test authentication, system connections, disaster recovery,
administrative tasks, and reports.

See Chapter 7, “Planning for Installation and Upgrading.”

Administration

The Authentication Manager administrative model is built on the concepts of roles,
permissions, and scope. Authentication Manager includes a set of predefined
administrative roles and it enables you to create custom roles.

You can perform administrative changes for Authentication Manager and RADIUS
only on the primary instance, which replicates these changes to all of the replica
instances in the deployment. If you have Active Directory and plan to install the
Authentication Manager Microsoft Management Console (MMC) snap-in, plan to
deploy the MMC snap-in on the machines where the Active Directory administrators
have permission to perform Active Directory administration tasks.
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By default, all users are managed in the top-level security domain. After you create
your security domain hierarchy and link your identity source to your realm, you can
transfer usersto other security domainsin your hierarchy.

Develop aplan to train your users and administrators. If you have any tasksthat are
unique and specific to your business, remember to add them to your list of training
topics.

See Chapter 8, “Planning for Administration.”

Planning Policies

RSA Authentication Manager provides authentication services that allow you to
verify theidentity of each user attempting to access computers and network resources.
This does not replace the need to implement and use the product properly nor can it
offer protection against an intruder who has both auser’s PIN and RSA SecurlD
token. Plan to create policies to protect against:

* Random guessing of passcodes
e Compromised PINs

e Stolen passcodes

» Easily guessed PINs

e Automated logon attempts

Policies control various aspects of a user’s interaction with Authentication Manager

such as RSA SecurlD PIN lifetime and format, fixed passcode lifetime and format,

password length, lockout policies, format, and frequency of change. You enforce

system policies by assigning policies to security domains. You can use the default

policy, or create a custom policy, for each policy type, for each security domain.
Password Policies

Password policies for Administrator’s access to the RSA Security Console define the
password length, format, and frequency of change, and are assigned on a per security
domain basis.
Token and PIN Policies
You can configure the following requirements and restrictions:
* Require system generated PINSs
* Require periodic PIN changes
¢ Restrict the use of old PINs
* Limit PIN lengths
* Usean excluded words dictionary
e Set PIN character requirements
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Lockout Policies
Lockout policies are assigned to a security domain to define how many failed logon
attempts users can make before Authentication Manager locks their account.
Offline Authentication

Offline authentication extends RSA Securl D for Windows authentication to users
when they work away from the office, or when network conditions make the
connection temporarily unavailable. Specify an offline authentication policy and
apply it to Authentication Manager security domains.

See Chapter 9, “Planning Policies.” on page 93.

RSA SecurID Token Deployment

The complexity of your deployment, the size of your user population, and the ease of
distribution are important factors in deciding which type of token to deploy.
Determine which types of tokens best meet the needs of your users and your
deployment. These are the RSA SecurlD token types:

* Hardware
A physical device, usually akey fob or USB token, that displays a tokencode.
Usersreceive tokens at a central location or in the mail.

¢ Software

A software token record isissued from the RSA Security Console and distributed
to the user in file format for installation on devices such as a client workstation,
web browser, RSA smart card, PDA, or mobile devices.

See Chapter 10, “Planning RSA SecurlD Token Deployment”

Self-Service and Provisioning

RSA Credential Manager allows users to request tokens, perform token maintenance
tasks, and troubleshoot tokens. Credential Manager consists of self-service and
provisioning.

If you plan to deploy self-service, you need to:

» Decide on the user authentication method to use for the RSA Self-Service Console
» Decide how to customize user profiles

»  Decide which security domains to make available to users

» Decide which identity sources to make available to users

* Decide which authentication method to make available to users for self-service
troubleshooting
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If you plan to deploy provisioning, you need to:

e Determine the roles you need to create

» Definethe workflows for each type of user request

e Decide which user group membership to make available to users

¢ Decide which tokens to make available to users

» Decide whether users can request the on-demand tokencode service

*  Decide how to customize e-mail notifications for your company’s needs
See Chapter 11, “ Planning Self-Service and Provisioning.”

RSA RADIUS Integration

RADIUS isaclient/server based access-control protocol that verifies and
authenticates users based on the commonly used challenge/response method. While
RADIUS has a prominent place among I nternet service providers and network service
providers, it can benefit any environment where central authentication, regulated
authorization, and detailed user accounting is needed. RSA RADIUS is an optional
feature of RSA Authentication Manager 7.1. There are many RADIUS server vendors
who provide Securl D-ready machines. For more information, go to

http://www.r sa.com/r sasecured/.

If you want to install RADIUS on your Authentication Manager machine, you should
do so when you install Authentication Manager. If you want to install RADIUS on
your Authentication Manager machine at a later date, you must uninstall
Authentication Manager and reinstal it. RSA recommends that your RSA RADIUS
deployment follows the same deployment model you choose for

Authentication Manager. Each deployment of Authentication Manager (a primary
instance and one or more replicainstances) should have a similar deployment of
RADIUS (a primary instance and one or more replica instances).

RADIUS supports asingle realm. For an environment with multiple

Authentication Manager realms, plan a separate RADIUS deployment (one primary
instance and one or more replicainstances) for each realm. RADIUS supportsall users
in the realm, regardless of where they are in the security domain hierarchy in the
realm.

Other planning decisions include:

» Installation and administration requires a user account that must exist on the
machine where RADIUS isinstalled. Create this account before installing
RADIUS.

e RSA recommends placing RADIUS equipment in alocked location accessible to
aminimum number of trusted personnel.

* RADIUS s subject to the same peak authentication periods as
Authentication Manager. The main consideration isto have enough RADIUS
servers to handl e the peak load.

See Chapter 12, “Planning for RSA RADIUS Integration.”
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Planning for Administration and Maintenance

Administrators require knowledge of how RADIUS operates to effectively manage
and maintain RADIUS. Some training may be needed, especially for new
administrators.

See “Planning for Administration” on page 142.

Accounting and Logging

RSA RADIUS has very flexible accounting capabilities that let you capture as many
or as few usage statistics as needed for billing or monitoring purposes. Audit logs
capture administrator actions including authentications and any changes made using
the Security Console or Operations Console. RADIUS configuration files allow
administrators to control these functions. For more details, see the Administrator’s
Guide.

Planning for Failover and Disaster Recovery
Key issuesto consider:
 RADIUSIsnot included in an Authentication Manager backup.

e Prepare arecovery plan, and conduct regular RSA RADIUS backupsto ensure
against loss. Store a copy of the backup at an off-site location.

«  Know how to detect an RSA RADIUS server that has stopped responding.
Understand why it has stopped responding and how this affects administration and
performance.

» Understand how to remove a stopped instance from the system and how to
promote areplicainstance to primary instance, if necessary.

See “Planning for Failover and Disaster Recovery” on page 140.

Emergency Access

Plan how you want users to authenticate when they lose, misplace, or damage their
tokens. Authentication Manager provides these emergency access methods for
Securl D for Windows deployments.

For online users;

e Temporary fixed tokencode. For users whose computers are online with the
network. They can access their protected computers without a tokencode (for
example, when they have lost their tokens).

*  One-time tokencode. For users whose computers are online with the network.
They can access their protected computers with atokencode that allows one
access.

¢ On-demand tokencode. For users with digital mobile devices and home e-mail
accounts. If enabled, they can receive one-time tokencodes as text messages.
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For offline users:

«  Offline emergency access tokencode. For users whose computers are not
connected to the network. They can access their protected computers without a
tokencode (for example, when they have lost their tokens).

»  Offline emergency access passcode. For users whose computers are not connected
to the network. They can access their protected computers without a PIN (for
example, when they have forgotten their PINS).

See Chapter 13, “Planning for Emergency Access.”

Logging and Reporting

Audit information about all significant aspects of any administrative or runtime action
performed by an administrator or user in asingle deployment is recorded in the
internal database. The system also provides a decentralized tracing log capability, per
component, to help you resolve issues at the local level. Consider the following
logging and reporting options:

e Standard reports
There are report templates, that you can customize.

 Eventlogging

The system automatically logs all authentication and administrative events and
stores them in a database.

e Activity monitor

Thistool enables you to view authentication and administration activity in
real-time.

e Logsigning
Enables you to sign by log type. For example, Admin, System, Runtime. You
must decide to enable this upon installation. Log signing istypically used on
Admin and Runtime logs. Use the command line utility verify_archive log to

confirm that signed logs have not been altered. For example, for compliance
pUrposes.

Note: You cannot enable or disable log signing after installation.

Each replicainstance automatically sendsits log files to the database in the primary
instance. In thisway, all of your Authentication Manager logs are consolidated into
one database.

If your company utilizes a Network Management System (NMS), consider enabling
the SNMP agent for your Authentication Manager instances and using the NM S to
monitor critical events and overall system health.
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The information that you can query for areport is controlled by your administrative
scope. If you plan to delegate running reports to other administrators, be sure that you
trust them to view all of the information that they can see in such reports. Consider
designing delegated reports in away that limits the information appropriately to the
viewer. Select only your most trusted administrators to run reports.

You can run reports manually at any time, or you can schedule them to run
automatically at predetermined times.

RSA RADIUS includes two types of logging:
e Accounting, which logs user activity. For example, user logons.

« RADIUS, which logs eventsin RADIUS. For example, the number of
authentications.

See Chapter 14, “Logging and Reporting.”
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Planning RSA Authentication Manager
Network Integration

* Reviewing Your Existing Network Topology

* How RSA Authentication Manager 7.1 Protects Your Network
* RSA Authentication Manager 7.1 Topology

* Deciding Where to Store User Data

* Planning Physical Security

e System Integration Summary

Reviewing Your Existing Network Topology

Before you plan to integrate RSA Authentication Manager, review your existing
network topology. The information will help you determine how

Authentication Manager affects your network. As you review this information,
consider where you might want to add or upgrade any hardware in your network. The
following table describes the types of information to review.

Information to Review Description

Diagrams of your network topology Diagrams of the physical location of all servers, other
hardware, wireless access points, internal resources,
firewalls, portals, and users machines

Lists of applications Lists of applicationsin use for authentication, where
they are, and who uses them

Authentication process flow charts  Flow charts depicting the existing authentication
process, if any

Organizational hierarchy charts Charts of the logical organization of users, groups,
security domains, departments, business units, and
other such entities

Policies and permissions Descriptions of the network policies and permissions
for al of your users and administrators

Checklists Checklists of tasks from past implementations

4: Planning RSA Authentication Manager Network Integration 37



L]
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

How RSA Authentication Manager 7.1 Protects Your Network

Authentication Manager protects awide variety of resources, regardl ess of the method
used to access those resources. The following table lists a number of resources used to
provide protection.

Resources Protection

RSA Authentication By default, administrative access to the RSA Security Console is

Manager Servers protected by RSA SecurlD. Access is configurable, and you can
require one or more of the following instead of, or in addition to,
SecurlD:

¢ RSA Security Console password

e LDAP password

e Security questions

* SMS

The Security Console is browser-based and all connections through it
are encrypted by a Secure Sockets Layer (SSL). Direct accessto the

machineitself is not protected until you install an authentication agent
on the machine and configure the agent to require authentication at

log on.
Virtual Private Authentication Manager protects connections through Virtual Private
Network (VPN) Networks, when used in conjunction with third-party VPN servers.
Server (YYou can obtain VPN serversthat contain an embedded

RSA Authentication Agent.) For more information about supported
VPN servers, go to http://www.r sa.com/r sasecur ed/.

Remote Authentication Manager includes RSA RADIUS. A RADIUS server

Authentication configured to handle RSA SecurlD authentications forwards such

Dial-In User Service requests to Authentication Manager, which processes the request and

(RADIUS) server returns the result (either allowing or denying access) to the RADIUS
server.

If you already use RADIUS servers to authenticate users accessing
your resources, Authentication Manager can accommodate them.

You can also obtain RADIUS servers that contain an embedded
RSA Authentication Agent.

Terminal Access RSA provides an authentication agent that specifically supports the
Controller Access TACACS protocol for UNIX.

Control System

(TACACYS)

Outlook Web Access  Authentication Manager protects users access to Microsoft Outlook
(OWA) e-mail accounts through the web interface (OWA) using the
RSA Authentication Agent 5.3 for Web for Internet Information
Servicesinstalled on a Microsoft Exchange server. Go to
http://www.r sa.com/node.asp?id=2807.
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Resources Protection

Web pages Authentication Manager protects user access to individual web pages
or entire web sites using the RSA Authentication Agent for Web on a
variety of web server platforms, including Microsoft 11S, Apache, and
Sun Java Web Server. Go to http://www.r sa.com/node.asp?id=2573.

File Transfer Authentication Manager protects access to UNIX and LINUX
Protocol (FTP) and  systems when using system entry services such aslogin, dtlogin,
other UNIX-based  passwd, rlogin, telnet, ftp and su. It aso protects OpenSSH through
products the agent for UNIX or Linux, which implements the Pluggable
Authentication Module (PAM) protocol. To download the agent, go to
http://www.rsa.com/node.asp?id=1177.

CITRIX server Authentication Manager protects access to applications running on
CITRIX. For more information, including implementation guides and
solution briefs, go to http://www.r sa.com/r sasecur ed/.

Windows desktops  Authentication Manager protects access to users’ local Windows
desktops.

There are more than 800 partner applications. For more information go to
http://www.r sa.com/r sasecured/.
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The following figures show a sample network before and after
Authentication Manager integration.
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RSA Authentication Manager 7.1 Topology

Authentication Manager provides authentication services that allow you to verify the
identity of each user attempting to access computer and network resources. An
Authentication Manager deployment can consist of 1 or as many as 16 instances (1
primary instance and 15 replicainstances), depending on license type. See “License
Types and Options” on page 65.

A deployment is the arrangement of Authentication Manager instances into
appropriate locations in a network to perform authentication. For examples of
deployments, see Appendix B, “ Sample Deployment Scenarios.”

Each instance includes one server node (the database server) that contains the internal
database, and you can add additional server nodes to increase authentication
performance. A server node is an installation of Authentication Manager on asingle
server host. The additional server nodes cannot operate a one because they do not
contain the internal database. You must connect the additional server nodes to the
database server. Server nodes must be on the same subnet as the database server to
which they are connected. For examples of instances and server nodes, see
Appendix A, “ Terms and Concepts.”

In the Authentication Manager model:

e Theprimary instance is where all administration takes place. It can also service
authentication requests like any other network instance.

Thefirst instance you install is the primary instance for your deployment. All
other instancesin the deployment are replicainstances. For examples of primary
and replicainstances, see Appendix A, “Terms and Concepts.”

» Thereplicainstance handles authentication activity, depending on the system load
and agent load balancing. It also provides failover protection and enables you to
recover administration capabilities and Authentication Manager data in the event
that the primary instance stops responding.

A replicainstance is acopy of your primary instance. You can view, but not
update, administrative data on a replica instance.

A single instance of Authentication Manager can handle administration and
authentication of users in a deployment with a small user population. However, RSA
recommends that you install at least two instances (one primary instance and one
replicainstance) for the following reasons:

e To provide failover to safeguard data in the internal database

»  To provide continuous authentication in the event that an instance stops
responding

» To provide amethod of recovering administrative capabilitiesin the event that the
primary instance stops responding
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The following figure shows the minimum recommended Authentication Manager

installation.
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In an cluster deployment that has multiple server nodes, only one server node contains
the database. This server node is known as the database server. (The database server
can be on a separate machine from your primary instances or replicainstances.) All
server nodes authenticate users. On a primary instance with multiple server nodes, all
server nodes provide administrative access to the database through the Security

Console.

The following figure shows RSA SecurlD components supporting secure and remote
wireless access.

Remote Users
(RSA SecurlD Auth Req ired)
Wireless Userg® )

Internet

Wireless Access F'uintr‘r-‘ \ {‘(__y
(RADIUS-Enabled)

Authentication

RADIUS Manager

Server Primary Replica

SecurlD Ready
Authentication

Agent

¥
=
r

S
>

Fiofaf ] 1 -
VPN Server
Firawall Firewall
DMZ " Internal Network

42 4: Planning RSA Authentication Manager Network Integration



L]
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Realms

A realm is an independent organizational unit that contains all objectsin your
deployment. This includes users and user groups, administrative roles, tokens, and
policies for passwords, lockout, and tokens.

When you install Authentication Manager, a default realm is automatically created.
You can build your entire organizational hierarchy within this one realm, or you can
create additional realms. You must have an Enterprise Server license to add realms.

« Each ream hasits own set of users, user groups, tokens, authentication agents,
and so on.

¢ You cannot transfer objects, such as users, user groups, or tokens, between realms.
* Agentsareactivein asingle realm. You cannot add an agent to multiple realms.

Usersand user groups managed by arealm are stored in identity sources. Such identity
sources are either:

* Anexterna Directory Server
* The Authentication Manager internal database

Each realm may be associated with multiple identity sources, but each identity source
may only be associated with asingle realm.

You can create as many realms as your organization needs. Organizations typically
need few realms, and many use the default realm only.

You might choose to add an additional realm if your organization has separate
subsidiaries where agents accessed and administrative control is entirely separate.
Users, user groups, tokens, and other objects in each realm remain separate.

Administrators can manage only the realm in which their user record is stored. They
cannot manage multiple realms. Super Admins are the only exception to this because
Super Admins can manage all realms in the deployment.

If your organizational needs require you to move users, user groups, tokens, and other
obj ects between organizational units—departments within your company, for
example—create a security domain hierarchy, rather than multiple realms. Multiple
security domains alow you more flexibility to reorganize your deployment than
multiple realms.

Use the Security Console to create and manage realms. In a deployment with multiple
realms, the Super Admin is prompted at logon to select which realm to log on to. To
switch between realms, the Super Admin must log off, and then log on to the other
realm. All other administrators log on to the realm in which their user record is stored.
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Security Domains

Security domains are containers that represent areas of administrative responsibility,
typically business units, departments, partners, and so on. Security domains establish
ownership and namespaces for objects (users, roles, permissions, and so on) within the
system. All Authentication Manager objects are managed by a security domain.
Security domains alow you to:

¢ Organize and manage your Users.
* Enforce system policies.

e Limit the scope of administrators' control by limiting the security domains to
which they have access.

When anew ream is created—either automatically when you install

Authentication Manager, or by an administrator—a top-level security domainis
automatically created in the realm. The top-level security domain is assigned the same
name as the realm.

Note: You cannot edit the name of the top-level security domain.

By default, all users are managed in the top-level security domain. You can transfer
users from the top-level security domain to other security domains within the realm.

For example, you can create separate security domains for each department, such as
Finance, Research and Development (R& D), and Human Resources (HR), and then
move users and user groups from each department into the corresponding security
domain. To manage usersin agiven security domain, an administrator must have
permission to manage that security domain.

Know the following about security domains:

e Security domains are organized in a hierarchy within aream. Create as many
security domains as your organization requires.

e Security domains are often created to mirror the departmental structure or the
geographic locations of an organization.

You also use security domains to enforce system policies. Policies control various
aspects of auser’s interaction with Authentication Manager, such as RSA SecurlD
PIN lifetime and format, fixed passcode lifetime and format, and password length,
format, and frequency of change.

The following policies are assigned to security domains:
e Password policies

e Token policies

e Lockout policies

»  Offline authentication policies
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You can use the default policy, or create a custom policy, for each policy type, for
each security domain. When you create a new security domain, the default policy is
automatically assigned. You can optionally assign a custom policy to the new security
domain. If you assign the default policy to a security domain, whatever policy
designated as the default is automatically assigned to the security domain. When a
new policy is designated as the default, the new default is automatically assigned to
the security domain.

For example, you create a custom policy named “ Finance Token Policy” and
designate it as the default token policy. Finance Token Policy is automatically
assigned to all new security domains, and to all security domains previously
configured to use the default token policy. A few months later you create another
custom policy named “Miller and Strauss Token Policy,” and designate it as the
default token policy. The “Miller and Strauss’” Token Policy will be used by all
security domains configured to use the default token policy, and will automatically be
applied to all new security domains.

Note that the policy assigned to alower-level security domain is not inherited from
upper-level security domains. New security domains are assigned the default policy
regardless of which policy is assigned to security domains above them in the
hierarchy. For example, if the top-level security domain is assigned a custom poalicy,
lower-level security domains are still assigned the default policy.

Trust Relationships

Itis possible that you have more than one deployment of Authentication Manager. For
example, your company acquires another company with its own Authentication
Manager deployment.

Authentication Manager deployments function independently of one another. Each
deployment has separate and different components such as identity sources, realms,
and security domains. By default, users in a deployment can only authenticate to
resources within that deployment. In some business cases, you might want to allow
users to authenticate across deployments and access resources in another realm
protected by Authentication Manager. To do this, you can create atrust relationship
between the realmsin your deployments. For more information, see the chapter
“Administering Trusted Realms’ in the Administrator’s Guide.

Trust relationships are created between two realmsin separate deployments. When
you create atrusted realm relationship, usersin one realm can authenticate through an
agent in a second realm (trusted realm) and access the resources protected by that
realm’s deployment of Authentication Manager. When the user attempts to
authenticate in the trusted realm, the trusted realm forwards the authentication request
to the realm that contains the user’s record. The realm with the user’s record processes
the authentication request and the user can access the trusted realm’s protected
resources.

For example, assume you have an Authentication Manager deployment in London,
and a second deployment in New York. You can create atrusted realm relationship
between these two realms. When that relationship is established, usersin the London
realm can access the New York authentication agents. New York is the trusted realm.
The New York realm forwards the authentication request, with the appropriate user
and agent information, to the London realm, which then authenticates the user. The
user can then access New York’s protected resources.
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Using the previous example, assume a user “jdoe” travelsto New York for business.
The user needs to access the company network, so he attempts to accessthe VPN. In
New York, the VPN server is protected by an authentication agent. When jdoe
attempts to access the agent using his credentials (user name and passcode), the agent
does not immediately recognize the user. Because the agent has been enabled for
trusted realm authentication, it looks for the user in other realms. Finding jdoe in the
London realm, the New York realm forwards the user credentials and the agent
information to the London realm. The London realm verifies the user credentials and
tells New York to authenticate the user. The authentication is successful.

Users who can authenticate through realms other than their own are called trusted
users. Trusted users are users who can access resources in one realm, but whose
identity is managed in a different realm. Only trusted users can authenticate through a
trusted realm, so trusted user records are created in the trusted realm upon
authentication. Note that a trusted user record is not the same as a user. The trusted
user record points to a user. In the example above, the London user jdoeis a trusted
user in the New York realm. The New York realm maintains atrusted user record for
jdoe.

You can group trusted users into trusted user groups. Similar to user groups, you can
use trusted user groups to restrict access to an authentication agent. Only members of
the trusted user group can access the agent. In addition, trusted users and trusted user
groups can only access authentication agents that have been enabled and configured
for trusted realm authentication.

There are three types of trust relationships you can establish with RSA Authentication
Manager 7.1:

*  One-way between two RSA Authentication Manager 7.1 realms
¢ Two-way between two RSA Authentication Manager 7.1 realms

*  Two-way between an RSA Authentication Manager 5.2 or 6.1 realm and an
RSA Authentication Manager 7.1 readm

Note: If you have multiple Authentication Manager 7.1 realms on a single machine,
you can establish atrust relationship with only one of them from a5.2 or 6.1 realm.

The following process describes how atrusted user gains access to arealm that has a
trust relationship with the realm that stores the user’s record. This example assumes
that the agent host is enabled for trusted access and is configured “open” to all trusted
users. When the agent is not “open”, you must create the remote user’s record
manually.

1. A user attempts authentication to arealm that does not host the user’s record by
providing credentials to an agent in that realm.

The realm that does not host the user’s record cannot find the user in its database.

The server in the realm that does not host the user’s record confirms that its agent
is open to trusted users, and that “Enable cross realm authentication” is selected.

4. Theserver in the realm that does not host the user’s record broadcasts a user
discovery message to all trusted realms.
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5. Theserver intherealm that hosts the user’srecord processes the discovery request
and indicates to the realm that does not host the user’s record that the user belongs
to thisrealm.

6. Theserver intheream that does not host the user’s record sends credentialsto the
server in the realm that hosts the user’s record.

7. Theserver in the realm that hosts the user’s record sends the “ Access OK”
message to the server in the realm that does not host the user’s record. The server
in the realm that does not host the user’s record checks the credentials against its
records.

8. The server in the realm that does not host the user’s record stores the information
about which realm contains the user’s record.

9. The"Access OK” message is returned to the agent, and the user gains access to
the realm that does not host the user’s record.

The following figure illustrates the preceding process.

Trusted Realm
{User's Home Realm)

Credentials

On subsequent authentication attempts for the same user, steps 3 - 5 and 8 are skipped.
The realm that did not host the user’s record before the authentication, uses the
information it stored in step 8 to determine where to send the credentialsin step 6.
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Deciding Where to Store User Data

When planning how to store Authentication Manager data for access, you need to
decide which data store to use as the location for user and user group data. The data
store that stores user and user group data is known as an identity source. An identity
source represents the physical source of the data of the users and user groups that you
manage through the Security Console. An identity source can be one of the following:

e Anexterna directory, such as Sun Java System Directory Server or Microsoft
Active Directory.

*  The Authentication Manager internal database.

If your data resides in a heterogeneous, multi-directory server environment,
Authentication Manager allows you to specify any or al of the identity sourceslisted.
For example, you can use both a Microsoft Active Directory Server and a Sun Java
System Directory Server as identity sources. This functionality accommodates
environments that have evolved over time, due to acquisitions, upgrades, or
architectural changes. For example, when you first install Authentication Manager,
you can specify the internal database asthe singleidentity source, but accommodate a
growing user population when an external directory server isintroduced into your
system.

When choosing whether to use the internal database or the external directory server,
consider your current network configuration and needs.

If you have alarge population of users and one or more existing external directory
servers, you can specify the external directories, or subtrees within them, asidentity
sources. If you have a small number of users and have not set up an external directory
server, you may find that the internal database provided with Authentication Manager
meets your needs.

RSA recommends that you give each Authentication Manager user a unique name
because duplicate namesin identity sources can cause Authentication Manager agents
to deny authentication. For example, you have two identity sources and you do not
require fully qualified, unique names for log on. One identity source contains
bob@divsionl and the other contains bob@division2. The authentication agent
discovers two identities named “bob” and denies authentication. Some other possible
solutions include the following:

* Usealiases
* Require logging on with fully qualified names
* Useflat name space

Using the Internal Database as Your Data Store

If your deployment uses the internal database as the only identity source, al datais
stored in the internal database and there is no need to specify a directory server asan
identity source.
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Using a Directory Server as Your Data Store

You can access the user and user group data in the directory server through the
Security Console in read-only mode or read/write mode, depending on how you
configure permissions on the directory server, and how you configure the identity
source when you associate it with Authentication Manager. The decision to enable
read/write access to the directory server depends upon the existing policies of your
company, the division of responsibilitiesin your organization, and whether you use
the token provisioning feature of Credential Manager. See Chapter 11, “ Planning
Sdf-Service and Provisioning,” “Establishing a Secure Communications Path” on
page 72, and “Implications of Read/Write or Read-Only Access” on page 117.

Know the following about using directory servers:
* You can change the read-only or read/write decision after installation.
¢ You cannot move users among identity sources.

* You cannot place a user from oneidentity source into a group from another
identity source.

The user and user group datain the directory server is referenced by default when you
specify adirectory server as an identity source. You can view and, if write-accessis
enabled, manage additional dataresiding in your directory server by mapping the
additional datain the directory server to extension fieldsin the internal database that
are accessible through the Security Console. See “ Attribute Mapping” on

page 72.

Different administrators, with different security levels, may manage
Authentication Manager and the directory server. If the directory server isthe
authoritative source for user information, disabling a user through directory server
administration affects the ability of the user to authenticate. Consider these things:

e Do you want directory server administrators to have the ability to disable auser’s
ability to authenticate?

« Do you want Authentication Manager administrators to have the ability to edit
directory server data?

Note: Active Directory requires SSL for administering users.

Planning Physical Security

Equipment

Plan to protect the physical assetsin your deployment from unauthorized users and
potential damage from the elements.

Ensure the physical security of the equipment running Authentication Manager by
following any existing corporate guidelines your company has already instituted. RSA
recommends locating the equipment in alocked location accessible to a minimum
number of trusted personnel.
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Connections and Ports

Minimize the number and types of connections that can be made to the Authentication
Manager machine. Block access through ports that are not necessary to the
functionality of Authentication Manager.

Passwords and Key Material

The Authentication Manager installer generates keys and passwords used to access
internal services such asthe internal database. These credentials are stored in a secure
vault in Authentication Manager, protected both by a system-specific key for
unattended startup as well as amaster password for interactive operations. The master
password is created during installation. For more information, see the chapter
“Preparing for Installation” in the Installation and Configuration Guide.

It isimperative that you secure the master password, asit protects all of the system
passwords required to run Authentication Manager.

As part of failover and disaster recovery planning, the master password can be
exported as part of abackup of all of the system passwords, and exported to an
encrypted, password-protected file. When recovering from a disaster, the file can be
imported back into the system. RSA strongly recommends storing the exported filein
asafe and secure manner.

System Integration Summary

Know the following when planning system integration:

* How your existing network topology is organized.

*  Which resources to protect with Authentication Manager.
*  What your Authentication Manager license allows.

*  Which equipment to acquire with the Authentication Manager agent embedded, if
any.

e Which RSA partner applications you need, if any.

* How to organize realms, security domains, and hierarchies.

*  How trust relationships between deployments work, if needed.
¢ Where to store your user data.

* How read-only or read/write settings affect operations on your directory servers, if
any.

¢ How to ensure the physical security of equipment, connections and ports, and
passwords and key material.
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Planning Optimal System Performance

e Database Replication

¢ Planning for Peak Authentication Periods

e System Performance Summary

In a deployment with multiple server nodes, performance and scalability are affected
by the hardware on which the database server and server nodes are installed. The
database server handles authentication requests from the server nodes, aswell as
administration connections through the server nodes. The primary instance database
server has the additional burden of handling all replication to and from the replica
instances.

Database Replication

You can install areplicainstance of RSA Authentication Manager as a means of
minimizing data loss and loss of administration capability in the event of a hardware
disaster. Replicated instances allow authentication and administration to continue
while the primary instance is offline. Although certain functions may be disabled or
performance may decrease, the product’s core functions continue to operate.

The following sections describe how the primary and replica instances interact.
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Administrative Updates

You must perform all administrative changes, such as adding or deleting users, at the

primary instance. The primary instance propagates the administrative changesto all
replicainstances, as shown in the following figure.

Administrative Updates Data Flow

Primary Instance Replica Instance
Server Node Server Node
Bostonl Boston 2
Database Server Database Server
Boston1 Boston 2

'

Replica Instance Replica Instance
Server Node Server Node
London Tokyo

\
Database Server Database Server
London Tokyo

All changes that occur on a primary instance are replicated to each replicainstancein
the deployment. All changes that occur on areplicainstance are replicated to the

primary instance, which then replicates the changesto all other replicainstancesin the
deployment.

Log data on areplicainstance is not replicated in the same way as changes resulting
from authentication. Log datais sent only to the primary instance, or to a designated
centralized log. It is not replicated to all instancesin your system.

Important: The user and user group data that resides in your directory server is not
replicated by Authentication Manager. In areplicated directory server environment, it
is your responsibility to properly configure the directory server to replicate changes.
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Runtime changes, such as those resulting from user authentication, can beinitiated at
any primary or replicainstance. If the runtime change occurs at areplicainstance, the
change isfirst propagated to the primary instance. The primary instance then
propagates the change to all other replicainstances.

The following table lists the runtime changes that can occur on areplicainstance.

Object Change That Is Replicated

User .

Agent .

Any change to the user’s fixed passcode or PIN.
The user’s last logon.

The creation of an agent through agent auto-registration.

Assignment of an agent to a contact list. See “Using Contact Listsfor Load
Balancing” on page 55.
Updating a node secret.

Token Any changes that occur as aresult of the following activities:

Authentication.

Token replacement, including disabling, unassigning and deleting an
existing token, and assigning and enabling a replacement token. The exact
changes that occur depend upon how you configure

Authentication Manager to handle token replacement. For more
information, see “ Replacing Tokens’ in the Administrator’s Guide.
Emergency passcode processing.

The distribution of offline authentication data to agents.

Seed initialization of software tokens.
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The following figure shows:

1. Runtime authentication changes occur at the replicainstance in London.
2. London updates the primary instance in Boston.

3. Boston updates the other replicas.

Runtime Updates Data Flow

Primary Instance Replica Instance
Server Node Server Node
Bostonl Boston 2
Database Server Database Server
Bostonl Boston 2

>
A
Replica Instance Replica Instance
Server Node Server Node
London Tokyo
Database Server Database Server
London Tokyo

Notes:
* You can see the changes at any instance after the changes have been propagated.

« If areplicainstance contains more recent changes than those received from the
primary instance, the replicainstance can reject the lesstimely data.

« If Authentication Manager does not load the database after the data has been
changed, you see obsolete data at the replicainstance. For example, if the primary
instance is down.
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Planning for Peak Authentication Periods

Itislikely during daily operation that your users will log on to the network at specific
times, requiring Authentication Manager to authenticate large numbers of usersin a
relatively short time frame. Such peak authentication times might occur when
employees arrive at work and after they return from lunch. If you have multiple
geographic sites, peak authentication periods may occur throughout the day.
Determine the times each day that the highest rates of authentication occur.

For example, your primary instance isin Boston and you have employeesin London.
The five-hour time difference means that peak authentication periods may occur
during the following Boston time periods:

e 3:00am. - 4:00 am. when London employees arrive to work
e 7:00 am. - 8:00 am. when London employees return from lunch
e 8:.00am. - 9:00 a.m. when Boston employees arrive to work
e 1:00 p.m. - 2:00 p.m. when Boston employees return from lunch

The use of areplicainstance in London and the contact list feature of

Authentication Manager help to alleviate some of the burden of the peak
authentication period. RSA recommends that you monitor the CPU performance of
Authentication Manager during these peak periodsin order to gauge the effect on your
system.

Using Contact Lists for Load Balancing

Authentication Manager provides load balancing through contact lists, which contain
alist of all the server nodes where the authentication agent can direct authentication
reguests. After an agent’sinitial contact, Authentication Manager provides the agent
with the contact list.

Important: Do not use any third-party load balancing products. Authentication agents
perform their own load balancing and server discovery. The authentication agent
protocol is not compatible with third-party UDP load balancing products.

Agents receive notification from Authentication Manager of any changesto the
contact list. Periodically, the agent reviews all the server nodes listed in the contact list
to determine where to send authentication requests. The agent uses metrics such as
response performance to determine where to send requests. Note that agents do not
remove servers from contact lists, they only add them to thellist.

There are two types of contact lists:

Automatic contact lists. These lists are automatically maintained by
Authentication Manager and automatically add new server nodes. An automatic
contact list is assigned to each instance in your deployment. The list contains the
| P addresses of each server node in the instance the contact list is assigned to, and
the IP address of one server node from each other instancein your deployment, up
to alimit of 11. Agents are sent automatic contact lists by default.
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Note: By default, servers are not removed from the automatic contact list. For
arevised list of additions and removals, delete the sdstatus.12 file.

Manual contact lists. These lists are maintained by administrators. They must be
manually updated to reflect the most recent list of server nodes. Manual lists can
contain the |P address of any server node in the deployment, up to alimit of 11
server nodes.

For amost all organizations, automatic contact lists are sufficient. However, you may
choose to create amanual contact list if you have a specific way that you want to route
authentication requests. For instructions on adding manual contact lists, see the
Security Console Help topic, “Add aManual Contact List.”

Load Balancing RSA RADIUS Servers

Load balancing is maintained by the RADIUS client devicesin that each contains an
addresstablefor all RADIUS servers. These RADIUS-enabled devices choose servers
from that table and distribute the authentication workload evenly across available
servers.

The following optimizations can help speed up authentication for your users:

« If your deployment has multiple geographic locations, consider installing at least
one Authentication Manager replicaand one RSA RADIUS replicain each
geographic location so that authentication traffic need not travel over awide-area
network.

* Make surethereisan appropriate number of RADIUS replica serversto handle
peak loads.

System Performance Summary

Know the following when planning system performance:
*  Why to gauge the effect of peak authentication periods on your system.

* Whereto install replicainstances or server nodes to best handle peak
authentication periods.

* When to use automatic or manual contact lists.

e Why you should co-locate RSA RADIUS servers with Authentication Manager
servers.

¢ Why you should install Authentication Manager serversin each geographic
location, if you have multiple locations.

* How toload balance RSA RADIUS servers by properly configuring the RADIUS
server address table in RADIUS client devices.
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Planning for Failover and Disaster Recovery

Understanding Why an Instance Might Stop Responding

Understanding What Happens when a Primary Instance, Replica Instance, Server

Node, or RADIUS Server Stops Responding

Planning Recovery from the Loss of a Primary Instance, Replica Instance, Server

Node, or RADIUS Server

Planning Regular Database Backups

Failover and Disaster Recovery Summary

Planning for failover and disaster recovery is part of deployment planning because the
location of equipment and the administrator’s ability to react quickly are important
factorsin the event of an emergency.

Understanding Why an Instance Might Stop Responding

An instance might stop responding for any of the following reasons:

Power outage. In this case, you know that the instance can be restarted when
power is restored. You probably do not need to take further action. When the
primary instanceis restarted, RSA Authentication Manager synchronizes the
databases.

Hardwar e malfunction. Estimate the level of effort required to replace the
hardware component. Take into account the fact that you might have to reinstall
Authentication Manager for all server nodes in the instance.

Database corruption. If runtime or console error messages indicate that the
database is corrupted, you can assume that all databases in the deployment are
also corrupted. You must restore the primary instance database from a previous
backup using the Manage Backups utility.

Inoperable database. A databaseisinoperableif it runsout of disk space, or if its
configuration prevents Authentication Manager from accessing it. If the surviving
replicainstance appears to function normally, you need to promote the replica
instance to a primary instance. For more information, see the chapter “ Disaster
Recovery” in the Administrator’s Guide.

Networ k malfunction. When Wide Area Network (WAN) connectivity islost
between areplicainstance and a primary instance, the disconnected replica
instance can neither send nor receive database updates. Transactions sent to the
replicainstance quickly queue up, consuming valuable disk space. Consider
removing the replicainstance from the system. After removal, agents stop routing
transactions to the disconnected server node. You can add another replicainstance
to improve performance.
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Understanding What Happens when a Primary Instance, Replica
Instance, Server Node, or RADIUS Server Stops Responding

When you plan your deployment, consider the following information about the
possible effects of an emergency situation.

Primary Instance Stops Responding

When a primary instance database server stops responding, the following events
occur:

e You cannot administer the system.

You can read administrative data through areplicainstance, but you cannot
modify this data until a new primary instance is configured (areplicainstance is
promoted) or the original oneis restarted.

e Authentication performance slows down.

All server nodes that connect to the database that stopped functioning do not
process runtime or administrative requests.

e Help Desk Administrators are blocked.
e Userswho are permanently locked out cannot be restored.
« The database on the stopped server may be temporarily unavailable.

e Dataaccumulates at replica instances, waiting to update the primary instance.
In extreme situations, disk space might fill up.
» All database updates that occurred on any replicainstances after the primary

instance stopped, and any updates that occurred at the primary instance but were
not yet propagated to all replicainstances before the stoppage, are lost.

Replica Instance Stops Responding
When areplicainstance stops responding, the following events occur:

» Administrative capabilities continue as usual, because they are performed at the
primary instance.

e Authentication performance slows down.

This decline might continue even after the stopped instance is repaired and
brought back online, while the database is being synchronized with other
instances.

* You lose the copy of the database that resides on the stopped database server.

« Dataflowing to thisinstance is queued in the primary instance database server,
potentialy filling up disk space. The consumption of disk space depends on how
many transactions the replica handles per hour or day. After you restart the replica
instance, the queued data updates it.
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Server Node Stops Responding

When a server node that does not host a database server stops responding, the instance
where the server node resides continues to function with the following consequences:

Authentication throughput performance declinesfor the entire instance, especially
during peak authentication periods.

Uncommitted, partial transactions being processed at the time of stoppage are lost.

RADIUS Server Stops Responding
When a RADIUS server stops responding, the following events occur:

You may lose changes that occurred since the most recent replication, depending
on the frequency of replication.

You may lose customized configuration files, initialization files, and dictionary
files.

Planning Recovery from the Loss of a Primary Instance, Replica
Instance, Server Node, or RADIUS Server

When you plan your deployment, consider the following guidelines for recovering
from an emergency. For more information, see the chapter “ Disaster Recovery” in the
Administrator’s Guide.

Primary Instance Recovery

Follow these guidelines to ensure quick recovery if the primary instance stops
responding.

L ocate areplicainstance at the same geographic site as the primary instance. The
same personnel who administer the primary instance need access to this local
replicainstance in case of emergency. Accessis through the Operations Console.

Train your staff to learn recovery procedures and make sure they have the
necessary privileges to promote areplicainstanceif the primary instance stops
responding. If your staff is familiar with these steps before areal emergency
occurs, they can anticipate what needs to be done and act quickly.

Confirm that a surviving replica has enough disk space to handle transactions that
will queue while the primary is unavailable.

If you are deploying software tokens using remote token key generation, unused
token key generation URL s and service addresses that you have distributed to
users become invalid when a primary instance stops responding. If your proxy
server supports failover mode, you can configure it to pass CT-KIP data to the
new primary instance. This allows usersto use the original token key generation
URL s and service addresses and saves administrators from the task of sending
new URLSto users.
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Replica Instance Recovery

If a stopped replica instance cannot be recovered, remove it from the system and
install anew replicainstance as soon as possible to ensure failover and scal ability. For
more information, see the chapter “Installing a Replica Instance” in the Installation
and Configuration Guide.

Important: RSA Authentication Agents route authentication regquests to specific
replica instances based on information defined in an automatic contact list, manua
contact list, or the sdconf.rec file. For more information on contact lists and the
sdconf.rec file, see “Creating and Installing the RSA Authentication Manager
Configuration File’ and “ Specifying Where Agents Send A uthentication Requests’ in
the Administrator’s Guide.

Server Node Recovery

If aserver nodeis down for an extended period of time, consider removing the server
node from the deployment and replacing it.

RADIUS Server Recovery

In the event an RSA RADIUS server stops responding, or is taken offline for some
reason, you can replace that server by promoting a RADIUS replica server to a
RADIUS primary server.

If the server isareplica server, you can install another server and force replication to
that new server. Any configuration changes made since the most recent replication
must be manually restored on the new server. Any customizationsto initialization
files, configuration files or dictionary files must also be manually restored.

If the server is aprimary server, you must first promote areplicato become the
primary server. Then you can install another server as areplica server and force
replication to that new server. Any configuration changes made since the most recent
replication must be manually restored on the new server. Any customizations to
initialization files, configuration files or dictionary files must also be manually
restored. Plan for this possibility by configuring more than one replica server. For
more information, see the chapter “Managing RSA RADIUS” in the Administrator’s
Guide.

Planning Regular Database Backups

Different organi zations have different needs and requirements, but RSA recommends
frequent backups to minimize data loss. Decide how often you need to create backups
and where to store backup data. Consider these issues:

* How criticd isthe data?
*  What regulations does your industry require you to follow?
e How much data can you afford to lose in the event of an emergency?
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Run backups during off-peak periods because the backup operation can affect
general system performance. (The database can still service requests while you
perform the backup.)

An Authentication Manager backup does not include RADIUS, which must be
backed up separately.

Plan to store one backup copy at an off-site location.

Note: You can automate database backups by writing a script that calls the Manage
Backups utility. Make sure the script sends the data either to adisk that is separate
from the actual database, or to tape. These measures prevent a single point of failure
for the database and backup. For more information, see the chapter “ Disaster
Recovery” in the Administrator’s Guide.

Failover and Disaster Recovery Summary

Know the following when planning failover and disaster recovery:

How to identify common disaster situations.
How to monitor the status of each instance and detect any stoppages.

What happens when aprimary instance, replicainstance, server node, or RADIUS
server stops responding.

How replication works so you can make appropriate decisionsif an instance stops
responding.

How to recover aprimary instance, replicainstance, or server node that stopped
responding.

How to promote areplicainstance to a primary instance.

How to use the Manage Backups utility to back up the primary instance database.
server.

What isincluded in an Authentication Manager backup and what is not included
(RADIUS).

How to write a script to automate backups.
What disaster recovery training your staff needs.

6: Planning for Failover and Disaster Recovery 61






®
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Planning for Installation and Upgrading

* |nstallation Personnel
* |nstallation Considerations

e Instalation Types

e Planning LDAP Directory Server Integration
¢ Conducting aPilot Test
e Instalation and Upgrading Summary

Installation Personnel

Primary instances, replicainstances, and server nodes are core components of

RSA Authentication Manager. They contain sensitive data and administrative
information. RSA recommends that only your most trusted personnel perform your
Authentication Manager installations.

Theinstallation process often requires coordination among the people who have
permissions to access and administer the various components in your network. For
example, an administrator in your home office may need to work with an
administrator in a remote office to open ports for Authentication Manager. Use the
following table to help you coordinate access to the components of your network for
installation.

Component Administrator Who

Component Administrator Needs Access

Operating system

Firewall portals

Virtual Private Network (VPN)
server

Wireless router

Protected resources

Desktop machines

Primary instance, replicainstances,
and server nodes

Web server

Proxy server
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Component Administrator Who

Component Administrator Needs Access

Authentication agents

Outlook Web Access (OWA) server

Citrix Presentation server

Internet Authentication Server
(IAS)

Remote Authentication Dial-In
User Service (RADIUS)

Domain controllers

Server protected by Pluggable
Authentication Module (PAM)

RSA Authentication Manager
internal database

Active Directory identity source

Sun Java System Directory Server
identity source

Installation Considerations

Develop aplan for the physical location and installation of primary instances, replica
instances, server nodes, and RADIUS servers.

Consider the following factorsin your installation plan:
¢ Machine Requirements

* License Types and Options

* Necessary Level of Security
e Timetable for Installation
* Access Through Firewalls

Machine Requirements

There are minimum requirements for the machines used for Authentication Manager.
Consider whether the minimum requirements are sufficient for your authentication
and administrative activity. If not, you may need to include more powerful machines
in your plan. For more information on system requirements, see Chapter 2, “System
Requirements.” All machinesin your deployment must run the same operating
system.
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License Types and Options

Each Authentication Manager installation has one or more software licenses
associated with it. The license represents permission to use the Authentication
Manager software. Your installation personnel need to understand how the license
type impacts the installation of Authentication Manager. Review these license types
and options with your installers:

Base Server. Allows up to two instances of Authentication Manager.
Enterprise Server. Allows up to 15 instances of Authentication Manager.

Each license type has a limit on the number of instances of Authentication Manager
that can be installed and whether or not multiple realms are allowed. User limits are
determined on an individual basis, based on the customer’s usage requirements.

For example, a customer with 10,000 employees may purchase alicense for 11,000
users to accommodate current employees and to allow for future hiring.

The following table shows the attributes for each license type..

License Feature Base Server Enterprise Server

Number of users Specified by customer  Specified by customer
at time of purchase at time of purchase

Number of instances ol 15

Allows multiple real ms? No Yes

Allows clusters? No Yes

RSA Credential Manager Yes Yes

self-service

RSA Credential Manager No Yes

provisioning

On-demand tokencode service Optional Optional

RADIUS Yes Yes

Business Continuity Optional Optional

Allows offline authentication? Yes Yes

1 icenses with a two instance limit allow athird instance for disaster recovery situations.
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Necessary Level of Security

Plan the level of security you require for assets and users. You might require different
levels of authentication from some users than from others. For example, you may
require laptop users to authenticate for access to their computers. This prevents
unauthorized use of the laptop. You may not require on-site users to authenticate to
their desktop machines.

Consider the following factors:

¢ Thedegree of authentication required for each asset that you want to protect
e Thedegree of authentication required for each type of user

¢ Thenumber of security domains you require

¢ Which assets to place in which security domains

Timetable for Installation

To perform the installation with minimal disruption to your employees and customers,
develop atimetable and consider the following:

*  Thenumber of replicainstances and server nodes to install

* Thetotal amount of time that it will take for the installation

e Your system’s peak and off-peak usage times

* Your business hours

* The possible effect on your officesin other time zones

»  The hours specified in your support plan when RSA support is available

Access Through Firewalls
Plan which portsto open for Authentication Manager communications.

RSA recommends that you install all Authentication Manager servers behind a
firewall. To enable authentication through firewalls and accommodate Network
Address Trangation (NAT), the RSA Security Console allows you to configure alias
IP addresses for your Authentication Manager instances and alternate | P addresses for
your authentication agents. You can assign four distinct |P addresses (the original 1P
address and up to three aliases) to each Authentication Manager instance. You can
assign an unlimited number of alternate | P addresses (one primary 1P address) to your
agents.

Your installers need to know the agent’s primary and alternate | P addresses and the
Authentication Manager primary |P address and aliases for each instance. If your
deployment includes multiple locations, your installers also need to know the ports
used for Authentication Manager communications and processes (such asreplication).
You may need to open some new portsin your firewall, or clear some existing ports
for your deployment. For more information on ports, see “Port Usage” on page 22.
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Installation Types

RSA recommends you install one primary instance and at |east one replicainstance.
Depending on your business needs, you may also install additional server nodes, a
standalone Authentication Manager database, or RSA RADIUS.

Atinstallation time, you must select an installation type. Theinstaller creates
differently configured combinations of Authentication Manager components on your
system depending on which type of installation you choose.

The following sections describe the installation types.

Primary Instance

Select amachine for your primary instance. Thereis only one primary instance per
deployment. (All other instances are replicas.) You must install the primary instance
before you can install replicainstances or server nodes because certain information is
required from the primary instance. For more information, see the chapter “Installing
an RSA Authentication Manager Primary Instance’ in the Installation and
Configuration Guide.

The machine on which the primary instance is installed must meet minimum
requirements. For more information on system requirements, see Chapter 2, “ System
Requirements.” If your deployment requires higher specifications, plan to acquire and
prepare a machine accordingly.

Note: Your consolidated log fileislocated on your primary instance. Administrators
who have permission to read the log file will need access to this machine.

Replica Instance

Plan the number, requirements, and locations of your replicainstances. Plan where to
locate them to provide for failover, disaster recovery, and local authentication for
geographically dispersed offices.

If you have the Base Server license, you can install one replicainstance. If you have
the Enterprise Server license, you can install up to 15 replica instances.

Note: At aminimum, you must have an Enterprise Server license to install more than
one replicainstance.

Adding areplicato your system means that you need to plan for additional hardware
because the replicainstance must be installed on a machine other than the primary
instance. RSA recommends that you install at least one replicainstance for failover
and disaster recovery.

The machine on which the replicainstance is installed must meet minimum
requirements. For more information on system requirements, see Chapter 2, “ System
Requirements.” If your deployment requires higher specifications, plan to acquire and
prepare a machine accordingly.
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Server Node

To further enhance authentication performance, you can add up to four server nodes
per instance. Consider whether you need to add server nodes to some, or al,
authenticating servers to increase authentication performance.

Note: At minimum, you must have the Enterprise Server license to add server nodes.

Server nodes must be installed on the same platform as the primary instance or replica
instance. For example, if the primary instanceisinstalled on Linux, your server nodes
must beinstalled on Linux. The host for the server node must be in the same subnet as
its primary instance or replicainstance database server.

You must first install your primary instance and any replica instances to which you
want to add a server node. You will need this data when you install the server node.
For more information, see “Installing a Server Node” in the Installation and
Configuration Guide.

RADIUS Only

RSA RADIUS can reside on a primary instance, areplicainstance, or on a separate
machine. The installation program provides several alternatives:

¢ Youcaninstall RADIUS on a 32-bit Authentication Manager primary instance or
replicainstances at the same time you install Authentication Manager.

You cannot install RADIUS on a 64-bit Authentication Manager server.

e  Youcaninstall RADIUS primary instances or replicainstances on machines
separate from Authentication Manager after you have installed
Authentication Manager. You must install Authentication Manager before
installing RADIUS because you must provide certain information from
Authentication Manager during the RADIUS installation procedure.

*  Organizations may have amixed configuration wherein RSA RADIUS isinstalled
on the Authentication Manager primary and replicainstances and some additional
RADIUS replicas are installed on separate machines. Your performance
reguirements can determine the best configuration for your organization.

For more information about RADUIS, see Chapter 12, “Planning for RSA RADIUS
Integration.”

Standalone RSA Authentication Manager Database

You have the option to install the Authentication Manager database for either a
primary instance or replicainstance on a separate machine. For more information, see
“Preparing to Install the Database on a Separate Machine” in the Installation and
Configuration Guide.

If you want to install the Authentication Manager database on a standalone machine,
plan to perform thisinstallation before installing the primary instance. Certain
information is required from the standalone database before you can install the
primary instance.
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The installer provides an option to install only Authentication Manager
documentation.

Upgrading from RSA Authentication Manager 7.0

For more information, see the chapter “Upgrading from RSA Authentication Manager
7.0” in the Installation and Configuration Guide.

Note: If you are upgrading from RSA Authentication Manager 6.1 to version 7.1, see
the Migration Guide.

Planning LDAP Directory Server Integration

If your deployment includes using an external LDAP directory server and you want to
use it as an identity source for Authentication Manager, plan to integrate it with
Authentication Manager. For more information, see the chapter “Integratingan LDAP
Directory” in the Installation and Configuration Guide.

Therelationship of the Authentication Manager internal database to an external oneis
that users, user groups, and custom attribute data are stored in the external identity
source. All other data, including agent and token data, is stored in the internal
database.

Authentication Manager enables you to integrate L DAP identity sources without
modifying the LDAP schema. Administrators use the RSA Security Console to create
the identity source record and map A uthentication Manager attributes to the LDAP
attributes.

All information that is specific to Authentication Manager, such as

Authentication Manager security policies and user-token associations, resides only in
the internal database. Linkages between Authentication Manager information and
LDAP user records are also maintained in the internal database.

Consider the following factors before you integrate your external identity source with
Authentication Manager:

Supported external identity sources
Selecting read-only or read/write
Handling security considerations
Performing the integration
Mapping custom attributes

Physical co-location of replicated LDAP directory instances with
Authentication Manager instances
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Specifying Read-Only or Read/Write

Authentication Manager supports either read-only or read/write operations on
directory servers. You must select either read-only or read/write when you integrate
Authentication Manager with your identity source.

Read-Only
* You cannot make changes to the datain your directory server through the Security
Console.

¢ You must make changes to the datain your directory server through the directory
server’s native user interface.

Read/Write

¢ You can manage users and make changes to the datain your directory server
through the Security Console and your directory server’s native user interface.

* You must use SSL for write functionality.

If you are using either self-service or provisioning, there are further implications of
read-only or read/write. For more information, see Chapter 11, “Planning Self-Service
and Provisioning.”

Microsoft Active Directory

RSA recommends that you seek people who are extremely knowledgeabl e about
Active Directory, your network topology, and your business requirements for using
Authentication Manager to plan your Active Directory integration.

Plan to configure an identity source for each domain in the forest that contains users
who are required to authenticate with RSA SecurID. Optionally, you may use the
Global Catalog feature of Active Directory by configuring an identity source that
maps to the Global Catalog. In such configurations, Authentication Manager can
access the Global Catalog and perform faster user searches at runtime.

In Authentication Manager terminology, using the Active Directory Global Catalog
entails configuring two types of identity sources:

Runtimeidentity source. Anidentity source configured for runtime operations
only, to find and authenticate users, and to resolve group membership within the
forest. You can map adomain controller or Global Catalog as a runtime identity
source.

Administrative identity source. An identity source used for administrative
operations such as adding users and user groups. Thisidentity source mapsto a
domain controller.

If you choose not to configure Authentication Manager to use the Global Catalog, you
save the effort required to configure the identity source for the Global Catalog at the
expense of runtime performance. In this scenario, when authenticating a user,
Authentication Manager searches each Active Directory domain to find the user.

When the Global Catalog is not used, only one type of identity sourceis configured
for each domain in the Active Directory forest. In other words,

Authentication Manager uses the administrative identity source for both
administrative and runtime operations.
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When integrating Authentication Manager with Active Directory, you have the option
to establish a Secure Sockets Layer (SSL) connection. To establish an SSL connection
to Authentication Manager, import the required Active Directory server’s certificate.
Do thisfor each Active Directory server to which you want an SSL connection.

Active Directory has a default password policy that is stricter than the
Authentication Manager policy. This can cause errors when adding and updating
users. To prevent this, you must either relax the Active Directory requirements or
make the Authentication Manager requirements stricter. The directory server must
have read/write access to change password requirements through

Authentication Manager.

Global Catalogs

You can use Global Catalogs with Authentication Manager as runtime identity
sources, but there is no requirement to do so.

If you want to use the Global Catalogs to increase performance, you can add them as
runtime identity sources. The runtime identity source is used to find and authenticate
users and to resolve group membership within the forest. Authentication Manager
does not use Global Catalogs for administrative operations. Administrative actions
(for example, adding users) are performed against the administrative identity sources
only.

If you want to use the Globa Catalog, map aruntime identity source to the domain
controller which hosts the Global Catalog. Each identity source can be mapped to up
to two directory servers, one for production and one for failover. Your runtime
identity source can be mapped to two Global Catalogs on two domain controllersin
your Active Directory forests.

If you want to use the Globa Catalog, and your deployment uses restricted
authentication agents and user groups, you must meet the following requirements:

e Active Directory groups given access to restricted Authentication Manager agents
must be Windows universal groups.

¢ Your Active Directory domains must be configured to operate at the Windows
2003 functional level.

e Only the Windows administrator can change the group type in Active Directory.
If the Active Directory is read/write in Authentication Manager, you can use the
Security Console to change the group type.

For more information see the appendix “Integrating Active Directory Forests’ in the
Administrator’s Guide.

Sun Java System Directory Server

When integrating Authentication Manager with Sun Java System Directory Server,
you have the option to communicate over a Secure Sockets Layer (SSL).

If you want to communicate over SSL, plan to import a certificate of authority from
Authentication Manager and enableit on your Sun Java System Directory Server. Plan
to do this on each Sun Java System Directory Server for which you want an SSL
connection to Authentication Manager.
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Consider what information and personnel you need to integrate Sun Java System
Directory Server. Plan how you want to configure user groups and users. The
following process applies to each Sun Java System Directory Server that you
integrate.

1. Addthe Sun Java System Directory Server to Authentication Manager.
2. Select directory settings.
3. Map attributes.

Establishing a Secure Communications Path

RSA recommends that you encrypt datain transit between Authentication Manager
and your identity source. Authentication Manager connects to the LDAP directory
server by way of a Secure Sockets Layer (SSL). This protects the datain transit. An
SSL certificateis required for Active Directory. It is optional for Sun Java System
Directory Server.

To establish SSL, you import a certificate from your directory server and register it in
Authentication Manager. Plan to do thiswith each LDAP directory server for which
you want an SSL connection to Authentication Manager.

For Active Directory there are additional important considerations for password

policies and group membership support. For more information, see “Overview of

LDAP Directory Integration” in the Installation and Configuration Guide.
Directory Server Integration Process

RSA recommends that you select a technician with a background in LDAP and
knowledge of your directory server deployment to perform your integration. Some of
the tasks require using the Operations Console, and others are performed through the
Security Console.

Depending on your configuration and directory server type, there may also be
important tasks to prepare the directory for integration. For more information, see
“Overview of LDAP Directory Integration” in the Installation and Configuration
Guide.

The integration processis as follows:

* Preparefor integration

¢ Add theidentity source through the Operations Console
* Link theidentity sourceto arealm

* Veify theidentity source

» Optiona. Map custom fields to your identity source

Attribute Mapping

All required external attributes are mapped when you create your identity sources. If
you plan to map any additional attributesin your directory server to

Authentication Manager, do this through the Security Console. For more information,
see “Mapping Attributes to Active Directory” in the Administrator’s Guide.
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Conducting a Pilot Test

RSA recommends that you conduct a pilot test of Authentication Manager to test:

Devices in the network
System connections
Disaster recovery
Administrative tasks
Reports

Consider the following when you plan your pilot test:

The scope of the test

How much hardware you will need

How much disk spaceis required

Your time frame for staging and performing the test
The types of disaster recovery to test

The number and types of authentication to test

Note: You may need to change the IP address and hostname when you move a
machine from the test environment into the production environment.
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Installation and Upgrading Summary

Know the following when planning your installation or upgrade:
*  What system requirements you need to meet.
*  What your license specifies.

*  How to coordinate administrators to provide the required access during
installation.

*  What level of security you require for your users and your resources.
* Your timetable for installation.

*  Which ports must be open and available for Authentication Manager.
*  Which installation types to perform, and at which locations.

e How tointegrate directory servers, if any.

e How to conduct apilot test.

*  Which version of Authentication Manager you plan to upgrade.

«  Which upgrade type you require.

*  Which administrators of instancesin other geographic locations need to know
your upgrading plan.
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Planning for Administration

¢ RSA Authentication Manager Administration

¢ Microsoft Management Console (MMC) Administration
¢ RSA RADIUS Administration

¢ Planning Administrative Roles, Permissions, and Scope
¢ Predefined Administrative Roles

¢ Thedefault permissions for this role limit management to the following.User and
User Group Administration

e Administrator and User Training

¢ Administration Summary

RSA Authentication Manager Administration

In RSA Authentication Manager, administration and authentication activitiesresult in
changesto the internal database. Administrative changes can be performed only onthe
the primary instance, which replicates these changes to all of the replicainstancesin
the deployment. Authentication changes can occur on both the primary and replica
instances. Each replicainstance replicates its authentication changes to the primary
instance, which then replicates those changes to all other replicainstancesin the
deployment.

For example, an administrator assigns atoken to a user. The database on the primary
instance now contains new information about the user and the token, resulting from
the administrative action of assigning the token to the user. The primary instance
replicates this new information to the replicainstances. When the user attempts to
authenticate to a replicainstance, the replicainstance changes the user record to
indicate that the user authenticated, and sends that new information to the primary
instance. The primary instance then replicates the change to the other replicas.

Microsoft Management Console (MMC) Administration

The information in this section applies only to Authentication Manager customers
who use Active Directory for their identity source. The Authentication Manager

MM C snap-inisan option that enables you to use the Microsoft Management Console
(MMC) to perform many of your token-related tasks in Active Directory. This
eliminates the need for Active Directory administrators to log on to the RSA Security
Console whenever they need to enable or disable atoken, assign atoken, and so on. It
also enables you to delegate limited responsibility to specific administrators for
token-related tasks.
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The MM C snap-in enables administrators to perform the following tasks:
e Assign and unassign tokens to users

* Enable, disable, and edit users' tokens

»  Edit user authentication attributes

» Edit token properties

«  Manage PINs

* Replace tokens

*  Generate and download seed files

* Provide emergency access

The pages in the Authentication Manager MM C snap-in are designed to match the
corresponding pagesin the RSA Security Console. This provides consistency for
administrators who want to use both tools for token-related tasks.

If you have Active Directory and plan to install the Authentication Manager snap-in,
plan to deploy the MM C snap-in on the machines where the Active Directory
administrator has permission to perform Active Directory administration tasks. There
are two possible deployment scenarios:

e Install the MMC snap-in on the machine that serves as the domain controller.

e Install the MMC snap-in on the Active Directory user’s machine to manage
Active Directory remotely.

Note: Remote administration mode is not available on Windows x64. From a
Windows x64 machine, use Remote Desktop or the Windows Management

I nstrumentation Command-line (WMIC) to access the domain controller where MMC
isinstalled.

RSA RADIUS Administration

Routine RSA RADIUS administration takes place through the Security Console.
When you edit RADIUS settings, the Security Console makes the changes on the
RADIUS server. You must replicate the RADIUS database to the RADIUS replica
servers. You can force the RADIUS primary server to replicate the RADIUS database
tooneor all RADIUS replica servers. For example, if you just promoted areplicato a
primary server, and you need to replicate this change to all RADIUS replica servers.

To manage machine-specific parameters, a Super Admin must use the Operations
Console. Machine-specific operations include modifying configuration files,
initialization files, and dictionary files; setting or changing the IP address; stopping
and starting the RADIUS server; and promoting a RADIUS replicaserver to aprimary
server.
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Authentication Manager provides a default RADIUS Administrator role that alows
access to functions in the Security Console.

Only a Super Admin can access the Operations Consol e after providing the Super
Admin password for the user account under which the RADIUS server is running.

Planning Administrative Roles, Permissions, and Scope

Administrators manage all aspects of your Authentication Manager deployment, such
as users, tokens, and security domains. The Authentication Manager administrative
model is built on the concepts of roles, permissions, and scope. When you assign an
administrative role to a user, the user becomes an administrator and can log on to

the Security Console, Operations Console, and optional Microsoft Management
Console to administer Authentication Manager.

Authentication Manager includes a set of predefined administrative roles and it
enables you to create custom roles. You can create as many types of administrators,
and as many of each type, as your deployment requires. See “Adding Administrators’
on page 80.

These three elements define administrators.

Element Description

Role Governs which aspects of the system an administrator can manage. For
example, user accounts. A roleisacollection of one scope and one or more
permissions.

Permission  Governsthe actions an administrator can perform. For example, assign tokens
to users.

Scope Governs the boundaries of an administrator’s authority. Scope is limited by
the security domain and the identity source.

Administrative Roles

You can assign administrative roles to any user in your identity source. When you do
S0, you give the user permission to perform the administrative actions specified by the
role within the specified scope. You may assign more than one administrative role to

an administrator.

When assigning roles to administrators, be sure to assign roles that grant only enough
permission to accomplish their tasks. Avoid granting administrative roles that are
overly broad.

For example, Help Desk Administrators need sufficient security permissions to view
and change certain user, user group, token, and user account data. Depending on your
deployment, they might need access to multiple security domains. Plan to configure
the Help Desk Administrator role with enough permission to perform the job, but not
so much as to permit access to other areas or data not vital to their responsibilities.
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Authentication Manager provides a set of predefined roles that you can assign to
users, alowing them to manage specific aspects of your deployment. You can assign
these predefined rolesin their default form, or you can modify them by editing the
permissions assigned to the roles.

For example, you do not want Help Desk Administrators to be able to view
authentication agents. Edit that role through the Security Console and remove that
permission.

An administrative role has two components:

* A collection of permissions based on ajob function profile. See the following
section “ Permissions.”

*  The scope in which the permissions apply. See “ Scope” on page 79.
Remember that an administrator can have two roles that have some, or al of the same
permissions, but with a different scope.

Permissions

The permissions you assign to an administrative role govern the actions that may be
taken by an administrator assigned to the role. Be sure to assign enough permissions
so that administrators can manage all the objects, such as users, user groups, and
attributes, necessary to accomplish their assigned tasks, but not so many asto let them
manage objects not vital to their responsibilities.

For example, an administrator’s only task is assigning tokens to users. You assign the
following permissions to the role:

e View users

¢ View tokens

* Assign tokensto users

* Issue assigned software tokens

* Replace assigned tokens

¢ Import tokens (optional)

« Enable and disable tokens (optional)

The optional permissionsin the previous example give the administrative role slightly
expanded capabilities that complement the stated task of assigning tokens to users.
Notice that this role does not include permission to add and delete users,
resynchronize tokens, or manage emergency offline authentication. These permissions
are not related to the stated task of assigning tokensto users.
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When you assign permissions to arole, keep in mind that an administrator in that role
might need to associate two objects in the deployment. The administrator must have
the appropriate permissions and scope for both objects at both ends of the association.
For example:

e To assign tokens to users, an administrator must be able to view tokens, assign
tokens, and view users.

« To move users between security domains, an administrator must be able to view
security domains and users.

¢ To assign administrative roles to users, an administrator must be able to view
roles, assign roles, and view users.

The scope of an administrative role controls where an administrator may perform
specified administrative tasks. Scope consists of two parts:

e The portion of the security domain hierarchy that the administrative role can
manage

e Theidentity sourcesthe administrative role can manage

Be sure to assign a scope broad enough so that the administrator can access all the
necessary security domains and identity sources. Avoid assigning a scope so
unnecessarily broad as to grant access to security domains and identity sources where
the administrator has no responsibilities.

For example, aHelp Desk Administrator can edit the user record of any other
administrator within his scope. This meansthat aHelp Desk Administrator can change
the password of a higher-level administrator and gain the administrative privileges of
the higher-level administrator. To avoid such situations, assign the higher-level
administrator to a security domain that is not within the scope of the Help Desk
Administrator.

When you plan the scope of your administrative roles, consider:

¢ Anadministrative role manages only within the security domain where the role
definition was saved. Thisincludes all of the lower-level security domainsin the
same security domain.

* You can limit the scope of an administrative role for those security domains that
are at or below the level of the security domain that owns the role. An
administrative role can only manage down the security domain hierarchy, never

up.

* Anadministrative role that manages a top-level security domain always manages
the lower-level security domains beneath it.
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For example, consider the following hierarchy:
[;j.JTDD-LEVEI Security Domain

=g

¢ You can scope an administrative role saved in the top-level security domain to
manage any one or more security domains in the realm. For example, it can
manage only security domain F or every security domain in the realm.

¢ Anadministrative role saved in security domain A can be defined to manage
security domains: A, C,and E, or A, D, and F.

e Anadministrative role saved in security domain C manages security domains C
and E or E only.

e Anadministrative role saved in security domain E can be defined to manage only
security domain E.

e Anadministrator whose own LDAP record resides in security domain E can
manage users in security domain A, C, D, and F if the administrator’s role was
saved at or above security domain A and includes C, D, and F.

Adding Administrators

Authentication Manager allows you to create different types of administrators with
different privileges and areas of administrative responsibility. You can create as many
administrators, and types of administrators, as your organization needs.
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For example, you divide your organizational hierarchy into three security domains
called HR, R&D, and Finance. You create the following custom administrators.

Custom Administrator Privileges

Token and User Performs all token-related duties—for example, assigning
Administrators tokens or resetting PINs—and can administer users and tokens
in all security domains.

In amultisite organization, it islikely that there would be Token
and User Administrators at each site, whose area of
responsibility is limited to the security domain for their

respective site.
General Report Runs all reportsin all security domains except the Finance
Administrator security domain.
Finance Report Runs and views reports in the Finance security domain only.
Administrator Because of the sensitive nature of the Finance department’s

duties, only this custom administrator can run Authentication
Manager reports on activity in the Finance security domain.

Adding an administrator is atwo-step process. You must:

» Create an administrative role. For more information, see “Creating
Administrative Roles’ in the Administrator’s Guide.

» Assign the administrative role to a user. For more information, see “ Assigning
Administrative Roles’ in the Administrator’s Guide.

Predefined Administrative Roles

Authentication Manager provides you with a set of predefined roles that you can
assign to users, allowing them to manage specific aspects of your deployment. You
can assign predefined rolesin their default form, or you can edit the permissions
assigned to the roles through the Security Console. The following sections describe
the default administrative roles.

Super Admin

Thisroleis created when you install Authentication Manager, and it grants complete
administrative responsibility for Authentication Manager. The Super Adminroleis
the only role with full administrative permission in all realms and security domainsin
your deployment. You can use it to create other administrators and to create your
realm and security domain hierarchy.

You can assign the Super Admin role to as many administrators as you want, but RSA
recommends you only assign it to the most trusted administrators because the Super
Admin role has a broad scope and awide array of permissions. You assign the Super
Admin rolein the same way that you assign all other administrative roles.
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RSA recommends that you assign the Super Admin roleto at least two administrators.
This ensures that you still have someone with full administrative control in situations
where a Super Admin leaves for vacation or some other extended absence.

For example, a company has locationsin Boston, New York, and San Jose. The
company has four Super Admins: two in Boston, and one each in New York and San
Jose. This arrangement allows for a vacation or extended-leave backup for the Super
Adminsin the Boston headquarters, where most system management occurs. It also
allows the deployment to be managed from New York or San Jose if the Boston
headquarters loses connectivity, or is otherwise unable to manage the deployment.

No one can modify the Super Admin role, including the administrators assigned the
Super Admin role. It is possible, though not recommended by RSA, to delete the
Super Admin role. If you accidentally delete thisrole, you can restore it.

The Super Admin can delegate some of the responsibilities of thisrole.

Realm Administrator

Thisrole grants complete administrative responsibility for managing all aspects of the
realm. Thisroleislimited in scope to the realm in which it is created and it does not
include Super Admin permissions. The Realm Administrator can delegate some of the
responsibilities of thisrole.

The default permissions for this role include complete management of the following:
e All redlm permissions

¢ Replicainstances

e Disaster recovery

e Agent deployment

¢ |dentity sources

e Import tokens

e Lower-level security domains

»  User groups

*  User assgnments

»  User attribute categories and specific user attributes

*  Usersthat match a condition

e Trusted users and user groups

* RADIUS servers, clients, user and agent profiles, and realm settings
e Sdf-service troubleshooting policies

» Configuration of security questions

* Reports

* Log maintenance
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Security Domain Administrator

This role grants complete administrative responsibility to manage all aspects of a
branch of the security domain tree. This administrator has all permissions within that
branch except to manage top-level objects such as policies and attribute definitions.
By default, thisrole's scope includes the entire realm. If you want to limit thisrole's
scopeto alower-level security domainintherealm, edit thisrole, or duplicate thisrole
and then edit the scope of the duplicate role. This role has the same permissions asthe
Realm Administrators and Super Admins, but is limited to the security domain in
which it is created. The Security Domain Administrator can delegate some of the
responsibilities of thisrole.

The default permissions for this role include complete management of the following:
e Security domains

* Administrative roles

* Permissions

e User groups

e Trusted users and user groups

»  User attribute categories and specific user attributes

*  Usersthat match a condition

e ldentity sources

* RADIUS servers, clients, user and agent profiles, and realm settings
* Reports

* Tokens

*  User accounts

* Agentsand server nodes

User Administrator

Thisrole grants administrative responsibility to manage users, assign tokens to users,
and access selected authentication agents. This administrator cannot delegate any of
the responsibilities of thisrole.

The default permissions for this role limit management to the following.

Users Add, delete, edit, view
User groups  View user group, assign user group membership

Reports Add, delete, edit, view, run, schedule
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Tokens View token, reset SecurlD PINSs, enable and disable SecurlD tokens,
resynchronize tokens, assign tokens to users, replace tokens, issue software
tokens, manage online and offline emergency access tokencodes

User accounts Manage fixed passcode, manage logon aliases, edit default shell, manage
incorrect passcode count, clear cached Windows credential, manage offline
emergency access passcode

Agents View, grant user groups access to restricted authentication agents

Token Administrator

This administrative role grants complete administrative responsibility to import and
manage tokens, and to assign tokens to users. This administrator cannot delegate any
of the responsibilities of thisrole.

The default permissions for thisrole limit management to the following.

Users View
Reports Add, delete, edit, view report definition, run, schedule

Tokens Import, delete, edit, view token, reset SecurlD PINS, resynchronize tokens,
manage online and offline emergency access tokencodes, assign tokens to
users, replace tokens, issue software tokens, export tokens, manage incorrect
passcode count

Token Distributor

Thisrole grants administrative responsibility to manage provisioning requests. Token
Distributors also determine how to assign and deliver tokens to users. This
administrator can delegate the responsibilities of thisrole.

The default permissions for thisrole limit management to the following:
Requests - view, distribute

Request Approver

Thisrole grants administrative responsibility to approve, update, and reject
provisioning requests, including new user accounts, user group membership, token
reguests, and the on-demand tokencode service. This administrator can delegate the
responsibilities of thisrole.

The default permissions for this role limit management to the following:
Requests - view, approve
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Privileged Help Desk Administrator

Thisrole grants administrative responsibility to resolve user access issues through
password reset, and unlocking or enabling accounts. It also grants permission to view
and provide online and offline emergency access help. This administrator cannot
delegate any of the responsibilities of thisrole.

The default permissions for this role limit management to the following.

Users
User groups
Reports

Tokens

User
accounts

Agents

View, reset passwords, enable and disable accounts, terminate active sessions
View user groups
Run, schedule

View token, reset SecurlD PINSs, resynchronize tokens, manage online and
offline emergency access tokencodes

Manage fixed passcode, manage |ogon aliases, edit default shell, manage
incorrect passcode count, clear cached Windows credential, manage online
and offline emergency access passcode

View

Help Desk Administrator

Thisrole grants administrative responsibility to resolve user access issues through
password reset, and unlocking or enabling accounts. This administrator cannot
delegate any of the responsihilities of thisrole.

The default permissions for this role limit management to the following.

Users
User groups

Tokens

User accounts

Agents

View, reset passwords, enable and disable accounts, terminate active sessions
View user groups

View token, reset Securl D PINSs, resynchronize tokens, enable and disable
Securl D tokens

Manage logon aliases, edit default shell, manage incorrect passcode count,
clear cached Windows credential

View
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Agent Administrator

Thisrole grants administrative responsibility to manage authentication agents and
grants access to selected authentication agents. This administrator cannot delegate any
of the responsibilities of thisrole.

The default permissionsfor thisrole limit management to the following.User and User

Users View
User groups View user groups, assign user group membership
Reports Add, delete, edit, view report definition, run, schedule

Agents Add, delete, edit, view, manage node secret, grant user groups access to agents

Group Administration

Once you create your security domain hierarchy and link your identity source with
your realm, all users appear by default in the top-level security domain. To help you
organize and manage your system, you may want to create user groups and possibly
transfer usersto one of the other security domainsin your hierarchy.

If you have created security domains to match either your organization’s structure or
geographic locations, you can use the Security Console to transfer users from each
department or location to their respective security domains.

For example, if you have atop-level security domain named FocalView Software
Company, and lower-level security domains named Boston, New York, and San Jose,
you would likely move users located in each of those locations to their respective
security domains.

Note: Each user can exist in one security domain only.

Users

Organizing usersin security domains helps you find users and assign them tokens or
add them to user groups. See the following section, “User Groups.” For example, you
can search for all usersin the Boston security domain and then assign atoken to each
member.

This allows you greater control because you can limit users and administrators by
department, geographic location, or in any other way that you choose.
User Groups

A user group is acollection of users, other user groups, or both. Members of the user
group must belong to the same identity source.

User groups have the following characteristics:
*  They can be made up of one or more users or user groups.

»  They can occur across security domains. This means that users in security domain
A and usersin security domain B can both be members of the same user group and
thus access the same protected resources.
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e A user or user group can be amember of more than one user group.
You can create user groups in one of two ways:
¢ Usethe User Groups option in the Identity menu in the Security Console.

* For external data sources such as Active Directory, create the groups using the
directory’s user interface.

After you create user groups and add users, you can give the users access to restricted
agents. Restricted agents can be accessed only by users belonging to the user group
associated with the restricted agent. (Unrestricted agents can be accessed by all
registered users in the same realm as the agent. If there are multiple identity sources
associated with the realm, usersin al identity sources can access the unrestricted

agent.)

If you plan to use restricted access, and your identity source isa Global Catalog, al of
the Active Directory groups must be of the “universal” type for replication. Groups of
the “global” type are not replicated in the Global Catalog.

Time Restricted Access

You can control access by restricting the hours when specified groups can
authenticate. For example, you specify that usersin the Debt Collection Group may
access the Accounts Receivable database only between the hours of 8:00 am. and
8:00 p.m to allow for overnight reconciliation of customer payment records.

Note: Time restricted accessis based on Coordinated Universal Time (UTC), not
local time.

Restricted access is through restricted agents, and applies to user groups. You cannot
specify restricted access for individual users or agent hosts. The hours are specified by
the administrator, and they apply to all users contained in the specified user group.
Userswho are members of multiple user groups will be able to authenticate if they are
amember of any user group that has access during the specified hours of access. The
server enforces the hours at runtime.

Know the following about time restricted access:

¢ When an authentication is attempted through a restricted agent, the server seeks
all user groups that are both enabled on the restricted agent and contain the
authenticating user. If the user is found in auser group that is allowed access at
that time, the authentication succeeds. The authentication will not succeed if the
user is not contained in an alowed user group, or if the user group is not allowed
access at the time of the authentication attempt.

* You cannot restrict access by time on an unrestricted agent because unrestricted
agents do not have user groups associated with them.

* Timerestrictions are based on increments of an hour. For example, you cannot set
the restricted times to minutes.

» Timerestricted access does not apply to administrators authenticating to the
Security Console.
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e Inorder to edit restricted access hours for auser group, an administrator must log
on and have the necessary administrative role to add, remove, or modify a user

group.
e You can only add, edit, and remove access time restrictions by user group.
If you want to use time restricted access, plan:
»  Which resources require restricted access
*  Which user groups can access the restricted resources
¢ Which users belong to the restricted access user groups
e Therange of restricted hours for each restricted resource

Administrator and User Training

Develop aplan to train your users and administrators. If you have any tasks that are
unique and specific to your business, remember to add them to your list of training
topics.

Help Desk Administrator training should include awareness of the tactics of

unauthorized individualswho try to enter your system by way of your Help Desk. Plan

to provide strategies to your Help Desk Administrators for dealing with such attempts.
User Training

The following list contains topics for the tasks most commonly performed by users:

»  Two-factor authentication

» Using RSA SecurlD tokens

* Requesting on-demand tokencodes

*  Online and offline authentication

Thefollowing list contains topics for tasks most commonly performed by self-service
and provisioning Users:

* Sdf-service:
— Troubleshooting tokens
— Changing token passwords and PINs
— Resynchronizing tokens
— Resstting token PINs
— Using self-service troubleshooting policies

— Putting tokens into emergency access mode if atoken islost, broken, or
temporarily unavailable

— Activating tokens
— Testing authentication
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— Requesting replacement tokens for tokens that are about to expire

— Requesting replacement tokens for temporarily lost tokens

— Requesting replacement tokens for permanently lost or broken tokens

— Requesting a change in user group membership

Administrator Training

Thefollowing list contains topics for the tasks most commonly performed by Help
Desk Administrators:

Viewing users

Viewing user and token data
Assigning and unassigning tokens
Enabling and disabling user accounts

Enabling, re-enabling, disabling, and editing user tokens

Editing user authentication attributes
Editing token properties

Synchronizing tokens

Viewing and resetting RSA SecurlD PINs
Viewing and resetting passwords
Replacing tokens

Managing logon aliases

Editing the default shell for user accounts
Generating and downloading seed files
Managing an incorrect passcode count
Clearing a cached Windows credential
Providing emergency access

Terminating active sessions

Viewing agents

Viewing user groups

Approving token requests

Distributing tokens
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Request Approvers and Token Distributors

Thefollowing list contains topics for the tasks most commonly performed by Request
Approvers and Token Distributors:

¢ Reguest Approvers.

— Viewing requests for enrollment, tokens, on-demand tokencode service, or
user group membership

— Approving or rejecting requests for enrollment, tokens,
on-demand tokencodes, or user group membership

— Deferring action on enrollment requests with incorrect security domains,
identity sources, and user groups

— Correcting enrollment requests

— Updating requests for enrollment, tokens, on-demand tokencodes, or user
group membership

e Token Distributors:
— Viewing requests for tokens that require distribution
— Assigning tokens to users
— Délivering tokensto users
— Creating distribution reports
— Closing reguests
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Administration Summary

Know the following when planning administration:

Where to make administrative changes, and how changes are propagated.

How to use the Microsoft Management Console for administration of Active
Directory.

How to administer RADIUS, if you plan to use RADIUS.

How to plan roles, permissions, and scope.

Which predefined administrative roles meet your needs.

How to customize roles, if needed.

How to add administrators, if needed.

How to assign administrative rolesto users.

How to administer users and user groups.

How to assign roles permissions, and scope to administrators and users.

How to transfer users from the top-level security domain to lower-level security
domains, if necessary.

How to create restricted groups, if necessary.
How to apply time restricted access to groups, if necessary.
What training your administrators and users need.
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Planning Policies

* Planning Password, Token, L ockout, and Offline Authentication Policies

¢ Planning Password Requirements and Restrictions

¢ Planning Token PIN Requirements and Restrictions
e Determining When to Lock Out Users After Failed Authentications

* Planning Offline Authentication

e Policies Summary

Planning Password, Token, Lockout, and Offline Authentication

Policies

Policies control various aspects of auser’sinteraction with RSA Authentication
Manager, such as RSA SecurlD PIN lifetime and format, fixed passcode lifetime and
format, and password length, format, and frequency of change. Default policies are
created in the top-level security domain and are assigned to each security domain
within the realm. You can create custom policies for each security domain, or assign
them the default policies.

Each security domain has policies assigned to it that dictate the following:
» Password. See “Planning Password Requirements and Restrictions” on page 94.

e Token. See “Planning Token PIN Requirements and Restrictions’” on page 95.

* Lockout. See“Determining When to Lock Out Users After Failed
Authentications” on page 98.

»  Offline Authentication. See “Planning Offline Authentication” on page 99.

When you create a new security domain, the default policy is automatically assigned.
You can optionally assign a custom policy to the new security domain. If you
designate a new default policy, the new default policy is automatically assigned to the
security domain.

Note that the policy assigned to alower-level security domain is not inherited from
upper-level security domains. New security domains are assigned the default policy in
place at the time they are created, regardless of which policy is assigned to security
domains above them in the hierarchy. For example, if the top-level security domain is
assigned a custom policy, lower-level security domains are still assigned the default

policy.

9: Planning Policies 93



L]
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Planning Password Requirements and Restrictions

In Authentication Manager, passwords are only used as the default method for
administrators logging on to the RSA Security Console. No agent will acknowledge a
password authentication other than to the Security Console. Consider this purpose
when you determine which requirements and restrictions you want to use for your
password policies in Authentication Manager.

Password policies define users' password length, format, and frequency of change,
and are assigned on a per security domain basis. One password policy is aways
designated as the default policy, and assigned to each new security domain that is
created. You can use the default password policy or apply a custom policy to each
security domain.

Password policies assigned to top-level security domains are not inherited by
lower-level security domains. For example, if you assign a custom policy to the
top-level security domain, security domains you create below it in the hierarchy are
still assigned the default password policy.

Password policies are put in place to overcome the shortcomings of static passwords
by not allowing usersto create easily-guessed passwords like birthdays, or the names
of pets, children, or favorite fictional characters. The use of an excluded words
dictionary can also help to overcome typical password choices.

Authentication Manager alowsyou to configure the following password regquirements
and restrictions:

»  Useof system-generated passwords
e Periodic password changes

* Reuse of old passwords

e Password lengths

e Excluded words dictionary

e Password character requirements
You can require the following types of characters:

— Alphabetic characters

— Uppercase characters

— Lowercase characters

— Numeric characters

— Non-alphanumeric characters

The requirements and restrictions for passwords are similar to the requirements and
restrictions for PINs. See the following section, “Planning Token PIN Reguirements
and Restrictions.”
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Planning Token PIN Requirements and Restrictions

A PIN isthe second factor of RSA SecurlD two-factor authentication, and as such, the
policies you apply to the creation and use of PINs are an integral part of securing your
systems.

To protect against a stolen PIN, Authentication Manager employs token policies,
which you can configure to prompt users for asecond tokencode after a series of failed
logon attempts. In this case, Authentication Manager is effectively requiring the user
to prove that the token isin his or her possession. For example, if an unauthorized user
with a stolen PIN eventually succeeds in guessing a valid tokencode, he is denied
access when he does not correctly enter the next tokencode generated by the token.

One of the most common security issues regarding PINs (and passwords) is
employees writing them down on a piece of paper and leaving it in a convenient
location. Even when employees are discouraged from such behavior, the problem of
forgetting long, complex, system-generated PINs creates an additional administrative
burden on your Help Desk. When setting token policiesin regards to PINs, the goal is
to create a situation that balances security and ease of use.

For example, longer PINs are more difficult to remember, but more secure. Shorter
PINs are easier to remember, but also easier to guess. If you set your policy to use
shorter PINs to ensure that employees remember them and do not write them down,
you can offset this by requiring alphanumeric PINs that must be changed more
frequently.

Thelonger aPIN isvalid, the greater therisk that it will be compromised. A short
maximum lifetime may increase security. However, it may also be counterproductive
in that remembering anew PIN, especially a system-generated PIN, is difficult and
may increase the number of employees who write down their PINs. This negates the
effectiveness of the strict palicy.

When allowing users to create their own PINS, you run the risk that they may select
easily guessed PINSs, such as birthdays, or the names of pets or children. You can set
your policy to exclude certain words, and to require alphanumeric characters.

Instruct your users to protect the secrecy of their PINs and the physical security of
their tokens.

Instruct your administratorsto respond immediately to disable compromised PINs and
missing tokens.
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Creating Secure PINs

Authentication Manager allows you to configure the PIN requirements and
restrictions described in the following table.

PIN Requirement Description

Require the use of system-  Enabling this feature ensures that users' PINs are random and
generated PINs therefore less likely to be guessed by an unauthorized person
attempting to access your network.

Require periodic PIN Enabling this option allows you to set minimum and maximum

changes PIN lifetimes. The minimum PIN lifetime is the minimum
amount of time that a password can exist before the user can
change it. The maximum password lifetime is the maximum
amount of time a user can keep a password before being
required to changeit.

Setting aminimum PIN lifetime prevents users from
circumventing any restrictions on the reuse of old PINs that
you may have set. For example, if users are restricted from
reusing their five most recent PINs, the minimum PIN lifetime
prevents them from immediately changing their PIN six times
so they can reuse a particular PIN.

Setting amaximum PIN lifetime prevents users from
indefinitely keeping the same PIN, which increases the
likelihood that it might be guessed by an unauthorized person
trying to access your network.

Note: Be sure to balance security of the system and ease of use
for the members of your organization. An overly strict
maximum lifetime, such as one that requires a PIN change
every seven days, may be counterproductive in that
remembering anew PIN every seven daysis difficult and may
increase the number of employees who write down their PINSs.
This negates the effectiveness of the strict policy.

Restrict the reuse of old Setting arestriction on the reuse of old PINs prevents users

PINs from reusing the same two or three PINs over and over, which
decreasesthelikelihood that an unauthorized person may guess
aPIN.
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PIN Requirement Description

Limit PIN lengths Setting minimum and maximum PIN lengths prevents users
from creating PINs that are too short and easily guessed by an
unauthorized person attempting to access your network, or that
are too long and difficult for the authorized users to remember.

Note: Be sure to balance security of the system and ease of use
for the members of your organization. Required PIN lengths
that aretoo long may be counterproductive in that remembering
along PIN isdifficult and may increase the number of
employees who write down their PINs. This negates the
effectiveness of the strict policy. Long PINs that users cannot
remember can also lead to more users locked out of your
network, and therefore more callsto the Help Desk for

assistance.
Use an excluded words The excluded words dictionary prevents users from using
dictionary common, and therefore, easily guessed words as PINs. The

excluded words dictionary is arecord of words that users
cannot use as PINs, including several thousand commonly used
words that are likely to be included as part of any dictionary
attacks on the system. For example, you can prevent PINs such
as“1111" or “1234" with the excluded words dictionary.

Set PIN character Requiring and allowing specific charactersin PINs can make
requirements guessing the PIN more difficult. You can require al phabetic or
numeric characters.

Note: The PIN character requirements do not apply to software
tokens and PINPads. Software tokens and PINPads require
numeric PINs.

You can place greater restrictions on users associated with a particular security
domain by defining multiple PIN policies. By defining additional policies, you can
reguire some employees to adhere to more strict standards when selecting and using
PINs.

For example, your company has three security domains:
¢ Research and Development (R& D)

¢ Human Resources (HR)

¢ Finance

The administrator determines that the default policy is adequate for protecting the
R& D and HR security domains, but given new government compliance regulations,
the administrator wants to define amore strict policy for the Finance security domain.
Asaresult, usersin the Finance security domain require longer PINs and more
frequent PIN changes.

9: Planning Policies 97



L]
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Determining PIN Creation Methods
Authentication Manager provides two methods of PIN creation:

System-generated PINs. Created by Authentication Manager based on the PIN
policies you set.

User-generated PINs. Allows users to select their own PINSs, within the
restrictions of the PIN policies you set.

Note: Regardless of the method you select, PINs are assigned to users during their
first authentication attempt.

Determining When to Lock Out Users After Failed Authentications

To protect against the random guessing of passcodes, Authentication Manager
employs lockout policies, which allow you to configure a specific number of allowed
incorrect authentication attempts. When this number is exceeded, the user is locked
out. This prevents users from entering passcode after passcode in an attempt to guessa
correct passcode (either a stolen PIN, with guessed tokencodes, or guessed PINs with
correct tokencodes read from a stolen token). You can specify one or more lockout
policies.

Administrators can define alockout policy for each security domain. The lockout

policy assigned to a security domain dictates the lockout requirementsfor all the users

assigned to that security domain.

L ockout policies specify:

*  The maximum number of failed authentication attempts a user can make within a
given period of time.

*  Whether an administrator must re-enable users, or users are automatically
re-enabled after a given period of time.

One lockout policy is always designated as the default policy, which is assigned to
each new security domain unless another policy is explicitly assigned to a security
domain. Lockout policies assigned to top-level security domains are not inherited by
lower-level domains.

You can set lockout policiesin the following ways:

* Never lock the user’s account, regardless of the number of incorrect
authentication attempts made by the user.

* Lock the user’s account after a certain number of consecutive failed
authentication attempts.

* Unlock the user’s account automatically after a specific period of time, or require
the administrator to manually unlock the user’s account.

* Allow self-service users to unlock their own accounts.

98 9: Planning Policies



L]
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Planning Offline Authentication

Offline authentication extends RSA SecurlD authentication to users when the
connection to Authentication Manager isnot available. For example, when users work
away from the office, or when network conditions make the connection temporarily
unavailable. You enable, disable, and configure offline authentication through
Authentication Manager by specifying an offline authentication policy and applying
that policy to Authentication Manager security domains.

When offline authentication is enabled, Authentication Manager downloads a
configurable number of “offline days” of tokencode datato user’s machines. This data
is used when users attempt to authenticate offline.

You enable local authentication and Windows password integration through the
Security Console, as part of an offline authentication policy. Only users assigned to
security domains with an offline authentication policy that allows offline
authentication and Windows password integration can use these features.

When you install Authentication Manager, a default offline authentication policy is
automatically created. You can use this policy, or create a custom offline
authentication policy and designate it as the default.

Offline authentication policies assigned to upper-level security domains are not
inherited by lower-level security domains. For example, if you assign a custom policy
to the top-level security domain, all new security domains that you create below itin
the hierarchy are till assigned the default offline authentication policy.

Integrating User’s Windows Passwords with RSA SecurlD

Windows password integration integrates RSA SecurlD into the Windows password
logon process. Users provide their Windows logon passwords only during their initial
online authentication. Passwords are then stored with the users’ authentication datain
the internal database and, for offline authentication, in the offline data.

During subsequent authentications, users enter only their user names and SecurlD
passcodes. The authentication agent gets the Windows password from the
Authentication Manager and passesit to the Windows logon system.

Setting Minimum Online Passcode Lengths

This setting adjusts the cryptographic strength of your offline authentication policy.
RSA recommends that the minimum online passcode length setting be at least twelve
characterslong. If your RSA Securl D tokens display six characters, for example,
reguire your users to specify PINsthat are at least six characters.

To download offline data, the user’s passcode (PIN + tokencode) length must be 8 to
16 characters.
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Handling Offline Authentication with Devices that Do Not Meet Security
Recommendations

RSA does not recommend offline authentication for the following authenticators:

* PINPad or software tokens

» Tokensthat do not require PINs

*  Fixed passcodes

These authenticators are likely to contain fewer characters than required by the

minimum offline passcode length setting. You can override this setting by using the

Security Console to explicitly allow offline authentication using these authenticators.
Offline Emergency Codes

Users can use offline emergency tokencodes or offline emergency passcodes to
authenticate when their computers are disconnected from the network.

Offline emer gency tokencodes. Used when users have misplaced their tokens.

Offline emer gency passcodes. Used when users have forgotten their PIN and
need afull passcode.

Important: Because emergency passcodes enable authentication without a PIN, RSA
recommends that you use emergency tokencodes instead. Users still must enter their
PIN followed by the emergency tokencode to gain entry to their computers. Provide
emergency passcodes only in situations where users have forgotten their PINs. In such
cases, make sure you properly identify the users before providing them with
emergency passcodes.

You enable offline emergency codes through the Security Console as part of atoken
policy. Only users assigned to security domains with an offline authentication policy
that allows offline emergency tokencodes or passcodes can use this feature.
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Policies Summary

Know the following when planning policies:

How many distinct policies you need and how to define default and custom
policies.

Which policies you want for top-level security domains and which ones you want
for lower-level security domains.

How PINs are created.

How and when to lock a user account for unsuccessful authentication attempts.
How and when to unlock a user account.

Determine password policies and restrictions.

How administrators manage emergency access situations.

How to establish character restrictions for PINs, passwords, and emergency access
tokencodes.

Wheat training users and administrators need on policies.
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Planning RSA SecurID Token Deployment

* Overview of RSA SecurlD Token Types
*  Determining Which Types of Tokens to Deploy

* Deploying Tokensto Users

¢ Delivering Tokencodes by Way of Mobile Devices and E-mail Accounts

¢ Informing Users About the Planned Rollout

¢ Token Deployment Summary

Overview of RSA SecurlD Token Types

RSA Securl D tokens generate and display tokencodes. The tokencode must be
combined with the user’s PIN to create a passcode, which enables authentication.

RSA Securl D token typesinclude:

Hardwar e token. A device manufactured by RSA that displays tokencodes.
Hardware tokens are either time-based (atokencode is always displayed and
changes automatically every 60 seconds), or event-based (a tokencode displays
whenever the user presses a button). Standard tokens, PINPads, key fobs, and
USB tokens are time-based tokens. The RSA SecurlD Display Card isan
event-based token.

Softwaretoken. A software-based security token installed with an associated
RSA Securl D application to a Windows desktop or laptop, web browser, an
RSA Smart Card, a personal digita assistant (PDA), or amobile device. The
installed token displays tokencodes.

Hardware Token Types
RSA provides the following hardware tokens.

Sandard token. A time-based, credit-card-size hardware device. It
5595 displays a unique code generated by the RSA SecurlD or AES
industry-standard al gorithm in combination with the unique seed
contained in the token and an internal clock.

RSA SecurlD
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PINPad. A time-based, credit-card-size hardware device. It differs from
359550 the standard token in that the user enters the PIN directly into the card on
a 10-digit numeric keypad. The generated passcode displayed isa
hash-encrypted combination of the PIN and the current tokencode.

R5A SecurlD”
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Key fob. A time-based hardware device that connectsto akey ring and
fitsinto auser’s pocket or small carrying case. It operatesidentically to
the standard token.

RSA SecurlD

RSA Secur|D 700. A time-based, smaller key fob model that connectsto
@ \ akey ring. It operates identically to the standard token.

RSA Secur|D SID800 USB token. A time-based, multifunction device
o @ T ) L; : that combinesthe features of the traditional RSA SecurlD hardware token
3 et i with asmart chip. In addition to generating passcodes, it is capable of

H storing multiple X.509 digital certificates that enable authentication,
digital signature, and file encryption applications.

For use asasmart card, the device can store several User |D and password
combinations for logon to password-enabled applications. When
connected, the device becomes an RSA Securl D authenticator that
enables applications to programmatically access tokencodes, eliminating
the need for usersto type their code. When disconnected, the SID800
operates like a standard.

RSA Secur|D Display Card. An event-based, credit-card-size hardware
3 securln? 5094 d1ae4 device. It differs from standard and PINPad tokens in that it generates
tokencodes whenever the user presses a button on the card.

== i ;
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Software Token Types

A software token is a software-based security token that a user can install to an

RSA Securl D application on a desktop or laptop PC, a personal digital assistant, a
mobile device, or an RSA Smart Card. The token seed record is generated in the
RSA Security Console and then imported to the installed software token application.
The Security Console provides a centralized administration interface for issuing
RSA Securl D software tokens to the supported device types.

RSA SecurlD software tokens are available for the following platforms:
¢ Windows Computers

*  Windows Mobile Devices

» Palm Handhelds

» BlackBerry Handhelds

e Symbian OS and UIQ

» JavaME Devices

¢ RSA SecurlD Toolbar

RSA SecurlD Toolbar isabrowser plug-in that usersinstall into aMozilla Firefox
or Microsoft Internet Explorer browser. Users must install atoken to use the
toolbar. To access resources protected by Authentication Manager, users must
enter an 8-digit code displayed in their toolbar in addition to the credential s that
they normally provide (user name and password) to enter a secure site.

Note: The Security Console provides a centralized administration interface for issuing
RSA SecurlD software tokens to the supported device types. You can add information
to software tokens, such as device serial number or token nickname, using the token
attributes fields.

The following table describes the issues that you need to consider before
implementing software tokens.

Consideration Description

Enabling copy protection The Enable Copy Protection option ensures that the software
token cannot be copied or moved from the directory in which
itisinstalled on a user’s computer or other device. RSA
strongly recommends that you use copy protection.

Binding asoftwaretokentoa When you issue the token, you can include the serial number

device of the device in the token file. If the serial number in the
token file does not match the serial number of the device, the
token cannot beinstalled. Binding a software token to a
device increases administrative control over the use of
software tokens.
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Consideration Description

Issuing software token files  You can issue software tokens in token files (sdtid files). You
can issue multiple software tokens per file (best used for
situations in which an administrator is installing the tokens),
or issue separate files for each token (best used when users
are installing tokens on their own PCs or devices).

Using passwordsto protect  You can specify a password that protects the issued software
software token files token. The type of password protection depends on which
method of issuing tokens you select.

 If youselect asinglefilefor all issued software tokens, you
can protect the file with a password of your choice.

* If you select separate files for each issued software token,
you can specify a single password of your choice, specify
the User ID of the user to whom you issue the token, or a
combination of the two for each file.

Using remote token-key Remote token-key generation enables
generationto deploy software  Authentication Manager and the device that hosts the
tokens software token, such asaweb browser, to simultaneoudy and

securely generate the same token seed on a device and
Authentication Manager.

This allows you to put a token seed on auser’s device
without actually sending the token seed through e-mail or
putting it on electronic media. This greatly decreases the
chances that the token seed will be intercepted by an
unauthorized person.

Note: If you install RSA Authentication Manager inside a
secure DMZ, you may decide only to allow traffic through a
proxy server. If the primary instance stops responding, token
key generation URL s and service addresses that you have
distributed to users, but that users have not yet used, become
invalid. If your proxy server supports failover mode, you can
configureit to pass CT-KIP datato the new primary instance.
For more information, see the chapter “ Protecting Network
Resources with RSA SecurID” in the Administrator’s Guide.
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Determining Which Types of Tokens to Deploy

The most important factors in deciding which type of tokens to deploy are, the
complexity of your deployment, the size of your user population, and the ease of
distribution. Determine which types of tokens best meet the needs of your users and
your deployment.

For example, your organization has a remote sales force whose members must
authenticate with an RSA SecurlD token when they log on to their laptop computers.
You might choose to distribute hardware tokens to these users.

You might choose to distribute software tokens to users who have a Blackberry or
other portable devices that they use for work. With a software token installed directly
on aPDA or maobile device, these employees do not need to carry a separate hardware
token.

Deploying Tokens to Users

The types of token you use, ease of administration, and security are factorsin
determining the method of token distribution that you use.

Note: Instead of deploying tokens, you can allow usersto request tokens and automate
token deployment with the token provisioning feature of RSA Credential Manager.
For more information, see Chapter 11, “Planning Self-Service and Provisioning.”

Hardware Tokens

The methods of delivering hardware tokens are:

Usersreceivetokens at a central location.

Thisisthe most secure method, although it may not be feasible for al users. The
advantage of this distribution method is the assurance that the hardware tokens are
delivered to the right users and that they work when users receive them. To
accommodate this delivery method, plan to have trained administrative personnel
at each office site where tokens are distributed.

Usersreceaivetokensin the mail.

Mailing hardware tokens through interoffice mail, post, or overnight express, for
example, may be more feasible for your organization. However, this usualy
involves more preparation to ensure success. You will need to develop a process
for generating mailing labels, mailing the hardware tokens, and verifying that
users receive their tokens. The most secure recommendation is to set tokensto
disabled before you mail them. Send any information about enabling tokens
separately from the actual tokens or make it accessible only from a secure
location.
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Use secure methods such as the following to distribute hardware tokens to users:
e Distribute tokens that are assigned but disabled.

« Enable atoken only after you are satisfied that it isin the possession of the
assigned user and that the user isready to log on for the first time using this token.

e |f you must distribute enabled tokens to assigned users, do so through secure
channels (such as having them delivered in person by trusted staff members).

You may need to use a combination of these delivery methods, depending on your
organization’s size and number of locations.

Software Tokens

RSA Securl D software tokens must be installed with an associated RSA SecurlD
application. The application must be distributed to users and installed on desktops and
handheld devices.

You can assign the task of installing the application and the seed record to your 1T
personnel. A variety of methods are available for deploying software tokens,
depending on the device to which the token is deployed. For deployment information,
see the documentation provided with the software token application.

Delivering Tokencodes by Way of Mobile Devices and E-mail
Accounts

In addition to receiving tokencodes on hardware and software tokens, users can
receive tokencodes by way of their digital cellular phones or personal e-mail accounts.
The Authentication Manager on-demand tokencode service delivers tokencodes by
way of Short Message Service (SMS) for cellular phones or Simple Mail Transfer
Protocol (SMTP) for e-mail accounts. Tokencodes delivered by way of SMSor SMTP
are called on-demand tokencodes.

If you plan to enable users to request and receive on-demand tokencodes, you need to
first set up and configure the service in Authentication Manager. If you plan to use
SMS, you must establish arelationship with an SM S provider. The default provider is
Clickatell. For more information, go to http://www.clickatell.com/r sa/securid.php.
Many mobile service providers offer SM S transmission to mobile devices. Contact
RSA Professional Services for information about using other providers.

As with the tokencode generated by a hardware or software token, on-demand
tokencodes are used with a PIN to achieve two-factor authentication. The differenceis
that on-demand tokencodes are user-initiated. Authentication Manager only sends a
tokencode to the user when it receives a user request by way of RSA Credential
Manager. On-demand tokencodes can only be used once, and they expire after the
lifetime that you configure.

For example, auser who is enabled for on-demand authentication can request a
tokencode so that he or she can access the resources protected by

Authentication Manager. Authentication Manager receives the request and sends a
tokencode to the user’s e-mail address or mobile device. The user can then use that
tokencode to authenticate.
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On-demand tokencode service istypically used when:
e Usersprefer this method to using hardware or software tokens.
e A user loses his or her hardware token or device containing a software token.

¢ You use the Business Continuity option to temporarily increase your number of
RSA SecurlD users. For more information, see “Business Continuity Option” on
page 147.

Know the following about delivering tokencodes by way of mobile devices and e-mail
accounts:

*  On-demand tokencode service can use telephone numbers or e-mail addresses
stored in either the Authentication Manager interna database or an LDAP
directory.

« Both delivery methods may be enabled simultaneously in your system, but you
can select only one method per user.

* Authentication Manager provides a configurable integration with Clickatell.

* A custom on-demand tokencode service transmission integration can be
implemented by RSA Professional Servicesif you choose other SM'S vendors.

* Authentication Manager provides an SMTP plug-in gateway.

¢ On-demand tokencode service is specific to the deployment whereit is enabled. It
cannot be used for communications among trusted realms.

Informing Users About the Planned Rollout

Deploying Authentication Manager changes the way userslog on to their systems and
to the network. It isimperative that you train users and administrators in the use and
care of their tokens.

Consider the following:

¢ When and how will you inform users about the planned rollout of RSA SecurlD
tokens?

e How will you communicate authentication instructions to users?

Give users advance notice of the scheduled changeover. By doing so, you give them a
chance to ask questions and clear up any confusion before you implement the new
procedures.

You may want to inform users through one of the following methods:
*  E-mail

e Company/IT/MIS newsletter

e Intranet
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Informing Hardware Token Users

RSA recommends that you provide documentation with each hardware token. If you
plan on mailing hardware tokens to your users, consider including a small card with
instructions for locating a more detailed procedure or atelephone number to call to
enable the device. If you plan to distribute hardware tokens directly to users, consider
giving them complete procedures as part of the package. Alternatively, you can
include the instructions with the initial notification to users of the planned rollout, or
include a URL where they can download the instructions.

Informing Software Token Users

Documentation for software tokens is provided with the software application. Inform
the individual s responsible for deploying the application that they need to read the
documentation.

Consider the following options.

Option Description

RSA documentation RSA software token products provide an administrator’s
guide, as well as user documentation (typically aHelp
document, a Quick Start document, or both).

If you are deploying the RSA SecurlD SID800
Authenticator, see the RSA Security Center Help and RSA
Authentication Client User’s Quick Reference, both of
which are provided with RSA Authentication Client. These
documents contain user instructions.

Your own documentation Document procedures for performing certain functions,
including enabling the token, setting aninitial PIN, resetting
aPIN, and acquiring help with authentication problems.
You may want to include screenshots of different processes.

RSA SecurlD tour An online, interactive tour that you can view at
http://www.r sa.com/node.asp?id=1159. The tour explains
the concept of two-factor authentication, the different types
of RSA SecurlD authenticators, and the procedures
associated with two-factor authentication.
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Token Deployment Summary

Know the following when planning token deployment:

*  Which types of tokens you want to use in your deployment.
* How to distribute hardware tokens.

* How to distribute software tokens.

e How and when to use one-time tokencode delivery by mobile device or e-mail.
(Special license required.)

*  How and when to use Credential Manager token provisioning. (Enterprise Server
license required.)

* How and when to inform users about the rollout of RSA SecurlD tokens.
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Planning Self-Service and Provisioning

e Overview of RSA Credential Manager

* RSA Credential Manager Deployment Decisions

¢ Implications of Read/Write or Read-Only Access

¢ Planning the RSA Credential Manager User Experience

¢ Planning Provisioning

* RSA Sdf-Service Console Security and Disaster Recovery

e Training for RSA Credential Manager Administrators and Users
¢ RSA Credential Manager Summary

Overview of RSA Credential Manager

RSA Credential Manager is a web-based workflow system that automates the token
deployment process and provides user self-service options.

Provisioning streamlines the token deployment processif you are rolling out a
large-scal e token deployment. It also reduces administrative services and the time
typically associated with deploying tokens.

Sdlf-service allows you to reduce the time that the Help Desk spends servicing
deployed tokens—when users forget their PINs, misplace their tokens, and require
emergency access, or resynchronization. Users perform token maintenance tasks and
troubleshoot tokens using the RSA Self-Service Console without involving
administrators.

Licensing Options

The Base Server license includes self-service. The Enterprise Server license includes
self-service and provisioning.

Note: If you want provisioning, and have a Base Server license, you must upgrade to
the Enterprise Server license.
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RSA Self-Service Console

The Self-Service Consoleis abrowser-based interface where users can request tokens,
troubleshoot tokens, and perform token maintenance tasks. You can customize the
header text of the landing page of the Self-Service Console using the RSA Security
Console. For more information, see the Security Console Help topic “ Customize the
RSA Self-Service Console Landing Page.”

You can customize the Self-Service Console Help (RSA Self-Service Console
Frequently Asked Questions) to reflect how your company uses self-service and
provisioning. For more information, see Customizing Help for the RSA Self-Service
Console” in the Administrator’s Guide.

Note: The tasks that users can perform from the Self-Service Console depend on the
type of accessto identity sources and the license installed. For more information, see
“Implications of Read/Write or Read-Only Access’ on page 117.

The following figure shows the landing page of the Self-Service Console.

®
Self-Service Console

B Welcome, what would you like to do? [i] Help -

Log on to manage your account Request a new account

Lag on te manage your account and kokens. Sign up for 2 new account and request a SecurlD token,
Logon Request a new account and SecurID token

Sign up for & new account oy,
Reguest a new account

Trouble logging on?
re having proble

Enable your token

Click here to activabe your Token,
Enable vour token

On-demand tokencode service

Get an on-demand tokencode

Copyright ©1994 - 2007 RSA Security Inc. Al rights reserved.
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RSA Security Console

Super Admins use the Security Console to configure Credential Manager. The
following figure showsthe Credential Manager Configuration - Home page. For more
information, see the Security Console Help topic “ Configure Credential Manager.”

- Logged in as: admin My Permissions | My Preferences | Log OFf
Security COnSOIe Realm: SystemDomain | Confiquration

RADILS ~

Authentication ¥ | Access v | Reporting ~ Administration

ation - Home [&] Help on this page ~

This page is a portal ko all of the self-service configuration options For configuring the enrollment and user account maintenance tasks including options For both provisionees and workflow
participants {approvers & distributors).

Setup v| Help ~

| Home | Identity ~

*=8 Credential Manager Config

| Basic Configuration

Set Self-Service Console authentication method
Define authentication settings to determine what credential or cambination of credentials are required For an end user to login ko manage their account.

Select identity sources

Define which of your identity sources are available for your enrolling users ko add their profile infarmation ko optionally provide user-friendly names far those selected identity
sources, For example, if you want users ta be able ko add themselves to your Employee directory, but not your Partners directory, you da that here.

Select security domains

Define which of your security domains are available for your enralling users ko add their accounts ta and optionally pravide user-friendly names far those selected domains. For
example, i you want users to be able to add themselves to your RSA = NA = Headguarters domain, but not your RSA = MA domain, you do that here.

Customize user profiles
Customize what fields your users are required, editable, read-anly or hidden. Optionally provide helpful text for each entry field and provide Friendly label For each entry field.

Token Provisioning

Select groups for access per ns

Define which of vour user groups are available for vour enrolling users to join and optionally provide user-friendly names for those selected groups. For example, if you want users
to be able ta join your YPM Users group, but not wour IT Administrators graup, you do that here.

Set workflow definitions

Define what self-service operations require approval and distribution steps.

Define e-mail settings

Define mail server connection settings to allow e-mail notifications for workflow participants and end users, Set whether or not workflow participants receive e-mail, and customize
e-mail notifications,

Manage tokens

Define how your company prefers ta distribute tokens. Define how your company wanks users to request tokens. For example, what information they need ta provide when
requesting tokens, and what bypes of tokens they can request.

Set shipping address
Define the shipping address attributes sa that requested token will be send ta the user on that address.

Copyright ©1994 - 2007 RSA Security Inc. All rights reserved.
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RSA Credential Manager Deployment Decisions

This section describes the benefits of deploying self-service and provisioning.

The tasks that users can perform are dependent on the license you install and whether
you decide to make your identity source read/write or read-only. Self-serviceis
availablewith all licenses. Provisioning is available with the Enterprise Server license.

Note: If you want provisioning, and have a Base Server license, you must upgrade to
the Enterprise Server license.

Deploying Self-Service
When deciding whether to deploy self-service, consider the following:

» Doesthe Help Desk receive alarge number of calls from users for token
maintenance, troubleshooting tokens, and emergency access?

« Do you need to reduce the number of callsto the Help Desk?
« Do you need to reduce the cost of maintaining the Help Desk?
With self-service, users can use the Self-Service Console to:

e Enroll. When users enroll in self-service, they become users without
administrative privileges.

»  Test tokens, resynchronize tokens, change token PINS, and report problems with
tokens. This eliminates a call to the Help Desk.

»  Update user profiles. User profiles contain user name, user 1D, e-mail address, and
password.

»  Change passwords for the Self-Service Console. They can do thisonly if the
identity source is read/write.

«  Troubleshoot tokens and get emergency access for lost, broken, or temporarily
unavailable tokens.
Deploying Provisioning
When deciding about whether to deploy provisioning, consider the following:

* Do you have alarge number of tokens to deploy or continual token deployment
requirements?

* Do you need to reduce token deployment costs?
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With provisioning, users can use the Self-Service Console to:

* Reguest enroliment. Users need approval to enroll in provisioning. When users
get approval and enroll, they become users without administrative privileges.

* Reguest new or additional tokens.

* Enable atoken.

* Reguest the on-demand tokencode service.
* Reguest on-demand tokencodes.

*  Reguest replacement tokens if tokens are lost, broken, temporarily unavailable, or
about to expire.

* Reguest user group membership for access to protected resources.

Implications of Read/Write or Read-Only Access

If you configure Authentication Manager to have read-only access to identity sources,
some Credential Manager tasks are unavailable. If you configure

Authentication Manager to have read/write access to identity sources, all

Credential Manager tasks are available.

The following table shows the tasks that users can perform with the Base Server and
Enterprise Server licenses, and whether these tasks are available if the identity source
is set to read/write or read-only access.

Note: If adirectory server isread-only, user information must exist in the directory
server or in the Authentication Manager internal database for usersto perform tasks
using the Self-Service Console.

Identity Source Identity Source

User Task (Base Server License) (Enterprise Server License)
Read/Write Read-Only Read/Write Read-Only

Enrollment Tasks

Request an account v v v v

Request an account, a v 4

token, or the

on-demand tokencode

service

Select identity source

Select security domain | v/ v v v

Create user profile
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Identity Source Identity Source
User Task (Base Server License) (Enterprise Server License)
Read/Write Read-Only Read/Write Read-Only
Create password v v
Answer security v v v v
questions
Select user group v
membership
Troubleshoot v v v v
problems using the
self-service

troubleshooting
authentication method

Log On to the Self-Service Console

Log on to the v v v v
Self-Service Console

Token Management Tasks

Request atoken or the v v
on-demand tokencode

service

Enable atoken v v
Change token PIN v v v v
Test atoken v v
Report aproblem with | v/ v v
atoken

Request areplacement v v
token

Management Tasks

Update profile

Change password

Request additional
user group
membership
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Planning the RSA Credential Manager User Experience

To plan the Credential Manager user experience, consider how userswill log on to the
Self-Service Console, enroll in Credential Manager, and troubleshoot issues.
User Logon

You need to decide how userslog on to the Self-Service Console. The following table
lists the primary logon methods.

Primary Logon

Method Description

RSA password The RSA password isthe default method for protecting the Self-Service
Console. The RSA password is optional for the internal database.

LDAP password If you use adirectory server as your identity source, you may also want
to enable LDAP passwords as an authentication method. This allows
users whose user records are saved in the identity source to access the
Self-Service Console.

SecurlD token For additional security, you can configure Credential Manager to
require users to present a credential more secure than a password, such
as apasscode, before they access the Self-Service Console. A passcode
consists of a PIN and tokencode. For more information, see the
“RSA Sdlf-Service Frequently Asked Questions.”

User Enrollment
When users enroll in Credential Manager, they must:
e Enter or review information in auser profile
e Select asecurity domain
e Select an identity source

Entering Information in the User Profile

Credential Manager usestheinformation in user profilesto allow usersto log onto the
Self-Service Console and to send e-mail notifications to users.

Note: Users must enroll in Credential Manager to log on to the Self-Service Console
or perform tasks such as requesting tokens.
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There are several different enrollment paths for Credential Manager users that affect
how users enter information into a user profile. The enrollment paths are:

New users. If auser isnot in Authentication Manager and not in a directory
server, the user enters all the required information in the user profile.

Usersnot in Authentication Manager, but in a read/write directory server.
The directory server entersinformation in the user profile from the directory
server, and the user can edit the information.

Usersnot in Authentication Manager, but in aread-only directory server.
The directory server entersinformation in the user profile from the directory
server, and the user cannot edit any information.

You can use the default user profile provided for users, or customize the user profile
for each identity source that you make available to users. When deciding whether to
customize user profiles, consider the following:

* Doesyour company have different names for some of the fields in the default user
profile, for example, “User name” instead of “User ID”?

* Do you need to add descriptive text to instruct users about the information to enter
for any of the fields?

* Do you need to add custom attributes, for example, a home address for users?

* Do you need to changefieldsin the user profile to require read/write, read-only, or
hidden depending on the identity source that you use?

Note: If you use an identity source for enrollment, and it is read/write, you
can make user profile fields read/write or read-only. If an identity sourceis
read-only, all user profile fields are read-only.

Select Security Domains

Users must select a security domain when enrolling in Credential Manager. You need
to plan which security domains to make available to the users. Consider the following
when planning which security domains to make available:

e Make security domains available if you want users in those security domains to
use self-service and provisioning. For example, if a security domain gets alarge
number of Help Desk calls from users, or deploys alarge number of tokens, make
that security domain available.

e Makeall security domains available, if users can easily identify the correct ones.
For example, if your company has security domains for locations or for
departments, users can identify the correct security domain.

» Do not select security domains that are not appropriate for users. For example, if
usersin asecurity domain are not intended for self-service or provisioning, do not
make that security domain available.

To make sure that users select the correct security domains, you can customize the
names and descriptive text of al available security domains that appear on the
Self-Service Console. For example, if you configure security domains for each
department in your company, you can label each security domain with the department
name and add instructions for users to pick their departments.
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Select Identity Sources

Users must select an identity source when enrolling in Credential Manager. You need
to plan which identity sources to make available to the users. Consider the following
when planning which identity sources to make available:

* Make all identity sources available if users can easily identify which ones to
select. For example, if your company has an identity source for company
employees and another identity source for partners, users can easily identify the
correct identity source.

» Do not select identity sources that are not appropriate for users.

To make sure that users select the correct identity sources, you can customize the
names and descriptive text of all available identity sources that appear on the
Self-Service Console. For example, if identity sources are set up for different locations
in your company, you can label the identity sources with the locations and add
instructions for usersto pick their locations.

User Self-Service Troubleshooting

Self-service troubleshooting policies provide authentication that allows users to
troubleshoot problems from the Self-Service Console.

Users can troubleshoot problems with tokens or with the Self-Service Console by
clicking Problems L ogging on? on the Self-Service Console. Users can perform the
following troubleshooting tasks after authenticating with a self-service
troubleshooting authentication method or after logging on to the Self-Service Console:

* Reset their password

* Resettheir PIN

* Resynchronize their token

* Request anew token (if they lost the old one)
* Request an emergency access tokencode
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The type of troubleshooting that users can do depends on the type of authentication
method that you plan. The following table describes the authentication methods
available for self-service troubleshooting and what users can troubleshoot with each

method.
Self-Service
Trouble§hogt|ng Description What Users Can Troubleshoot
Authentication
Method
Security questions Users must answer security questions  Users can troubleshoot tokens and
when they enroll. passwords from the Self-Service Console.
Passwords Users must enter the password that is ~ Users can troubleshoot tokens only from
associated with their identity source the Self-Service Console. If users do not
(either directory server or theinternal  have a password, or forget their
database). passwords, they must call the Help Desk
for assistance.
Note: Passwords are less secure than
two-factor authentication.
None Useif company policy doesnot allow  Users cannot perform self-service
users to store personal information troubleshooting tasks, and this may result
(security questions and answers) inthe in additional callsto the Help Desk for
system. assistance.

Number of Incorrect Self-Service Troubleshooting Authentication
Attempts

You can configure an unlimited number of incorrect self-service troubleshooting
authentication attempts, or you can allow a specified number of failed attemptswithin
a specified number of days, hours, or minutes.

Note: The number of attempts applies only to self-service troubleshooting
authentication attempts. All other authentication attempts are governed by the lockout
policies associated with the security domain that manages the authenticating user.

For more information, see the Security Console Help topic “ Self-Service
Troubleshooting Policies.”

You can require that administrators must unlock accounts after users have exceeded
the limit of incorrect attempts, or you can allow the system to automatically unlock
accounts after a specified number of days, hours, or minutes.

For instructions, see the Security Console Help topic “ Add Self-Service
Troubleshooting Policies.”
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Planning Provisioning

Workflows

For provisioning, consider:

*  How user requests are routed through provisioning systems

e What user groups to make available to users

e Which RSA SecurlD token types to make available to users

* How to distribute hardware tokens

*  What information you want to include in automated e-mail notifications to users
*  What kinds of emergency access to make available to users

A workflow defines the number of steps or work items for each type of user
provisioning request. Provisioning uses workflows to automate token deployment.
Users can request enrollment in provisioning, new or additional tokens, the
on-demand tokencode service, replacement tokens, or changes in user group
membership.

Workflow Definitions

A workflow definition consists of a combination of the following steps or work items
for each type of request:

¢ Oneor two approval steps
e Onedistribution step for token requests
e Optionally, add one distribution step for software token requests

You can plan definitions for each type of request using the available steps or work
items.

You need to consider the following when you plan definitions:

« How many approvals does each type of request require? For example, do you
want a manager and an administrator to approve each request for enrollment for
new employees.

« Do hardware token requests require a distribution step?
¢ Do software token requests require a distribution step?

Provisioning Roles
There are two predefined roles for provisioning:

Request Approver. Views user requests and approves, defers, or rejects
user requests.

Token Distributor. Views user requests and determines how to deliver tokens to
users. The Token Distributor also records how tokens are delivered to users and
closes token requests.
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You can use the predefined roles or customize your own roles. For more information,
see “Predefined Administrative Roles” on page 81.

Consider the following when you plan provisioning roles:

¢ How many approvers do you need for the number of user requests you expect?
e Do you need approvers for each security domain?

« How many distributors do you need?

¢ Do you need distributors for each location?

Scope for Approvers

Scope for approvers is the same as scope for an Authentication Manager
administrator. For example, when approving tokens, approvers can approve requests
for tokens only if there are unassigned tokens available in their scope.

The exceptions are;

e Approvers can only approve requests for group membership if the user and the
group isin their scope. Be sure to define approvers with scope over both users and
user groups so that approvers can approve requests for group membership.

For example, suppose an approver’s only responsibility isto assign usersin the
identity source “Developers’ to groupsin the security domain “Boston.” Users
can request membership in any group that is in the same identity source to which
they belong. If a user requests membership in agroup in the security domain
“Newton,” which isin their identity source, and the approver does not have scope
over the “Newton” security domain, the approver cannot approve the regquest.

« If you set default groups for Credential Manager enrollment, any approver with
scope for auser can approve the user request for enrollment in the default group,
regardless of the approver’s scope over the group. For example, if a user requests
membership in adefault group in the “Newton” security domain, and the approver
does not have scope for “Newton,” the approver can approver that request because
the request is for a default group.

« If you set up default groups from multiple identity sources and there is more than
one identity source, users can only belong to default groups from the identity
source in which they are registered.
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Select User Groups

User group membership alows provisioning users access to protected resources. See
“User Groups’ on page 86.
When you select user groups for Credential Manager, consider the following:

e Userscan request membership in any groups that are in the same identity source
to which they belong.

« If you set up more than one identity source, and set a default group from multiple
identity sources, users can only belong to the default group in the identity source
to which they belong.

*  Which user groups provide users with the access to resources that they need?
e Arethere any user groupsthat you do not want users to access?
e Isthereauser group that you want all users to access?

Select Tokens
You need to decide which type of tokens you want to allow users to request.
The following table lists the available token types.

Tokens Description

Hardware tokens Handheld devices, such as a key fob, that display
tokencodes that change at regular intervals. See
“Hardware Token Types’ on page 103.

Software tokens Software-based tokens that reside on a user’s compuiter,
PDAs, or mobile devices. Onceinstalled, the software
token generates tokencodes that are displayed on the
device screen. See “ Software Token Types” on
page 105.

On-Demand Tokencode Service

In addition to receiving tokencodes on hardware and software tokens, users can
receive on-demand tokencodes delivered to mobile devices or e-mail addresses using
the Short Message Service (SMS) or Simple Mail Transfer Protocol (SMTP). For
more information about on-demand tokencodes, see “ Delivering Tokencodes by Way
of Mobile Devices and E-mail Accounts’ on page 108.

Important: RSA SecurlD hardware tokens offer the highest level of security. Other
methods of tokencode delivery, such as software tokens and on-demand tokencodes,
are easier to use but do not provide the same level of security as a hardware token.
RSA recommends using hardware tokens.

You can set up Credential Manager to allow users to request the on-demand
tokencode service themselves, instead of having users call the Help Desk for this
service. After the on-demand tokencode serviceis approved, users request on-demand
tokencodes from the on-demand tokencode site.
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Choosing a Default

Optionally, you can choose a default token type or the on-demand tokencode service
for user requests.

Replacement Tokens for Expiring Tokens

If atoken isabout to expire, users can get replacement tokens through the Self-Service
Console. You can decide how many daysto allow users to request replacement tokens
before the expiration date of atoken.

Customizing Token Graphics

Users view token graphics when they request new or additional tokens from the
Self-Service Console. You can replace the default token graphics that ship with
Credential Manager with your company’s custom token graphics. For more
information, see “Customizing Token Graphics’ in the Administrator’s Guide.

Token Distribution
You must decide how to distribute tokens to the user. This varies depending on the
token type.
On-Demand Tokencode Distribution

Users gets on-demand tokencodes from the on-demand tokencode site. On-demand
tokencodes are not distributed.

Hardware Token Distribution

For hardware tokens, ease of administration and security are factorsin determining the
method of hardware token distribution that you use. For more information, see
“Hardware Tokens’ on page 107.

Authentication Manager provides report templates you can use to create customized
reports for hardware distribution. The distribution report template lists details about
reguests, tokens, shipping addresses, and information about users who made the
reguests. Token Distributors can use the information in the distribution report to
distribute hardware tokens or send the distribution reports to third-party distribution
companies. You can optionally customize distribution reports for token requests.

You also need to plan how to collect shipping addresses for token requests from users.
You can collect shipping addresses in one of the following ways:

« If you use adirectory server to store user information, you can map an attribute
from the directory server for the shipping address, or create a custom attribute for
the shipping address in the directory server. For more information, see “Attribute
Mapping”’ on page 72.

« If you do not use adirectory server for user information, users can enter their
shipping address every time they request tokens.
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Methods for Issuing Software Tokens

You can use Credential Manager to automatically deliver software tokens by e-mail to
users when user requests are approved. You do not need to plan adistribution method
for this type of token. However, thereisarisk that an unauthorized person can
intercept the token file and use the software token.

You can require users to supply passwords for token files to protect software tokens.
For tokens with PINs, the password for token files is optional. For tokens without
PINs, which have one-factor authentication, the password is required.

You can select from the following methods for issuing software tokens:

Z|P fileformat. Credential Manager packs up the token record into asingle .sdtid
file, adds the .sdtid fileto a .zip archive, and e-mailsit to the user.

SDTID fileformat. The software token record is written to an .sdtid file, and
Credential Manager e-mailsit to the user.
E-mail Notifications

Credential Manager sends e-mail notifications automatically to users about requests
for enrollment, tokens, the on-demand tokencode service, and user group membership.
Also, Credential Manager sends e-mail notifications automatically to workflow
participants (approvers and distributors.)
Plan for E-mail Servers
You need to know the following information for e-mail servers:

Hostname. Decide which e-mail server to use to send e-mail notifications.

SMTP port. Determine which SMTP port to use. Simple Mail Transfer Protocol
(SMTP) isthe standard for e-mail transmissions across the Internet.

E-mail address. The address from which Credential Manager sends e-mail
notifications.

Logon. Find out if your e-mail server requires a User ID and password.
For moreinformation, see the Security Console Help topic “ Configurethe SMTP Mail
Service.”
Customize E-mail Notifications

You can change the content of e-mail notifications by customizing the
Credential Manager e-mail notifications. Consider the following:

* Do you need to send information about requests that is unique to your company?

» Do you have information that is appropriate only for certain situations? You can
use conditional statementsin your e-mail templates to include information, if
certain conditions are met.

For more information, see the appendix “ Customizing RSA Credential Manager” in
the Administrator’s Guide.
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Enabling or Disabling E-mail Notifications

The default setting for e-mail notificationsisto send e-mail notifications to workflow
participants (approvers and distributors). If workflow participants do not want to
receive e-mail notifications about requests, you can disable this setting. Workflow
participants who decide not to receive e-mail notifications can view all requests by
clicking the Pending Request tab on the Provisioning Requests page of the Security
Console.

Note: Credential Manager sends e-mail notifications automatically to users about
their requests for enrollment, tokens, the on-demand tokencode service, and user
group membership. You cannot disable e-mail natifications to users.

You can also enable e-mail notifications to Super Admins and workflow participants
in the parent security domain. When you nest security domains to create an
administrative hierarchy, the top-level security domain isthe parent security domain.
If you enable e-mail to workflow participants in the parent security domain, all
approvers and distributors in security domains above the security domain where a
reguest originates receive e-mail notifications.

Decide who you want e-mail notifications sent to:
e All workflow participants

e Super Admins

e Participantsin the parent security domain

Emergency Access

If tokens are temporarily unavailable or permanently lost or broken, users may require
emergency access to the resources protected by Authentication Manager. Users can
get emergency access using the Self-Service Console. For more information, see“For.
Online Users’ on page 146.

You need to consider the following when planning emergency access:
¢ Whether to allow usersto get emergency access.

¢ Thetype of emergency access tokencodes available: temporary fixed tokencodes,
one-time tokencodes, or on-demand tokencodes.

e Thelifetime of emergency access tokencodes.

*  Thenumber of one-time tokencodes to issue in a set. One-time tokencodes are
issued in sets. The number of tokencodesin the set is determined by your business
rules.

*  What happens if temporarily unavailable tokens becomes available:
— Deny authentication with tokens.
— Allow authentication with tokens and disable emergency access.

— Allow authentication with tokens after the emergency access lifetime expires,
and then disable emergency access.
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RSA Self-Service Console Security and Disaster Recovery

Because the RSA Self-Service Consoleisinstalled on the same machine as
Authentication Manager, RSA recommends that you set up a proxy server in your
network DMZ to protect Authentication Manager and accept requests.

Note: If you set up aproxy server in your network DMZ to protect

Authentication Manager, you must customize the e-mail notifications to replace the
URL for the authentication server with information for the proxy server. For more
information, see “Customizing E-mail Notifications for Proxy Servers’ in the
Administrator’s Guide.

The following figure shows a basic network setup with Self-Service Console traffic
directed through a proxy server.

I’ ' .‘-' MNetwork Perimeter

@ Internal Users )

Authentication |
| Manager ‘
(with Self-Service Console) |

DMZ Internal Network .'
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Disaster Recovery for Users

In the case of failover, the administrator must immediately change the I P address that
is associated with the Self-Service Console alias URL to that of the new primary
instance. Thisallows users to use the same Self-Service Console URL when aprimary
instance is removed from a deployment and areplicais promoted. If this change is not
made, the proxy server continues to try to access the original primary server, causing
downtime for users.

If you do not set up an alias for the proxy server, you need to consider how you want
to notify usersif the primary instance goes down and the replicainstance is promoted
to the primary instance. The RSA Self-Service Console uses the same port as
Authentication Manager. The URL for the Self-Service Consoleis:
https://machinename: 7004/consol e-selfservice.

If the primary instance is down, users cannot create any requests from the

RSA Self-Service Console or do any other tasks until the replica has been promoted to
the primary. You need to plan how you want to notify users about the new address
(URL) for the RSA Self-Service Console when areplicais promoted to the primary
because of the machine name change. For more information about disaster recovery,
see Chapter 6, “Planning for Failover and Disaster Recovery.”

Training for RSA Credential Manager Administrators and Users

Develop aplan to train your users and administrators. If you have any tasks that are
unique and specific to your business, remember to add them to your list of training
topics. For information about training administrators and users, see “ Administrator
and User Training” on page 88.

RSA Credential Manager Summary

Know the following when planning self-service and provisioning:
*  Whether to deploy self-service or provisioning.
* How to notify users about self-service and provisioning.

« Implications of read/write or read-only identity sources on self-service and
provisioning tasks.

* How to plan the user experience.

*  Which primary logon method for the Self-Service Console to use.

¢ Which security domains to make available for user enrollment.

* How to customize user profilesfor user enrollment.

*  What authentication method to use for self-service troubleshooting.

* How and when to lock auser account for self-service troubleshooting.

* How and when to unlock a user account for self-service troubleshooting.
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How to set up aproxy server to protect Authentication Manager when allowing
users access with the Self-Service Console.

In addition, you need to understand the following when planning provisioning:

Whether to deploy provisioning.

How to customize workflows for requests.

Which predefined administrative roles meet your needs.
Which user groups to make available.

Which tokens to make available.

How to distribute hardware tokens.

How to use distribution reports.

How to distribute software tokens.

Which e-mail server port to use.

Which e-mail address to use to send e-mail notifications.
Which participants to send e-mail notifications.

How to customize e-mail templates, if necessary.
Whether to allow Self-Service Console users to request emergency access.
What method to make available for emergency access.

How to set the lifetime for lost or broken tokens or for temporarily unavailable
tokens.

What to do if a missing token is recovered.
What training approvers and distributors need for requests.
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Planning for RSA RADIUS Integration

Overview of an RSA RADIUS Operation
RSA RADIUS System Requirements
Planning Your Deployment

System Performance Guidelines

Planning for Failover and Disaster Recovery

Installation and Configuration Overview

Planning for Administration

Conducting a Pilot Test

Migrating from RSA RADIUS Server 6.1
RSA RADIUS Summary

Note: If you are migrating from RSA Authentication Manager 6.1toversion 7.1, refer
to the Migration Guide for planning and installation information.

Authentication Manager may be used without RSA RADIUS to directly authenticate
users attempting to access network resources. Adding RADIUS gives administrators
more precise control over network access sessions, as well as more stable and more
secure wireless connections. RADIUS adds these capabilities:

RADIUS profiles monitor attributes provided with authentication requests to
ensure the request meets established requirements before handling the request.
Once arequest is authenticated by Authentication Manager, RADIUS profiles can
return attributes to network access devices that control user sessions.

802.1x and EAP-POTP protocals strengthen wirel ess access point connections.
These protocols:

— Securely pass user identity and authentication data so it is not accessible to
eavesdroppers.

— Help provide a per-user session key to protect session data from
eavesdroppers.

— Provide session resumption, which lets users roam across wireless access
points. If asession islost dueto aweak or lost signal, the session is resumed
without having to reauthenticate.
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e Accounting capabilities let administrators closely track usage statistics for billing
or auditing purposes.

e Administration isintegrated within the RSA Security Console so administrators
need to learn only one interface. Routine administration is centralized so there is
no need to log on to separate RADIUS servers for most day-to-day operations.
The RSA Operations Console is provided for settings that must be made on
individual machines.

If you already have a RADIUS system (not RSA RADIUS), you may continue to use
that system although administration requires use of that system’s separate proprietary
administration interface. You must configure your RADIUS system to direct

RSA Securl D authentication requests to Authentication Manager. Refer to your
RADIUS administration documentation for instructions on configuring the RADIUS
system to communicate with Authentication Manager.

If you decide to replace a third-party RADIUS system with RSA RADIUS, special
procedures are needed to move existing configuration data from the third-party
RADIUSto RSA RADIUS. Contact RSA Professional Services for assistance.

Overview of an RSA RADIUS Operation

The following figure shows a ssimplified example of an RSA RADIUS server,
positioned between users and network access devices (RADIUS clients) at the
network perimeter, and Authentication Manager.

Internet

Wirelass
Usar

Wirelass . )
Router ’
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RADIUS users who want to access network resources send an access request to
RADIUS. RADIUS establishes a secure connection with the user, and requests the
User ID and authentication data, such as a passcode from an RSA Securl D token.

The RADIUS server forwards the authentication data to the Authentication Manager
for validation. Depending on the result, the RADIUS server returns an access accept
or access reject message to the RADIUS client that grants or denies access. The
RADIUS server may provide additional attributesto the RADIUS client that can limit
auser’'s session length, allowed | P addresses, or other parameters.

Thefigure is actually a bit more complicated as firewalls typically separate the VPN
server from the RADIUS server and the Internet. Also, asingle RADIUS server is
shown but RADIUS replica servers are configured along with a primary server for
load balancing and failover. Additional RADIUS client devices may also be
configured, such as a number of wireless access pointsin strategic locations
throughout a site.

RSA RADIUS System Requirements

The system requirements for RADIUS and A uthentication Manager are the same. You
can install RADIUS on the same machine as A uthentication Manager. For more
information, see Chapter 2, “ System Requirements.”

You can also install RADIUS on a separate machine. If you do this, both
Authentication Manager and RADIUS must be on the same platform. For example, do
not install Authentication Manager on Solaris and then install RADIUS on Windows.

The valueslisted for RSA RADIUS disk space and memory are in addition to those
for Authentication Manager when RADIUS isinstalled on the same machine with
Authentication Manager. When RADIUS isinstalled on a standal one machine, the
values listed for Authentication Manager are sufficient.

Note: RADIUS is not supported on 64-bit Windows or Linux operating systems.
Solaris Sparc64 is supported.

Disk Space Requirements

Note: Hard disk space requirements for running RADIUS depend on your system'’s
product configuration.

Windows Linux Solaris

RADIUS server software RADIUS server software RADIUS server software
requires adding requires adding 512 requires approximately 650
approximately 125 megabytes of local disk megabytes of local disk
megabytes of local disk space. space.

space.
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Memory Requirements
Add 512 MB of memory to the RADIUS server software host.

Operating System Requirements

* Red Hat Enterprise Linux 4.0-1 ES (32-hit)

» Solaris 10 (64-bit)

e Microsoft Windows Server 2003 Enterprise R2 SP2 (32-bit)
e Microsoft Windows Server 2003 Enterprise SP2 (32-bit)

Supported Browsers

RSA RADIUS browser-based administration is integrated within the RSA Security
Console. The supported browsers are the same as Authentication Manager. For more
information, see Chapter 2, “System Reguirements.”

Ports
RSA RADIUS uses the following legacy and standard ports.

Port . -
Number Protocol Service Description
1645 UDP RADIUS Authentication ~ RSA RADIUS listens on this port
(legacy port) for authentication requests from
RADIUS clients.
1812 UDP RADIUS Authentication ~ RSA RADIUS listens on this port
(standard port) for authentication requests from
RADIUS clients.
1646 UDP RADIUS Accounting RSA RADIUS listens on this port
(legacy port) for requests for accounting data.
1813 TCP RADIUS Accounting RSA RADIUS listens on this port
(standard port) for requests for accounting data.

License Types

Your installation personnel need to understand how the license type impacts the
installation of RSA RADIUS. See “License Types and Options’ on page 65.
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Planning Your Deployment

Your Authentication Manager license specifies the number of RSA RADIUS servers
you can deploy. Where you deploy these systems depends on your organization's
network topology.

Physical Deployment

The physical deployment of RSA RADIUS mirrors the physical deployment of
Authentication Manager. That is, if your Authentication Manager deployment consists
of one primary instance and one or more replicainstances, your RADIUS deployment
must have one primary server and one or more replica servers. This deployment is
suitable for usein asingle realm.

If your organi zation has multiple realms (see“ Realms” on page 43), each realm hasits
own deployment of Authentication Manager. Each realm must have a complete
RADIUS deployment consisting of one RADIUS primary server and one or more
RADIUS replica servers. For example, if your organization has three realms, each
realm needs one A uthentication Manager primary instance and one or more replica
instances, and one RADIUS primary server and one or more replica servers.

The following figure shows a possible deployment for an organization with asingle
realm. The realm has an Authentication Manager primary instance and one replica
instance, and one RADIUS primary server and two replica servers. The additional
RADIUS replica server can help in load balancing or in failover situations.

Thefigure aso showsthe RADIUS primary server installed on the same machine with
the Authentication Manager primary instance and the RADIUS replica server installed
on the same machine with the Authentication Manager replicainstance. Thisisthe
recommended installation for these reasons:

» Latency between RADIUS and Authentication Manager is minimized asthereis
no network between these systems to form a bottleneck, possibly speeding up
authentication traffic.

e Thisapproach autoconfigures RADIUS to operate with Authentication Manager
because the RADIUS primary server acquires the necessary communication
parameters directly from Authentication Manager. If the RADIUS primary server
isinstalled on a separate machine, additional steps are needed to provide these
communication parameters. For more information, see the chapter “Installing
RSA RADIUS on a Separate Machine,” in the Installation and Configuration
Guide.

RADIUS replica servers always acquire their communication parameters from the
primary server by referencing a*“replica package file’ during the replica
installation.

* Upto 15 RADIUS replica servers can be installed.
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Over time you may promote RADIUS replica servers to primary serversto handle
failover or system maintenance conditions. This means the strict correlation of the
RSA RADIUS primary and replica servers and the Authentication Manager primary
instances and replica instances shown in thisfigure is not necessarily preserved.

5N Authentication Manager

o Primary Replica

/ RSARADIUS |
\_ Primary
/,,/ - \ / - S
; / RSA RADIUS / RSA RADIUS
Firewalls \_ Replica ‘ \_ Replica /“
Internet DMZ ~ R

Realm Deployment Example

The following figure shows a possible deployment for multiple realms. Each realm
has an Authentication Manager primary instance and at least one replicainstance, and
one RSA RADIUS primary and two replica servers. The Enterprise Server license
(required for multirealm deployments) allows up to 15 RADIUS replica servers.

BN Authentication Manager

- Primary Replica Replica

/RSA RADIUS |
& k-

Primary
/RSARADIUS'  /RSARADIUS |

Firewalls Replica | Replica
Internet DM —— = )
Realm |
BN Authentication Manager
P Primary Replica
/RSA RADIUS |
N Primary /
Firewalls RSA RADW|U§\ /”Rsx/; RAD]US\
. Replica ‘\\ Replica
Internet DMZ o e .
Realm II
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System Performance Guidelines

RSA RADIUS s adatabase transaction-based application that is closely bound to disk
performance. Authentication Manager caches more datathan RADIUS and relies
more heavily on memory operations for performance. The number of RADIUS
servers needed to support a given number of users depends how RADIUS is deployed
within the overall deployment configuration of Authentication Manager.

1. Two replicated, integrated servers (provides alow-end, realistic number):

Authentication Manager + Authentication Manager internal database + RADIUS
(x2 - one primary server, one replica server)

Authentication Manager

I Primary Replica S
/RSA RADIUS ™, RSARADIUS ",
' Primary ‘. PReplica

_ s .

DB Servar

2. Three non-replicated standalone servers (should provide the best number, but it is
not reaistic):
Authentication Manager (primary instance), Authentication Manager internal
database (primary instance), RADIUS (primary server)

Authentication Manager

Primary /RSA RADIUS ",
‘' Primary ./

.ﬁ’? - J"

3. Fivereplicated servers. Three standalone, two integrated (should provide good
numbers with the most realistic configuration):
Authentication Manager (primary instance), Authentication Manager interna
database (primary instance), RADIUS (primary server), Authentication Manager
+ Authentication Manager internal database + RADIUS (X2 - replica servers)

Authentication Manager (RSARIOIUS)
Primary Replica —

/RSA RADIUS ™,
Primary

" DB Server
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The number of machines that is right for your organization depends on your expected
peak RADIUS authentication load, balanced by what you determine is an acceptable
authentication time for users (the number of seconds between the access request and
the response to a user).

If your system configuration seems appropriate, but the authentication response time
at peak authentication times needs further improvement, consider adding another
replica, or contact RSA Professional Services for further guidance.

If your deployment has multiple geographic locations, consider installing at least one
Authentication Manager replicainstance and one RADIUS replica server in each
geographic location so that authentication traffic can be handled locally. If
authentication traffic must always traverse awide-area network, inherent latencies can
dow down authentications.

Load balancing is maintained by the RADIUS client devices that each contain an
addresstablefor al RADIUS servers. These RADIUS-enabled devices choose servers
from that table in a manner to distribute the workload evenly across available servers.

Planning for Failover and Disaster Recovery

You can protect yourself from system disasters by installing replica serversthat can be
promoted to primary serversif aprimary server stops responding or istaken offline for
some reason.

For many situations, the redundancy of RADIUS configuration information on
RADIUS replica servers satisfies backup needs. If one server islost, areplicacan be
promoted to a primary. Thisresultsin losing only those changes made since the most
recent replication. Consider the number of replica servers needed to minimize data
lossif aserver fails or is taken offline. This approach does not back up customized
configuration files, initialization files, or dictionary files.

To support disaster recovery, perform full system backups and store that backup data
in an off-site location. To recover from a disaster, restore the data from the off-site
location. For more information, see the chapter “Managing RSA RADIUS’ in the
Administrator’s Guide.

If you operate in multiple geographic locations, be sure each location has at least one
Authentication Manager instance and one or more RADIUS servers so authentication
can be handled locally in each location.

Schedule regular full system backupsthat include your RADIUS configuration data as
well as customized initialization files, dictionary files, and configuration files. You
can restore this data from an off-site location in a disaster recovery situation.

If RADIUS authentications stop working, use the event logs and perform test
authentications to isolate and recover from the problem.

140 12: Planning for RSA RADIUS Integration



L]
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Installation and Configuration Overview

Installation of RSA RADIUS is controlled in part by the installation program. When
you start the ingtaller, it scans the machine for existing Authentication Manager

and RADIUS products and displays installation choices based on what it finds on the
machine. For installation procedures, see the chapter “Installing an

RSA Authentication Manager Primary Instance” in the Installation and Configuration
Guide.

You can install RADIUS along with Authentication Manager by selecting “ Enable
RSA RADIUS’ from the installation choices. If you do not want to install RADIUS,
simply do not select it as an optional feature during the Authentication Manager
installation process.

You can install RADIUS on a separate machine by selecting “Install RSA RADIUS’
from the installation choices.

If you want to install RADIUS on your Authentication Manager machine, RSA
recommends doing so when you first install Authentication Manager. If you want to
install RADIUS on your Authentication Manager machine at alater date, you must:

» Back up the Authentication Manager primary instance

e Uninstall Authentication Manager

* Reinstal Authentication Manager with the RADIUS option
* Restore the primary instance from the backup

RSA recommends installing RADIUS on the same machine with

Authentication Manager. For example, install your RADIUS primary server on your
Authentication Manager primary instance, and install your RADIUS replica servers
on your Authentication Manager replicainstances. This minimizes latency between
these systems and autoconfigures RADIUS to communicate properly with
Authentication Manager.

When you know authentication is working between RADIUS and

Authentication Manager, you can perform an end-to-end test authentication. This
involves an actual user authenticating with an RSA Securl D token. For many
deployments, the RADIUS default settings suffice, but you may need to configure the
RADIUS client devices (VPN server, network access server, or wireless access points)
with the | P address of the RADIUS server being tested. You may need to perform
some configuration of RADIUS for customized or specialized environments.
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Planning for Administration

Administrators need to know how to access RADIUS for administration and what
actions they can perform. Users need no special knowledge of RADIUS.

Administration Interfaces

RSA RADIUS administration is integrated with Authentication Manager in that it
usesthe RSA Security Console for routine operations. Persons having the same access
as Authentication Manager administrators can manage RADIUS. No additional
authentication is needed to access the RADIUS administration pages.

Authentication Manager also has an RSA Operations Console for use in managing
system-specific settings like starting and stopping servers, promoting aRADIUS
replica server to a primary server, and editing RADIUS initialization and dictionary
files. Any customizations made to these files must be repeated on other RADIUS
servers. Administrators accessing thisinterface need alocal account on each RADIUS
server.

User and Administrator Training

No special training is needed for users beyond using their RSA SecurlD tokens. Token
usage is covered in the training for users using RSA Authentication Manager. See
“Administrator and User Training” on page 88.

Administrators need to understand how RADIUS profiles help RADIUS client
devices enforce network access controls. This knowledge is needed to properly create
and manage profiles. For more information, see the chapter “Managing

RSA RADIUS’ inthe Administrator’s Guide.

Administration Activities

If you are installing RSA RADIUS for thefirst time (not replacing a third-party
RADIUS system or migrating from an earlier version of RSA RADIUS), plan to
spend some time setting up profiles relevant for your environment and associating
users, user aliases, agents, and perhaps trusted users (if you are using trusted realms)
with profiles. You may also assign RADIUS user attributes to your users.

Once profile and user associations are complete, administrators only need to maintain
them, adding or removing user associ ations as people come and go in the organization.

If you acquire specially customized RADIUS clients (network access devices such as
VPN servers or wireless access points), administrators may need to add or modify
RADIUS nitialization, dictionary, or configuration files so RADIUS can interoperate
properly with the new device. See your RADIUS client documentation and the
RADIUS Reference Guide for details.
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Conducting a Pilot Test

You can conduct a pilot test of RSA RADIUS to test the RADIUS installation and
perform atest authentication in advance of your live deployment.

Other advantages include safely testing:

Devices

System connections
Disaster recovery
Administrative tasks

Consider the following when you plan your pilot test:

The scope of the test

How much hardware you will need

How much disk spaceis required

Your time frame for staging and performing the test
The types of disaster recovery to test

The number and types of authentication to test

Migrating from RSA RADIUS Server 6.1

If you are migrating from RSA RADIUS Server 6.1 to version 7.1, refer to the
Migration Guide.

RSA RADIUS Summary
Know the following when planning RSA RADIUS:

How and whereto install RSA RADIUS in each security domain where it will be
used.

How to configure RSA RADIUS to accept authentication requests from any other
RADIUS client device, if necessary.

How to secure RSA RADIUS equipment, physically and logically.

How to create a user account on the machine where RSA RADIUS isinstalled.
How many RSA RADIUS serversto install to handle your peak |oad.

How to plan for failover and disaster recovery.

When to perform database backups and where to store them.

Which personnel (administrators, installers) need RADIUS training.

How to conduct apilot test.
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Planning for Emergency Access

e Emergency Access

e Emergency Access Summary

Emergency Access

Determine how you want online and offline users to authenticate when they do not
have their assigned tokens in their possession.

Users occasionally lose, misplace, or damage their tokens. While a damaged token is
an inconvenience for the user, alost or stolen token compromises the security of the
system because it can end up in the hands of an unauthorized individual who may
attempt to authenticate.

Regardless of the exact circumstances, users still need to authenticate, even without a
token. In these situations, authentication is till possible with the use of online and
offline emergency access tokencodes and passcodes. Similar to atokencode generated
by an RSA SecurlD token, the emergency access tokencode is generated by
Authentication Manager and assigned to the user. Offline users who do not have their
PIN can receive an emergency passcode, if their machines are enabled in advance.

While emergency access tokencodes and passcodes provide a quick and convenient
way to deal with atypica problem, they do open the system up to additional risks.
Emergency access tokencodes and passcodes are fixed, therefore not as secure as the
dynamic ones generated by atoken. To alleviate any security concerns,
Authentication Manager allows you to set restrictions on how the system handles
emergency access tokencodes on a user by user basis. There is no system-wide policy
governing the behavior of emergency access tokencodes. The administrator handling a
particular situation determines the appropriate behavior for that situation. For more
information, see the chapter “ Configuring Authentication Policies’ in the
Administrator’s Guide.

Another method of emergency accessis the Business Continuity option, which
enables you to temporarily increase your number of RSA SecurlD users. For more
information, see “Business Continuity Option” on page 147.

For information about emergency access for self-service users, see “Emergency
Access’ on page 128.

The following tables describe the emergency access methods and lists where to find
more information.
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For Online Users

Method

Description

Characteristics

More Information

Temporary fixed
tokencode

One-time tokencode

Users whose computers are
online with the network can
access their protected
computers without a
tokencode (for example,
when they have lost their
tokens).

Users whose computers are
online with the network can
access their protected

e Must be combined with
the user’'s RSA SecurlD
PIN.

 Created automatically by
Authentication Manager.

 Valid until the user’slost
token statusis changed.

* Must be combined with
the user’'s RSA SecurlD
PIN.

See the chapter
“Adminigtering Users’ in
the Administrator’s
Guide.

See the chapter
“Adminigtering Users’ in
the Administrator’s

computers with atokencode <« System generatedby an  Guide.
that allows one access. Authentication Manager
One-time tokencodes are administrator. )
issuedin sets. Thenumber ¢ Each tokencode in the set
of tokencodesin the set is isvalid onetime.
determined by your business
rules.
On-demand Users with digital mobile » Must be combined with  See the chapter
tokencode devices and home e-mail the PIN for the user’s “Protecting Network
accounts can receive authenticator. Resources with RSA
one-timetokencodes astext ¢ User’sdigital mobile SecurlD” inthe
messages. devices and e-mail Administrator’s Guide.
accounts must be enabled
to receive on-demand
tokencodes.
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For Offline Users

Method Description Characteristics More Information
Offline emergency Userswhose computersare « Must be combined with  See the chapter
access tokencode not connected to the network theuser’sRSA SecurlD  “Administering Users’ in
can access their protected PIN. the Administrator’s
computers without a e Systemgeneratedby an  Guide.
tokencode (for example, Authentication Manager
when they have lost their administrator.
tokens).  Valid until a successful
online authentication is
performed.
Offline emergency Userswhose computersare ¢ Usedinplaceof aPIN and See the chapter
access passcode not connected to the network atokencode. “Administering Users’ in
can access their protected « Valid for one the Administrator’s
computers without a PIN authentication only. Guide.

(for example, when they
have forgotten their PINS).

Business Continuity Option

If you have a situation where you need your employees who are not RSA SecurlD
users to access your network, the Business Continuity option enables you to
temporarily add them to your Authentication Manager license. For example, you may
want to temporarily add RSA SecurlD users when:

»  Water damage in abuilding requires all your employeesto temporarily work from
home.

« A hurricaneis approaching the coast, your offices have been evacuated, and all
your staff must work from home.

* A mgjor influenza outbreak has made it mandatory that your employees stay
home.

In all of these situations the number of remote access users goes up dramatically but
only for a short duration. The Business Continuity option enables on-demand
authentication for a short period of timefor alarge number of users. Enabled users can
receive one-time tokencodes by way of their mobile devices or home e-mail
addresses. This provides continuity for your business operations.

RSA recommends that for users created with the temporary license, you enable them
to receive on-demand tokencodes so that you do not have to assign tokens to them.
However, if you want, you can assign them RSA Securl D tokens.
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Emergency Access Summary

Know the following when planning emergency access:

*  How online users can authenticate without their assigned tokens.

» How offline users can authenticate without their assigned tokens.

e What to do if amissing token isrecovered.

* How to set restrictions for how the system handles emergency access tokencodes.
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Logging and Reporting

¢ Logging and Reporting in RSA Authentication Manager

¢ Loggingin RSA RADIUS

¢ Planning Log Maintenance

e SNMP Trapping

¢ Report Scheduling

¢ Logging and Reporting Summary

Logging and Reporting in RSA Authentication Manager

Consider which logging and reporting options you want to use. Audit information
about al significant aspects of any administrative or runtime action performed by an
administrator or user in asingle deployment is recorded in the internal database. The
system also provides a decentralized tracing log capability, per component, to help
you resolve issues at the local level.

Review the following Authentication Manager tools and consider how you want to
manage logging and reporting.

Tool

Description

Standard reports

Event logging

Activity monitor

Log signing

There are a number of report templates, which you can modify and save
through the RSA Security Console. You can send saved reports to other
administrators for use in their security domains.

The system automatically logs all authentication and administrative
events and stores them in a database. You can encrypt the information that
is stored in the log entries, as well as the logging information that is
transferred between each component and the internal database.

Thistool enablesyou to view authentication and administration activity in
real-time. It is especially useful for resolving user’s issues because you
can watch their activity, asthey attempt to use the system.

L og signing enables you to sign by log type, for example, Admin, System,
Runtime. You must decide to enable this upon installation. Log signing is
typically used on Admin and Runtime logs. Use the Verify Archive Log
utility to confirm that signed logs have not been atered, for example, for
compliance purposes.

Note: You cannot enable or disable log signing after installation.
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Permission to view logsis controlled by the security domain. Administrators can view
only the log messages for the security domains within their administrative scope.

Permission to run reports is controlled by administrative roles.

Logging in RSA RADIUS

Audit information about all significant aspects of any administrative or runtime action
performed by an administrator or user in asingle deployment is recorded in the
internal database. For more information see the previous section, “Logging and
Reporting in RSA Authentication Manager.”

All authentication attempts and responses using RADIUS are recorded in the
RADIUS accounting logs. Configuration files let you choose exactly which
accounting statistics or events you want to capture.

Permission to view logsin theinternal database is controlled by the security domain.
Administrators can view only the log messages for the security domains within their
administrative scope. Permission to run reportsis controlled by administrative roles.

An administrator who can access the Security Console RADIUS functions can view
authentication statistics.

Planning Log Maintenance

Consider how you want to manage your log files. Authentication Manager
automatically logs all authentication and administration events.

There are four types of log files generated by the system.

Log Description

Audit information Includes the date and type of action performed,
which are used to validate a certain state of the data.
Authentication and authorization policies are based
on the state of the data.

System information Provides information about the environment,
internal processes, state, or events in the system.
For example, activation or deactivation, connection
refresh, or reclaim events.

Runtime information Includes any runtime activity, such as
authentication and authorization of users.

Trace information Used for resolving user issues in a production
deployment, where code debugging is not possible.
Trace logs usually capture enough information to
help you follow the thread of execution with
appropriate contextual data.
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All audit log messages are sent to the Authentication Manager internal database for
storage. You cannot filter audit log messages. You can only filter trace log messages
that appear to the users at the time of the event. Use your log monitor to filter the
following trace log attributes:

¢ AdminUser ID

e Security domain

o Affected User ID

e Authenticator serial number

e User group

e Authentication agent hosthame

e Authentication Manager instance

Planning for audit log maintenance includes selecting a rotation scheme to help you
manage the size of the file that contains al of the administrative, system, and runtime
messages. Authentication Manager provides these file rotation schemes:

* Neverrotate log file
« Byfilesize
*  Onschedule
Plan to specify a maximum file size, the number of files to back up, and polling
frequency.
Log Archiving

Archiving is the process by which log records are converted to flat files, removed
from the database, copied onto external media, and moved to along-term storage
location. Without archiving, logs grow until they consume all available disk space. A
large site with many authentications per hour fills up quickly, while asmaller site
might fill disk space more slowly. Use the Security Console for log archiving.

Important: Once all disk space is consumed, Authentication Manager may stop
operating and be difficult to restore. You must devise policies and procedures to
ensure that logs are archived from the database and moved to external mediaon a
regular basis. You can use the Security Console to create log files and set up recurring
archive jobs.
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Consider these questions:

¢ How often do you need to archive log files? Consider your company’s particular
audit trail requirements and the amount of disk space available for logsin the
database.

* How often will you purge logs from the archive? Consider how much disk space
isavailable in the archive, and how often you expect to access the archived logs.

e What is the maximum length of time you want to capture in each log file? This
decision affects the size of each file and the total number of log files. The number
of files equals the total time stored in archive files divided by the maximum file
size, rounded up to the nearest integer number of files.

For example, if the offline storage time is 180 days and the default log size is 30
days, six logs are created over time.

Consider these things:

— How often to archive data?

— Available disk space

— Thevolume of data being archived

— How you will accessthe logsif you need them
You can choose to use fewer (larger) log files, or more (smaller) log files.
You can also export logs to third-party systems.

Log Consolidation

The system provides a mechanism to consolidate all Authentication Manager log files
in your realm. Consider how you want to manage your files.

Each replicainstance automatically sendsits log files to the database in the primary
instance. In thisway, all of your Authentication Manager logs are consolidated into
one database. Note that this service does not include any operating system log files
originating in the replicainstances because those are not automatically sent to the
primary instance. They remain on the replicainstance. You may want to configure
your Network Management Server to retrieve such information.

If you want any of your Authentication Manager log files sent to your system log, you
can configure the primary instance to send messages to the Windows Event Log or
Linux Syslog. For instructions, see the Security Console Help topic “Configure

Logging.”
If the physical location of the log filesis a concern in your deployment plan, perhaps

because a key administrator isin a certain location, consider where you locate your
primary instance because that is also where your consolidated log file is located.
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SNMP Trapping

If your company utilizes a Network Management System (NMS), consider enabling
the SNMP agent for your Authentication Manager instances and using the NMS to
monitor critical events and overall system health. For instructions on enabling
network monitoring, see the Security Console Help topic “Configure for SNMP

Trapping.”

Report Scheduling

Theinformation that you can query for areport is controlled by your administrative
scope. The scope of the data collected in areport is governed by either of the
following:

e Administrative permissions of the administrator executing the report
* Administrative permission of the Run-As identity in the report definition

If you plan to delegate running reports to other administrators, be sure that you trust
them to view all of the information that they can see in such reports. Consider
designing delegated reports in away that limits the kinds of information that others
can view, and select only your most trusted administrators to run them.

Available Reports

Authentication Manager includes a variety of report templates, which you can
customize from the Security Console to meet your requirements. Note that there are
several new reportsin RSA Authentication Manager 7.1. Asyou plan your
deployment, consider which reports you need. For more information, see the chapter
“Logging and Reporting” in the Administrator’s Guide.

Scheduling Reports

You can run reports manually at any time, or you can schedule them to run
automatically at predetermined times. This enables you to meet any requirements for
recurring reports, while enabling you to run reportsin response to unplanned requests.
Both tasks are accomplished through the Reporting tab in the Security Console.
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Logging and Reporting Summary

Know the following when planning logging and reporting:

«  What reporting or logging options are available.

* How to create custom reports from the Authentication Manager report templ ates.
* How to assign permission to view logs to appropriate administrators.

* How to perform log file management and maintenance.

*  How to enable SNMP trapping, if you use a Network Management System.

*  How to schedule reports.

154 14: Logging and Reporting



®
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Completing the Deployment Checklist

Use the following checklist to specify installation, configuration, and administration
information for your deployment. If you need more information about items on this
list, refer to the appropriate chapter in this guide. RSA recommends that you compl ete
this checklist and distribute it to the appropriate personnel for your deployment. Save
acopy of the completed checklist in a secure location for future reference.

Note: Some of the information that you enter in this checklist may be sensitive.
Consult your company’s palicies before entering sensitive information, such as a
password, in this checklist.

Pre-Installation

Element

Description Your Plan

type

License or option

Base Server
» Enterprise Server
 Business Continuity option

 Credential Manager
Provisioning option

Platform

* Microsoft Windows Server
2003 Enterprise R2 SP
(32-hit)

* Microsoft Windows Server
2003 Enterprise SP2 (32-bit)

* Microsoft Windows Server
2003 Enterprise R2 SP2
(64-hit)

* Microsoft Windows Server
2003 Enterprise SP2 (64-bit)

» Red Hat Enterprise Linux
4.0-1 ES (32-hit)

» Red Hat Enterprise Linux
4.0-1 ES (64-hit)

 Solaris 10 (64-hit)

Note: RADIUS s not supported
on 64-bit Windows and Linux
systems.
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Element Description Your Plan
Master password

Super Adminuser | Authentication Manager Super

name Admin user name

Super Admin Authentication Manager Super

password Admin password
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Element

Description

Your Plan

Primary instance

Physical location

Name and | P address of the
database server

Name and IP address of any
server nodes

Replicainstance

Number of instances

Physical location(s)

Name and | P address of the
database server

Name and IP address of any
server nodes
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Identity Source Configuration

Element Description Your Plan
| dentity source Number and type
For example:

» RSA Authentication Manager
internal database

— Same machine as primary
— Standalone machine
» Active Directory

 Sun Java System Directory
Server

Select the identity sourcesto

make available for self-service

and provisioning

LDAP User defined unique identity
source name

URL of the LDAP identity
source

URL of the failover identity
source (optional)

LDAP server user name

LDAP server password

Read/write access or read-only
access
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Element

Description

Your Plan

Ream

Number

Names

Security domain

Top-level name

Note: The top-level security
domain in arealm has the same
name as the realm. This name
cannot be changed.

Lower-level names

Tokens

Number and type

For example:

* RSA SecurlD token
* RSA Smart Card

e RSA SecurlD Software
Toolbar Token

* RSA USB token

Contact person for obtaining
token seed records

Policies

Number of custom policies

Names of security domains
requiring custom policies
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Element Description Your Plan

Method of PIN creation
For example:

e System-generated

e User-generated

Length of PINs (4-8 characters)

Character restrictions on PINs

Number of failed authentication
attempts allowed before user
lockout

Method of unlocking locked
user.

For example:
* Automatic
* Manud

Password lifetime

Maximum and minimum
password length

Number of restricted old
passwords

Excluded words dictionary

Character restrictions on
password

Lifetime of Emergency Access
Tokencodes

Behavior of Emergency Access
Tokencode when token is
recovered

For example:

» Deny authentication with the
token

* Allow authentication withthe
token and disable the
Emergency Access
Tokencode

 Allow authentication with the
token only after the
Emergency Access
Tokencode expires

160 15: Completing the Deployment Checklist



L]
RSA Authentication Manager 7.1 Planning Guide

Administrative Configuration for Self-Service and Provisioning

The Security Division of EMC

Element

Description

Your Plan

Logon Method

» RSA password
e LDAP password
» SecurlD token

User Enrollment

» Select identity sources.
» Select security domains.
» Customize user profiles.

» Customize the RSA
Self-Service Console Home

page.

Self-Service
Troubleshooting

Authentication methods:

» Security questions
» Passwords
* None

Number of self-service
authentication attempts:

* Allow an unlimited number
of failled self-service
troubleshooting
authentication attempts.

» Allow a specified number of
failed attempts within a
specified number of days,
hours, or minutes.

Method of unlocking locked
user for self-service
troubleshooting:

» Unlock accounts after users
have exceeded the number of
failed attempts specified.

» Allow the system to
automatically unlock
accounts after a specified
number of days, hours, or
minutes.

Proxy Server for
self-service requests

Set up proxy server in your
network’s DMZ to protect
Authentication Manager.
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Element Description Your Plan

Additional Administrative Configuration for Provisioning

Workflows For each type of request, set:
» Oneor two approval steps

* Onedistribution step for
hardware token requests

* Optionally, add one
distribution step for software
token requests

Roles for Requests Create approvers

» Create distributors

User Group Select user group membership
Membership to make protected resources
available for requests. For
example;

« HR

» Finance

Tokens Select tokens to make available

for provisioning requests.

For example:

* RSA SecurlD token

* RSA Smart Card

* RSA SecurlD Software
Toolbar Token

* RSA USB token

Optionally, select a default

token.

Decide when to allow requests

for replacement tokens.

Optionally, make the

on-demand tokencode service

available.

Optionally, make the

on-demand tokencode service

the default.
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Element

Description

Your Plan

Hardware token
distribution

Plan distribution reports for

tokens.

Optionally, customize

distribution reports.

Plan how to collect shipping

addresses from users.

* Map an attributein an
directory server for the
shipping address.

» Create a custom attribute in
an directory server.

» Allow usersto enter shipping
addresses.

Software token
distribution

Protect token files.
Decide the file format:
e ZIPformat

» SDTID format

E-mail notifications

Set up an e-mail server:
» Determine which SMTP port
to use.

» Decide the e-mail address
from which
Credential Manager sends
e-mail notifications.

» Determineif thee-mail server
requires User ID and
password.

Optionally, customize e-mail

templ ates.

Select e-mail notification
recipients.

» All workflow participants
» Super Admins

» Workflow participantsin the
parent security domain
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Element Description Your Plan

Emergency access | Allow usersto get emergency
access.

Set method to authenticate:

» Temporary fixed tokencode
(TFT).

e One-timetokencode (OTT).

* Decide the number of
one-time tokencodes to issue
in aset.

* On-demand tokencode.

Set the lifetime of emergency

access tokencodes.

» For lost or broken tokens

 For temporarily unavailable
tokens

Method if amissing token is

recovered.

» Deny authentication with
tokens.

» Allow authentication with
tokensand disable emergency
access.

» Allow authentication with
tokens after the emergency
access lifetime expires, and
then disable emergency
access.
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* |dentity sources

Element Description Your Plan
Resources to protect | For example:

» Fileservers

» Databases

Agents

Number

Physical location of agents

Name and |P address of agents
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Terms and Concepts

Selected Terms and Concepts

Deployment

Realm

The following terms and concepts are unique to Authentication Manager. They are
presented here because they require more explanation than is possible in a Glossary
definition, or aretoo long to insert inline in the body text of this document.

A deployment is the arrangement of Authentication Manager instances into
appropriate locations in a network to perform authentication.

A realm is a hierarchy of organizational units, called security domains, for
administrative purposes. A realm includes all the objects that your administrators need
to manage in Authentication Manager, including users, user groups, identity sources,
tokens, policies, and more.

Security Domain

In Authentication Manager, a security domain is an organizational container that
defines an area of administrative management within arealm. Security domains can
be organized in terms of business units, for example, departments or partners. They
establish ownership and namespaces for objects (users, roles, permissions, and so on)
within the system. Security domains are hierarchical.
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The following figure shows the concepts of realm and security domain.

Realm
(Business Entity)

Top-Level
Security Domain
(Includes lower-level
security domains)

Lower-Level
Security Domain
(Business Site)

Lower-Level
Security Domain
(Business Site)

Lower-Level

Lower-Level

Lower-Level

Lower-Level

Security Security Security Security
Domain Domain Domain Domain
(Department) (Department) (Department) (Department)

Instance

Aninstance is one physical installation of Authentication Manager acting as asingle
cohesive processing unit. An instance can contain the database server (whichis
considered a server node) alone, or it can contain the database server with additional
server nodes. The following figure shows these sample instances:

1. Database server
2. Database server with one additiona server node
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3. Database server with multiple additional server nodes

Instance Instance Instance

Server Node

A server nodeis an installation of Authentication Manager on a single server host.
Each instance has one server node that contains the internal database. You can add
additional server nodes to an instance to increase authentication performance. The
additional server nodes cannot operate alone because they do not contain the internal
database. You must connect the additional server nodes to the database server.

In the preceding figure, the data icon represents the database server. The small central
processing unit icon represents an additional server node.

In deploymentsthat use LDAP directories, the database server is connected directly to
the LDAP directory server.

Primary Instance

The primary instance is where authentication and all administrative actions occur.
You must designate one instance as the primary instance for your deployment. All
other instances in the deployment are replicainstances.

Replica Instance

Thereplicainstanceis a copy of your primary instance. You can view, but not update,
administrative data on a replica instance.

Thefollowing figure shows these sample deployments containing primary and replica
instances:

1. A single server node primary instance with a single server node replicainstance

2. A single server node primary instance with multiple single server node replica
instances

3. A multiple server node primary instance with a multiple server node replica
instance
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4. A multiple server node primary instance with multiple replica instances with
multiple server nodes

Key

Primary Instance Replica Instance Server Node
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Agent

An agent is a software application installed on a device, such as adomain server, web
server, or desktop computer, which enables authentication communication with
Authentication Manager on the network server.

An agent protects the device on which it isinstalled. When a user attempts to log on,
the agent passes the user’s logon credentials to Authentication Manager. Based on the
pass or fail information that the agent receives from Authentication Manager, it either
allows or prevents the user from accessing the device.
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Sample Deployment Scenarios

Overview

This appendix describes sample deployment scenarios for RSA Authentication
Manager 7.1. These are fictitious representative companies to show you examples of
Authentication Manager deployments.

Acronyms Used in this Document

IAS. Microsoft Internet Authentication Service provides centralized user
authentication and authorization, centralized auditing, and accounting.

OWA.. Outlook Web Accessis awebmail service of Microsoft Exchange Server,
used to access e-mail, calendars, contacts, tasks, and other mailbox contents.

PAM . Pluggable authentication modules are used to integrate multiple
authentication schemes into an application programming interface API. This
allows developers to write authentication programs independently of the
underlying authentication scheme.

RADIUS. Remote Authentication Dial-In User Service is an authentication,
authorization, and accounting protocol for network access.

VPN. A Virtua Private Network is a private communications network used to
communicate over a public network.

DMZ. The Demilitarized Zoneis the part of a network between an organization’s
internal and external networks. The DMZ typically contains resources accessible
to users outside the organization’s network, such as proxy servers.

RSA Authentication Manager 7.1 Licensing Options

There are two essential license types defined: Base Server and Enterprise Server. The
following table compares the features of the license types..

License Feature Base Server Enterprise Server

Number of users Specified by customer  Specified by customer
at time of purchase at time of purchase

Number of instances ol 15

Allows multiple realms? No Yes
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License Feature Base Server Enterprise Server

Allows clusters? No Yes
RSA Credential Manager Yes Yes
self-service

RSA_ C_redential Manager No Yes
provisioning

On-demand tokencode service Optional Optional
RADIUS Yes Yes
Business Continuity Optional Optional
Allows offline authentication? Yes Yes

1Licenses with a two instance limit allow a third instance for disaster recovery situations.

Summary of Scenario Elements

The following table lists the common elements in the four scenarios and the specifics
of those common elements.

Element Scenario 1 Scenario 2 Scenario 3 Scenario 3
License type Base Server Enterprise Server | Enterprise Server | Enterprise Server
Number of users 50 2,500 15,000 50,000
Primary instances 1 database server |1 database server |1 database server | 3 database servers
and 1 additional and 1 additional | and 2 additional
server node server node server nodes
Replicainstances 1 database server | 1 database server | 3 database servers | 6 database servers
and 1 additional |and 3 additional | and 6 additional
server node server nodes server nodes
Reams (top-level security |1 1 1 3
domains)
Lower-level security None 3 (Finance, HR, |3 (Boston, New |9 (New York —
domains R& D) York, San Jose) Finance, Sales,
HR; London —
Finance, Sales,
HR; Tokyo —
Sales, HR,
Engineering)
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Element Scenario 1 Scenario 2 Scenario 3 Scenario 3
Geographic locations 1 1 3 (Boston, New |3 (New York,
York, San Jose) London, Tokyo)
Number of administrators 2 4 6 12
Number of IT support staff |0 20 50 150
Authentication Manager Windows 2003 Windows 2003 Windows 2003 Windows 2003
software platforms SP2 R2 SP2 SP2 SP2
RedHat Linux 4.0
Solaris 10
| dentity source Authentication Microsoft Active |Sun Java System | Sun Java System
(user and user group data) | Manager internal | Directory Directory Server | Directory Server
database (read/write (read-only access) | (read-only access)
(read/write access) Microsoft Active | Microsoft Active
access) Directory Directory
(read-only access) | (read-only access)
Authentication method for | Password RSA SecurlD for |RSA SecurlD for |RSA SecurlD for
internal users Windows Local Windows L ocal Windows Local
Authentication Authentication Authentication
Client Client Client
Authentication method for | RSA SecurlD RSA SecurlD RSA SecurlD RSA SecurlD
external users
Policies Default Default Default Default
Custom Custom Custom
RSA Credential Manager Self-Service Self-service Self-service Self-service
components Token Token Token
provisioning provisioning provisioning
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Scenario 1: Secure Remote and Wireless Access for a Small, Single
Site Business

Miller and Strauss, Attorneys at Law (a single office location with 50
employees)

Miller and Strauss, Attorneys at Law, isasmall private law firm with 50 employees.
As a private company, they have no specific Sarbanes-Oxley compliance
requirements. However, for legal liability reasons, they need to maintain records of all
business and network transactions.

The firm has a small, Windows-based network managed by two full-time IT
administrators. The network includes a Windows domain controller inside the
corporate firewall, which contains a variety of file and print servers, and a client
database. It also includes a wireless router connected to aRADIUS server. In the
DMZ, the network includes aVPN server and a proxy server. The firm currently uses
password authentication for all network access, inside the corporate firewall, for
wireless access, and remotely through a VPN.

The following figure shows the initial network topology for a small, single-site
organization.
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Business Needs
Miller and Strauss' needs are;

Secureremote and wireless access. For partners, associates, and certain other
employees, enable secure remote and wirel ess access to sensitive and confidential
client files.

Auditing and non-repudiation. For legal and compliance reasons, the firm also
needs an audit trail and non-repudiation by persons accessing these files (meaning
whoever accesses these files cannot claim that it was someone else).

How RSA Products Are Deployed to Satisfy Business Needs
Physical Deployment

Miller and Strauss purchased RSA Authentication Manager 7.1 with a Base Server
license. They installed the Authentication Manager primary instance (for
authentication) and one replicainstance (for failover) behind the corporate firewall.

The firm uses the Authentication Manager internal database as the sole identity
source. Administrators manually assigned and distributed RSA SecurlD tokensto all
50 employees of the firm.

The following figure shows the components of RSA Authentication Manager for
Miller & Strauss.

Authentication
Manager

Replica

DMZ
Internal Network

Firewall

Secure Remote and Wireless Access

For secure remote access, the firm used their existing VPN server, which is certified
with RSA SecurlD and includes a built-in 5.x custom agent. Remote access is how
protected by two-factor authentication. Users who log on through the VPN, or who
use wireless or dial-in access, must enter a Securl D passcode before they are allowed
to access the firm’s network.
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The following figure shows the RSA Authentication Manager components supporting
secure remote and wireless access for asmall, single-site organization.
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Auditing and Non-Repudiation

The firm’s auditing and non-repudiation regquirements are met by the robust logging
and reporting capabilities of Authentication Manager. The Runtime Audit log, which
records all user authentications, allows the firm to know who authenticated and when.
The Administrative Audit log captures all administrative activity and makes it
available for review by the firm. With these reporting capabilities, administrators and
managers can print reports of system activity from the Authentication Manager log
files.

Self-Service Features

To lighten their administrative load, Miller and Strauss use RSA Credential Manager
(acomponent of Authentication Manager) to enable users to troubleshoot problems
with their assigned tokens. To enable self-service capabilities for remote users, the
company installed a proxy server in the DMZ to field self-service requests and proxy
to the Credential Manager server on the Authentication Manager primary instance
inside the corporate firewall. All self-service features are available because the firm
uses the Authentication Manager internal database as their identity source.
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The following figure shows the RSA components supporting Self-service features for
asmall, single-site organization.
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L ogical Deployment

Miller and Strauss chose asimplified logical deployment, accepting many of the
default configurations of Authentication Manager. The firm decided to use only a
singlerealm, and assigned all users, administrative roles, authentication agents,
tokens, and reports to the default top-level security domain. The relatively small user
population and small number of administrators did not require a security domain
hierarchy.

The firm also decided to use the default system policies (password, lockout, token,
offline authentication). All Miller and Strauss users have the same usage
requirements, so it was not necessary to create custom policies.

Two administrators perform al the Authentication Manager administrative chores.
Both are assigned the Super Admin role.
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Scenario 2: Secure Internal, Remote and Wireless Access for a
Medium, Single-Site Business

Greenley Biotechnologies (2,500 Employees)

Greenley Biotechnologiesis a publicly traded, medium-sized company with 2,500
employees in one location. Because the company is publicly traded, it must meet al
Sarbanes-Oxley requirements and maintain detailed records of all business and
network transactions.

Greenley Biotechnologies uses the Windows operating system. They employ an I T
staff of 24, including four system administrators who oversee general administrative
tasks and operate the Help Desk. All employee datais maintained in Active Directory.
Employees have local and remote access to the network.

The Greenley Biotechnologies network includes three Windows domain controllers
inside the corporate firewall, which contain avariety of file and print servers. The
network also includes a wireless access point with WPA encryption. In the DMZ, the
network includesa VPN server, proxy server, CITRIX presentation server, web server,
PAM -protected server, and an OWA front end.

Thefollowing figure shows theinitial network topology for amedium-size single-site
organization
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|nternet ..........
RSA SecurID Authentication Agent installed
/ ’ Eirewall Network Perimeter \
Wireless
Access Point __ .e+t e
DMZ e Internal
Q{J) Wireless Users Resources
Web (File servers, DBs)
<@ Server Internal Users

(Windows Local Authentication) g’ ﬁ ’
CITRIX =
Presentation @3 @ @ SDomainS O (R&D)
Server <: 5 Q 3] Q erver
Firewall {
VPN Server g’ ‘ ’

Domain |i

OWA CITRIX Domain
Protected

Back Server Server 1 R
OWé«nl;ro nt Server End (Finance)

- J

Aﬂ

Proxy Server

ﬂ%

ﬂ

180 B: Sample Deployment Scenarios



L]
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Business Needs
Greenley Biotechnologies needs are:

Secur e remote access. Enable secure remote, wireless, and dial-in accessto
e-mail, applications, and confidential proprietary files, intellectual property, and
research materials for management, researchers, and certain other employees.

Secureinternal access. Enable secure on-site access to sensitive confidential
proprietary files, intellectual property, and research materials for management,
researchers, and certain other employees.

Auditing and non-repudiation. To assist with Sarbanes-Oxley requirements, the
company also needs an audit trail and non-repudiation by persons accessing these
files.

How RSA Products Are Deployed to Satisfy Business Needs
Physical Deployment

Greenley Biotechnologies purchased RSA Authentication Manager 7.1 with an
Enterprise Server license. They installed the Authentication Manager primary instance
(for authentication) and one replicainstance (for failover) on the network behind the
corporate firewall. For increased performance, the primary instance and the replica
instance are both two-node clusters.

The company uses Active Directory asitsidentity source, and has granted
Authentication Manager read/write access to it. The Authentication Manager
administrators assigned and distributed RSA SecurlD tokensto all 2,500 employees.

The following figure shows the RSA Authentication Manager components for a
medium-size, single-site organization.

Authentication
Manager

DMZ o
Internal Network
Firewall
Secure Remote Access

To satisfy the need for secure remote access, the company used their existing VPN
server, which is certified with RSA SecurlD and includes a built-in 5.x custom agent.
Remote access is now protected by two-factor authentication. Users who log on
through the VPN, must enter a passcode before they are allowed to access the
company’s network.
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To support users whose resource consumption must be closely tracked, the company
deployed an EAP-POTP/RADIUS-enabled VPN server (for broadband and DSL
users) and corresponding network access server and modems for dial-in users. Like
other remote users, these remote RADIUS users have RSA SecurlD for Windows on
their machines, and must enter a Securl D passcode from their Securl D token before
they are allowed to access the company’s network.

The following figure shows the RSA components supporting secure remote access for
amedium-size, single-site organization.

Authentication

Remote Users ey Agent

{RSA SecurlD Auth Required)

[ Sy T RADIUS
VPN User

Authentication
Agent

=W raoius

Intemet # Dial-In User

{ ' Metwork Perimeter ~ T o T e .
) i MNetwork Access Server I
| : (EAP-Enabled) |
' Dial-iir 3 !
| Modems |
Authentication I
. VPN Server
| (EAP/RADIUS Enabled) Manager

Primary Replica

(with SecurlD Ready Firewall S5 RADIUS, I
| Authentication Agent) Internal Network N " Replica. :
. DMZ |
e e e s e — e — — — — . —
Legend:
— RSA software installed
Spased  _ RSA RADIUS component

Secure Internal Access

To secure internal access to the corporate network with two-factor authentication,
Greenley Biotechnologies deployed the RSA SecurlD for Windows Local
Authentication Client (LAC) on all internal desktop and laptop machines. All internal
users must enter a SecurlD passcode before they can access their desktop machine.

To strengthen internal wireless access and better track the consumption of network
resources by certain remote users, the company deployed RSA RADIUS aong with
the Authentication Manager primary and replicainstances and one standalone
RADIUS replica server for additional failover protection.
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To secure internal wireless access, the company deployed
EAP-POTP/RADIUS-enabled wirel ess access points on their internal network and
RSA SecurlD for Windows on all wireless-enabled laptops. Just like internal wired
users, wireless users must enter a passcode from their Securl D tokens before they can
access their laptop.

The following figure shows the RSA Authentication Manager components supporting
secure internal access for a medium-size, single-site organization.
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Auditing and Non-Repudiation

The company’s auditing and non-repudiation requirements are met by the robust
logging and reporting capabilities of Authentication Manager. The Runtime Audit log,
which records al user authentications, lets the company know who authenticated and
when. The Administrative Audit log captures all administrative activity and makes it
available for review by the company. With these reporting capabilities, administrators
and managers can print reports of system activity from Authentication Manager log
files.

Sdf-Service and Provisioning Features

To lighten the administrative load, Greenley Biotechnologies uses RSA Credential
Manager (a component of Authentication Manager) to allow users to troubleshoot
problems with their assigned tokens and to request new tokens. To enable self-service
capabilities for remote users, the company installed a proxy server inthe DMZ to field
self-service requests and proxy to the Credential Manager server on the
Authentication Manager primary instance inside the corporate firewall. All
self-service and provisioning features are available because the company has granted
Authentication Manager read/write access to the Active Directory identity source.

Thefollowing figure shows the RSA Authentication Manager components supporting
Sdf-Service features for amedium-size, single-site organization.
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L ogical Deployment

Greenley Biotechnologies uses a single realm. Lower-level security domains were
created for Finance, HR, and R& D. Users who are members of these departments are
contained in the lower-level security domains. Multiple security domains allow
administrators’ scope to be limited by, in this case, department.

The Finance department uses a combination of default and custom policies. Because
of the sensitive nature of the department’s work, the password policies are stricter and
reguire more frequent password changes. The lockout and token policies are also less
forgiving than the default policy used by other departments. Likewise, they use a
custom restricted access time policy that limits when they can access the network.
Default policies (password, lockout, token, offline authentication) are used in the
top-level, HR and R& D security domains.
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Reports specific to a department are contained in the lower-level security domains.
Reports of amore general nature are contained in the top-level security domain.
Agents, administrative roles, and tokens are contained in the top-level security
domain.

Four administrators perform Authentication Manager administrative chores. Two of
these administrators are Super Admins and two are Privileged Help Desk
Administrators. The Privileged Help Desk Administrator is a predefined role. In this
case, the role has been modified to include the following permissions:

¢ Moveusersand user groups between security domains
e View security domains
» Approve Credential Manager requests

IT managers are assigned the Request Approver and Token Distributor rolesto handle
Credential Manager requests.

One Privileged Help Desk Administrator is assigned to each security domain. In this
case, the scope of the Privileged Help Desk Administrator role includes all security
domains. Twenty additional members of the IT staff are assigned the Help Desk
Administrator role. They spend 10% of their time on general administrative tasks and
staff a9 am. to 5 p.m. Help Desk.
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Scenario 3: Secure Internal, Remote, and Wireless Access for a
Large, Multisite, Single-Realm Enterprise

FocalView Software Corporation (15,000 Employees)

FocalView Software Corporation is a publicly traded, large enterprise company with
15,000 employeesin three different locations (Boston, New York, and San Joseg).
Because the company is publicly traded, it must meet all Sarbanes-Oxley
requirements and maintain detailed records of all business and network transactions.

FocalView Software operates a multiple platform network with Windows clients and
Linux and Solaris servers on the back end. They employ an IT staff of 56, including
six system administrators, who oversee general administrative tasks and operate the
Help Desk. Boston and New York employee datais maintained in aread-only Active
Directory forest, with adomain for each of the locations. Employee data for the San
Jose location, arecent acquisition, is maintained in a Sun Java Directory Server that is
also read-only. Employees at the various sites have local and remote accessto the
network.

The FocalView Software network includes a Windows domain controller inside the
corporate firewall, which contains a variety of file and print servers. It also includes
wiregless access points with WPA encryption. In the DMZ, the network includes a
VPN server, proxy server, CITRIX presentation server, web server, PAM-protected
server, and an OWA front end. This network configuration is present at each of the
three locations.

Business Needs
Focal View Software Corporation’s heeds are:

Secur e remote access. Enable secure remote, wireless, and dial-in access to
e-mail, applications, and confidential proprietary files, intellectual property, and
research materials for management, researchers, and certain other employees.

Secureinternal access. Enable secure on-site access for users at al three
company sitesto sensitive confidential proprietary files, intellectual property, and
research materials for management, devel opers, and certain other employees.

Auditing and non-repudiation. For legal and compliance reasons, they also need
an audit trail and non-repudiation by persons accessing these files (meaning
whoever accesses these files cannot claim that it was someone else).
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How RSA Products Are Deployed to Satisfy Business Needs
Physical Deployment

Focal View Software Corporation purchased RSA Authentication Manager 7.1 with an
Enterprise Server license. They installed instances of Authentication Manager in the
following locations:

¢ One primary instance (for authentication), and one replicainstance (for failover)
in the server room of the corporate offices in Boston. For increased performance,
the primary instance and the replicainstance are both two-node clusters.

* Onereplicainstance in the server room of the San Jose office. For increased
performance, the replicainstance is a two-node cluster.

¢ Onereplicainstance in the server room of the New York office. For increased
performance, the replicainstance is a two-node cluster.

The company uses Active Directory and Sun Java System Directory Server asits
identity sources, and has granted Authentication Manager read-only access to them.
Authentication Manager administrators assigned and distributed RSA SecurID tokens
to al 15,000 employees. They keep an additional supply of 2,000 tokensfor new users
and to replace lost or damaged tokens.
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The following figure shows the initial network topology for alarge, single-realm,

multisite organization
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Thefollowing figure showsthe RSA Authentication Manager components for alarge,
single-realm, multisite organization.
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Secure Remote Access
For secure remote access, the company performed the following actions:

e They used their existing VPN server, which is certified with RSA SecurlD and
includes a built-in 5.x custom agent. Remote access is now protected by
two-factor authentication. Users who log on through the VPN, or who use
wireless or dial-in access, must enter a passcode from their Securl D token before
they are allowed to access the firm's network.

e They installed RSA Authentication Agents on their web server, Citrix
Presentation Server, and Outlook Web Access (OWA) Server inthe DMZ. All
users accessing information through these servers must enter a SecurlD passcode.

e To support users whose resource consumption must be closely tracked, the
company deployed an EAP-POTP/RADIUS-enabled VPN server (for broadband
and DSL users) and corresponding network access server and modems for dial-in
users. Like other remote users, these remote RADIUS users have the
RSA Securl D for Windows L ocal Authentication Client (LAC) on their machines,
and must enter a Securl D passcode before they are allowed to access the network.

The following figure shows only the New York location. Other locations are similar
except that only replicainstances of RSA Authentication Manager and RSA RADIUS
replica servers are deployed in the Boston and San Jose offices.
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The following figure shows the RSA Authentication Manager components supporting
secure remote access for alarge, single-realm, multisite organization.
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Secure Internal Access
For secure internal access, the company performed the following actions:

e To secureinternal accessto the corporate network with two-factor authentication,
FocalView Software Corporation deployed the RSA SecurlD for Windows L ocal
Authentication Client (LAC) on all internal desktop and laptop machines. All
internal users must enter a passcode from their Securl D token before they can
access their desktop machine.

» Tostrengthen internal wireless access and better track the consumption of network
resources by certain remote users, the company deployed RSA RADIUS along
with the Authentication Manager primary and replica instances and one
standalone RADIUS replica server for additional failover protection.

* To secureinternal wireless access, the company deployed
EAP-POTP/RADIUS-enabled wireless access points on their internal network
and the RSA SecurI D for Windows Loca Authentication Client (LAC) on all
wireless-enabled |aptops. Just likeinternal wired users, wireless users must enter a
passcode from their Securl D token before they can access their 1aptop.
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The figure shows only the New York location. Other locations are similar except that
only replicainstances of Authentication Manager and RADIUS replica servers are
deployed in the Boston and San Jose offices

Thefollowing figure shows the RSA components supporting secure internal accessfor
alarge, single-realm, multisite organization.
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Auditing and Non-Repudiation

The company’s auditing and non-repudiation requirements are met by the robust
logging and reporting capabilities of Authentication Manager. The Runtime Audit log,
which records all user authentications, lets the company know who authenticated and
when. The Administrative Audit log captures all administrative activity and makes it
available for review by the company. With these reporting capabilities, administrators
and managers can print reports of system activity from Authentication Manager log
files.

Self-Service and Provisioning Features

To lighten the administrative load, Focal View Software Corporation uses the

RSA Credential Manager component of Authentication Manager to allow usersto
troubleshoot problems with their assigned tokens and to request new tokens. To

enabl e self-service capabilities for remote users, the company installed a proxy server
in the DMZ to field self-service requests and proxy to the Credential Manager server
on the Authentication Manager primary instance inside the corporate firewall.

Focal View Software Corporation can only use a subset of self-service and
provisioning features because they have only granted Authentication Manager
read-only accessto their identity sources.
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L ogical Deployment

Focal View Software Corporation uses a single realm with three lower-level security
domains for each of the company’s geographic locations.

The company has organized its administrative hierarchy in the following way:

» Usersare contained in the lower-level security domain that correspondsto their
physical location. Multiple security domains allow administrators’ scope to be
limited by, in this case, by geographic location.

* Reports specific to a geographic site are contained in the lower-level security
domains. Reports of a more general nature are contained in the top-level security
domain.

* Tokensassigned to users at a site are contained in the security domain specific to
the site. In addition, each security domain includes some unassigned tokens to
facilitate assignment and delivery to its new users.

« Agentslocated in a specific geographic site are contained in the security domain
specific to the site. This allows Privileged Help Desk Administrators assigned to
the location to manage the agent records, and, if necessary, access the physical
machines.

Default policies (password, lockout, token, offline authentication) are used for the
top-level security domain, and the Boston and New York security domains. The San
Jose security domain uses custom password, lockout and token policies. The San Jose
location has recently been acquired, and their administrators prefer stricter password
policies that require more frequent password changes, as well aslockout and token
policies that are less forgiving than the default policy used by other locations.

Six administrators perform Authentication Manager administrative chores. Four of
these administrators are Super Admins. Two are assigned the System Administrator
role and have all administrative permissions, except those assigned only to the Super
Admin.

An additional IT staff of 50 spend 10% of their time on general administrative tasks
and the other 90% staffing a9 am. to 8 p.m. IT Help Desk. There are:

* 20 Boston Privileged Help Desk Administrators
* 15New York Privileged Help Desk Administrators
* 15 San Jose Privileged Help Desk Administrators

These administrators all have the permissions of the Privileged Help Desk
Administrators, plus the following custom privileges:

e Move users and groups between security domains
e View security domains
» Approve Credential Manager requests

Each islocated in the location indicated in thetitle of their role. Their scopeislimited
to the security domain where they are located and the identity source where their
respective users are stored.

IT managers are assigned the Request Approver and Token Distributor roles to handle
Credential Manager requests.
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Scenario 4: Secure Internal, External, and Guest Access for a Large
Enterprise (Multiple International Locations, Multiple Deployments
Using Trusted Realm Authentication)

International Gadget Corporation (50,000 Employees)

International Gadget Corporation (IGC) isa publicly traded, large enterprise company
with 50,000 employees, headquartered in New York, with divisions also in London
and Tokyo. Because the company is publicly traded, it must meet al Sarbanes-Oxley
reguirements and maintain detailed records of all business and network transactions.

IGC isamulti-platform shop with avariety of Windows, Linux and Solaris systemson
their corporate network. They employ an I T staff of 162 who oversee general
administrative tasks and operate the Help Desk. Employee datais maintained in an
Active Directory forest, with adomain for each of the locations. London employee
datais aso maintained in a Sun Java Directory Server. Employees have local and
remote access to the network.

|GC maintains a wide-area network (WAN) that links together its three international
sites. Each site maintains a local-area network that includes Windows domain
controllers inside the corporate firewall, each maintaining avariety of file and print
servers. Inthe DMZ, each LAN & so includes wireless access points with WPA
encryption, a VPN server, aproxy server, CITRIX presentation server, web server,
PAM-protected sever and an OWA front end.

Business Needs
IGC’'s needs are:

Secureremote access. Enable secure remote and dial-in access to e-mail,
applications, and confidential proprietary files, intellectual property, and research
materials for management, researchers, and certain other employees.

Secure access for employees visiting from other cor por ate offices. Enable
secure on-site access to confidentia proprietary files, intellectua property, and
research materials when a user from one location is visiting another location.

Secureinternal access. Enable secure on-site wired and wireless access for users
at all three company sitesto confidential proprietary files, intellectual property,
and research materials for management, researchers, and certain other employees.

Auditing and non-repudiation. For legal and compliance reasons, IGC aso
needs an audit trail and non-repudiation by persons accessing these files.
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How RSA Products Are Deployed to Satisfy Business Needs
Physical Deployment

IGC purchased RSA Authentication Manager 7.1 with an Enterprise Server license.
To minimize the amount of authentication traffic on the corporate WAN, they
configured three separate deployments, one in each geographic location where the
company has a major facility. Each deployment has a separate license, its own supply
of RSA SecurlD tokens, and identity sources. The deployments are configured in the
following way:

¢ London: One primary instance (for authentication), and two replica instances (for
failover) inside the corporate firewall. For increased performance, the primary
instance and the replica instances are both two-node clusters.

¢ New York: One primary instance (for authentication), and two replicainstances
(for failover) inside the corporate firewall. For increased performance, the
primary instance and the replicainstances are both two-node clusters.

* Tokyo: One primary instance (for authentication), and two replicainstances (for
failover) inside the corporate firewall. For increased performance, the primary
instance and the replica instances are both two-node clusters.

The company uses Active Directory and Sun Java System Directory Server asits
identity sources, and has granted Authentication Manager read-only access to them.
Authentication Manager administrators assigned and distributed RSA SecurID tokens
to all 50,000 employees. They keep an additional supply of 3,000 tokensfor new users
and to replace lost or damaged tokens.
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The following figure shows the network topology for alarge, multirealm, multisite

organization.
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Thefollowing figure showsthe RSA Authentication Manager components for alarge,
multirealm, multisite organization.

Firewall

Firewall

Primary Replica . aplica |
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Secure Remote Access

For secure remote access, the company performed the following actions for each
deployment:

* They used their existing VPN server, which is certified with RSA SecurlD and
includes a built-in 5.x custom agent. Remote access is now protected by
two-factor authentication. Users who log in through the VPN, or who use wireless
or dial-in access, must enter a Securl D passcode before they are allowed to access
to firm’s network.

» They installed RSA Authentication Agents on their web server, Citrix
Presentation Server, and Outlook Web Access (OWA) Server inthe DMZ. All
users accessing these servers must enter a SecurlD passcode.

«  To support users whose resource consumption must be closely tracked, the
company deployed an EAP-POTP/RADIUS-enabled VPN server (for broadband
and DSL users) and corresponding network access server and modems for dial-in
users. RADIUS users now use a VPN client to enter a Securl D passcode before
they are allowed to access the network.

The figure shows only the New York realm. Other locations are similar.

The following figure shows the RSA Authentication Manager components supporting
secure remote access for alarge, multirealm, multisite organization.
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Secure Internal Access

For secure internal access, the company performed the following actions:

To secure internal wired and wirel ess access to the corporate network with
two-factor authentication, |GC deployed the RSA SecurlD for Windows Local
Authentication Client (LAC) on all internal desktop machines and laptops (wired
and wireless). All internal users must enter a SecurlD passcode before they can
access their desktop machine.

To ease RADIUS administration, the company deployed RSA RADIUS so that
routine management operations can be conducted from within the
Authentication Manager administration interface. The company deployed
RADIUS along with the Authentication Manager primary and replicainstances
and one standalone RADIUS replica server for additional failover protection.

To strengthen internal wireless access and better track the consumption of
network resources by certain remote users, the company deployed RADIUS along
with the Authentication Manager primary and replica instances and one
standalone RADIUS replica server for additional failover protection.

To secure internal wireless access, the company deployed
EAP-POTP/RADIUS-enabled wireless access points on their internal network
and the RSA Securl D for Windows Remote Authentication Client (RAC) on all
wireless-enabled laptops. Just likeinternal wired users, wireless users must enter a
passcode from their Securl D token before they can access their 1aptop.
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The following figure shows the RSA Authentication Manager components supporting
secureinternal accessfor alarge, multirealm, multisite organization. It shows only the
London realm. Other locations are the same.
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Secure access for employees visiting from other cor por ate offices

To alow visiting employees network access, the company uses the

Authentication Manager trusted realm feature. The trusted realm feature allows the
company to create a “trust relationship” between its three deployments, so that users
from one deployment may be authenticated through agentsin another deployment. For
example, employees visiting the New York office may authenticate on the New York
network.

Realm |

Replica

RS54 Security L‘f:
Consoke for

Realm |

Realm Il Realm Il

RSA Sacurity
Console for
Realm 11l

RSA Security
Consale for
Realm I

Auditing and Non-Repudiation

The company’s auditing and non-repudiation requirements are met by the robust
logging and reporting capabilities of Authentication Manager. The Runtime Audit log,
which records al user authentications, |ets the company know who authenticated and
when. The Administrative Audit log captures all administrative activity and makes it
available for review by the company. With these reporting capabilities, administrators
and managers can print reports of system activity from Authentication Manager log
files.
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Self-Service and Provisioning Features

To lighten the administrative load, |GC uses RSA Credential Manager to allow users
to troubleshoot problems with their assigned tokens and to request new tokens.
Credential Manager is deployed as part of the Authentication Manager deployment at
each location. To enable self-service capabilities for remote users, the company
installed a proxy server in the DMZ to field self-service requests and proxy to the
Credential Manager server on the Authentication Manager primary instance inside the
corporate firewall. The company can only use a subset of self-service and
provisioning features because they have only granted Authentication Manager
read-only access to their identity sources.

L ogical Deployment

IGC has three separate deployments, one in each geographic location where the
company has amgjor facility. Each deployment is organized the same way. Each
deployment uses a single realm. Lower-level security domains are used in each
deployment for the departments at each geographic location as follows:

e TheNew York deployment has Finance, Sales, and HR security domains.
¢ The London deployment has Finance, Sales, and HR security domains.
e The Tokyo deployment has Sales, HR, and Engineering security domains.

A mix of custom and default policies (password, lockout, token, offline
authentication) are used for the top-level security domain in each realm.

The company has organized its administrative hierarchy as follows:

e Usersare stored in the security domain that corresponds to their department and
geographic location. Administrators have created a “trust relationship” between
the three deployments within International Gadget Corporation. This allows users
from each location to authenticate when visiting other locations.

*  Reports specific to a department are contained in the lower-level security
domains. Reports of a more general nature are contained in the top-level security
domain.

* Tokensassigned to users at a site are contained in the security domain specific to
the site. In addition, each security domain includes some unassigned tokens to
facilitate assignment and delivery to its new users.

« Agentslocated in a specific geographic site are contained in the realm specific to
the site. This allows administrators at each location to manage agent records, and,
if necessary, access the physical machine.

Twelve administrators are available to perform Authentication Manager
administrative chores. Eight are Super Admins. Four are assigned the System
Administrator role and have all administrative permissions, except those assigned to
the Super Admin only.

An additional IT staff of 150 spend 10% of their time on general administrative tasks
and staff a9 am. to 8 p.m. Help Desk. There are:

* 50 New York Privileged Help Desk Administrators
» 50 London Privileged Help Desk Administrators
» 50 Tokyo Privileged Help Desk Administrators
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They have all permissions of the Privileged Help Desk Administrators, plusthe
following custom privileges:

¢ Moveusersand user groups between security domains
e View security domains
* Approve Credential Manager requests

Each is located in the geographic location indicated by their roletitle. Their scopeis
limited to only the realm where they are located and the identity source where their
respective users are stored.

IT managers are assigned the Request Approver and Token Distributor roles to handle
Credential Manager requests.
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Term

Definition

Active Directory

The directory service that isincluded with Microsoft
Windows Server 2003 and Microsoft Windows 2000
Server.

Active Directory forest

A federation of identity serversfor Windows Server
environments. All identity servers share acommon schema,
configuration, and Global Catalog.

AD

See Active Directory.

adjudicator

A component that defends Authentication Manager against
replay attacks in which an intruder attemptsto reuse an old
passcode or acquires the current passcode for a token and
sets the system clock back to use the captured passcode.

administrative command

A command other than a system-generated command.

administrative role

A collection of permissions and the scope within which
those permissions apply.

administrator

Any user with one or more administrative roles that grants
administrative permission to manage administrative
resources.

Advanced Encryption Standard (AES)

The current cryptographic standard, adopted by the National
Institute of Standards and Technology (NIST) in November,
2001. AES replaces Data Encryption Standard (DES)
because it is considered to be more secure.

AES

See Advanced Encryption Standard.

agent

A software application installed on a device, such asa
domain server, web server, or desktop computer, that
enables authentication communication with Authentication
Manager on the network server.

agent auto-registration utility

A utility included in the RSA Authentication Agent
software that enables you to automatically register new
authentication agents in the internal database, and updates
the | P addresses for existing agents.

agent host

The machine on which an agent isinstalled.
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Term Definition

Agent Protocol Server The Authentication Manager component that manages the
ACE protocol packet traffic to and from agents. The
inbound request packets are routed to the appropriate
message handler. The response packets are sent to the
originating agent.

approver A Request Approver or an administrator with approver
permissions.
attribute A characteristic that defines the state, appearance, value, or

setting of something. In Authentication Manager, attributes
are values associated with users and user groups. For
example, each user group has three standard attributes
called Name, Identity Source, and Security Domain.

attribute mapping The process of relating a user or user group attribute, such
asUser ID or Last Name, to one or more identity sources
linked to a given realm. No attribute mapping isrequired in
a deployment where the internal database is the primary
identity source.

audit information Data found in the audit log representing a history of system
events or activity including changesto policy or
configuration, authentications, authorizations, and so on.

audit log A system-generated file that is arecord of system events or
activity. The system includes four such files, called the
Trace, Administrative, Runtime Audit, and System logs.

authentication The process of reliably determining the identity of auser or
process.

authentication authority The central entry point for authentication services.

authentication broker A component that handles the authentication process and

issuance of authentication tickets.

authentication method The type of procedure required for obtaining authentication,
such as a one-step procedure, a multiple-option procedure
(user name and password), or a chained procedure.

authentication policy A collection of rules that specify the authentication
reguirements. An authentication policy may be associated
with one or more resources.

authentication protocol The convention used to transfer credentials of a user during
authentication. For example, HTTP-BASIC/DIGEST,
NTLM, Kerberos, and SPNEGO.
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Term

Definition

Authentication Server

An Authentication Manager component made up of services
that handle authentication requests, database operations,
and connections to the RSA Security Console.

authenticator A device used to verify auser's identity to Authentication
Manager. This can be a hardware token (for example, akey
fob) or a software token.

authorization The process of determining if auser is allowed to perform

an operation on aresource.

authorization data

Information defined by the provisioning server, which is
necessary to complete the provisioning of a
CT-KIP-enabled token. Authorization data includes the
appropriate serial number and places the new token
credentials in the Authentication Manager internal database.

auto-registration

A setting which, if enabled, permits unregistered usersto
become registered upon a successful authentication to a
system-managed resource. If auto-registration is disabled,
only an administrative action can register users. Also see
registered user and unregistered user.

Base Server license

Authentication Manager license that allows one primary
instance and one replicainstance. (Multiple replica
instances and server nodes are not allowed.) Includes RSA
Credential Manager self-service. Credential Manager
provisioning can be added.

Business Continuity option

Authentication Manager option that allows you to
temporarily increase the number of users allowsinto your
system and the number of users allowed to use on-demand
authentication.

certificate An asymmetric public key that corresponds with a private
key. It is either self-signed or signed with the private key of
another certificate.

certificate DN The distinguished name of the certificate issued to the user

for authentication.

chained authentication

The process of creating a strong form of authentication by
combining two weaker forms. For example, the user is
required to use a PIN and a tokencode.

client time-out

The amount of time (in seconds) that the user’s desktop can
be inactive before reauthentication is required.

CLU

See command line utility.
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Term

Definition

cluster

An instance consisting of a database server and one or more
server nodes.

command line utility (CLU)

A utility that provides a command line user interface.

connection pool

A named group of identical connections to a data store.

contact list

A list of server nodes provided by the
Authentication Manager to the agent, to which the agent can
direct authentication requests.

context-based authentication

An authentication sequence in which the system presents
the user with only the authentication options that are
appropriate for the User 1D entered. The options are based
on policy requirements and the authenticators that the user
owns.

core attributes

The fixed set of attributes commonly used by all RSA
products to create a user. These attributes are always part of
the primary user record, whether the deployment isin an
LDAP or RDBMS environment. You cannot exclude core
attributes from aview, but they are available for delegation.

Credential Manager Provisioning

An option that automates the token depl oyment process and
provides user self-service options.

cryptographic agorithm A mathematical function that uses plain text asthe input and
produces cipher text as the output and vice-versa. It is used
for encryption and decryption.

CT-KIP Cryptographic Token-Key Initialization Protocol.

CT-KIP-capable token

A token that is capable of storing the authorization data and
seed generated as aresult of CT-KIP operations between a
CT-KIP 1.0 client and an Authentication Manager CT-KIP
server.

CT-KIPclient

A program that implements the CT-KIP client-side protocol
and interacts with a CT-KIP server for the secure
initialization of CT-KIP-capable tokens.

CT-KIP server

A software component of Authentication Manager that
implements the CT-KIP server-side protocol and interacts
with aCT-KIP client application for the secureinitialization
of CT-KIP-capable tokens.

CT-KIP toolkit

An implementation of the CT-KIP client-server protocal. It
provides the API for creating CT-KIP server or client
applications.
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Term Definition
customer name The name of the enterprise to which the licenseis issued.
data encryption standard (DES) The cryptographic standard prior to November 2001, when

the National Institute of Standards and Technology (NIST)
adopted the Advanced Encryption Standard (AES).

data store A data source such as arelational database (Oracle or DB2)
or directory server (Sun Java System Directory Server or
Microsoft Active Directory). Each type of data source
manages and accesses data differently.

datatransfer object Simple object used to pass data between tiers. It does not
contain business logic.

database server The server where the database is installed.

delegated administration A scheme for defining the scope and responsibilities of a set

of administrators. It permits administrators to delegate a
portion of their responsibilities to another administrator.

denial of service The process of making a system or application unavailable.
For example, the result of barraging a server with requests
that consume all the available system resources, or of
passing malformed input data that can cause the system to
stop responding.

delivery address The e-mail address or the cell phone number where the
on-demand tokencodes will be delivered.

deployment The arrangement of Authentication Manager instances into
appropriate locations in a network to perform
authentication.

DES See data encryption standard.

distribution file A shared secret between a hardware or software

authenticator and an authentication server. The
authenticator, sometimes called a token, and the server
work together in atime synchronous, or time dependent
mode to provide a one-time passcode that the token holder
enters at logon.

distribution file password A password used to protect the distribution file when the
distribution fileis sent by e-mail to the user.

distributor A Token Distributor or an administrator with distributor
permissions.

DTO See data transfer object.
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Term Definition

dump An RSA ACE/Server format used to back up, restore, and
merge database information. A dump fileis abinary data
file that contains all database tables and columnsin

table-dependency order.
EAP See extensible authentication protocol.
EAP-POTP An RSA-proposed |IETF (Internet Engineering Task Force)

standard that defines the method for one-time password
(RSA Securl D) authentication. It provides capabilities, such
as end-to-end protection of one-time passwords and support
for token exception cases (New PIN, Next Tokencode, and

others).
EAP-POTP client Client that supports the EAP-POTP method.
e-mail notifications Contain status information about requests for user

enrollment, tokens, and user group membership are sent to
users who initiated the request. For token requests, e-mail
notifications also contain information about how to
download and activate tokens. Request Approvers and
Token Distributors receive e-mail notifications about
requests that require their action. See e-mail templates.

e-mail templates Templates that administrators can use to customize e-mail
notifications about user requests for user enrollment,
tokens, user group membership, or the on-demand
tokencode service. See e-mail notifications.

emergency access The process for enabling atoken for a user whose token is
not available or is not functioning. Used in connection with
offline authentication access.

emergency access passcode A complete authentication code that, if enabled, can be used
by a user to perform an offline authentication without an
authenticator or PIN.

emergency access tokencode A partial authentication codethat, if enabled, can be used by
auser to perform an offline authentication without an
authenticator. The user isrequired to provide hisor her PIN.

Enterprise Server license Authentication Manager license that allows a primary
instance, multiple replicainstances, and multiple server
nodes.

Evaluation license Authorizes an evaluation copy of the product at a customer
site.

event-based token A hardware token that displays a tokencode whenever the

user presses the button on the token.
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Term Definition

excluded words dictionary A dictionary containing arecord of words that users cannot
use as passwords. It includes several thousand commonly
used words that are likely to beincluded as part of any
dictionary attacks on the system, for example, “password.”
The excluded words dictionary prevents users from using
common, and therefore, easily guessed words as passwords.

extensible authentication protocol (EAP) An authentication framework that supports multiple
authentication methods.

failover mode The state in which the connection pool management service
has to use the secondary connection pools for serving the
connection requests, because the primary connection pools
are not available due to the failed primary data servers.

four-pass CT-KIP The exchange of two protocol data units (PDUs) between
the client and server.

Global Catalog A read-only, replicated repository of a subset of the
attributes of all entriesin an Active Directory forest.

graded authentication A mechanism for noting the relative strengths of
authentication methods (either individually or as
combinations). For example, an RSA SecurlD tokenis
stronger than a user name and password. Equivalently
ranked methods may be used interchangeably.

group membership See user group.

hardware token A physical device, such asan RSA SecurlD standard card,
key fob, or PINPad that displays a tokencode.

high-water mark The highest numbered interval used by a user to
authenticate.

identity attribute definition Customer-defined attributes that are mapped to an existing

customer-defined schema element. They are always stored
in the same physical repository asthe user’s or user group’s
core attribute data. You can search, query, and report on
these attributes. Each identity attribute definition must map
to an existing attribute in the LDAP or RDBMS.

| dentity Management Services The set of shared components, toolkits, and services used to
build RSA products, for example, Authentication Manager.

identity source A data store containing user and user group data. The data
store can be the internal database or an external directory
server, such as Sun Java System Directory Server or
Microsoft Active Directory.
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Term

Definition

IMS

See ldentity Management Services.

initial time-out

The wait time, in seconds, before the initial remote access
prompt appears. (Theterm is used in relation to remote
RSA SecurI D authentication.)

instance

One single database server, or a database server and one or
more server nodes, acting as a single cohesive processing
unit. An instance does not have to be a cluster, but a cluster
isan instance.

instance ID

ThisID identifiesasinglelogical installation of aproduct or
component. For example, in anon-clustered environment, it
identifies the database server. In a clustered environment, it
identifies the database server and the entire cluster of server
nodes. Likewise for web agents, a single agent may have a
unique instance ID or an entire server cluster may share a
singleinstance ID.

instance name

The name assigned to an instance. It is either the hostname
where asingle server nodeisinstalled or the cluster name
where the clustered instance is installed.

interval

A value used to represent a specific time-based PRN code
being generated by an authenticator.

internal database

The Authentication Manager proprietary data source.

J2EE

See Java 2 Enterprise Edition.

Java 2 Enterprise Edition

A framework for building enterprise applications using Java
technology.

Java Cryptographic Architecture (JCA)

The set of APIs provided by the Java 2 platform that
establishes the architecture and encapsulates limited
cryptographic functionality from various cryptographic
providers.

Java Cryptographic Extensions (JCE)

The set of APIs provided by the Java 2 platform that
encapsulates additional cryptographic functionality from
various cryptographic providers.

Java keystore (JKS)

The Java 2 platform implementation of a keystore provided
by Sun Microsystems.

Java Management Extensions (JMX)

The set of APIsprovided by the Java 2 platform that enables
building distributed, web-based, dynamic, and modular
solutions for managing and monitoring devices,
applications, and service-driven networks.
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Definition

Java Messaging Service (IMS)

A standard Javainterface for interacting with message
gueues and topics.

Java Server Pages (JSP) A commonly used technology for dynamic web content.
JCA See Java Cryptographic Architecture.

JCE See Java Cryptographic Extensions.

XS See Java keystore.

IMS See Java Messaging Service.

JMX See Java Management Extensions.

JSP See Java Server Pages.

keystore The Java 2 platform facility for storing keys and certificates.

Key Management services

The management of the generation, use, storage, security,
exchange, and replacement of cryptographic keys.

Key Management encryption key

The key used for encryption or decryption operations of
keys managed by Key Management services.

license

A verifiable piece of information that represents permission
from RSA to use Authentication Manager, its features, or
both. A license is a component of the License Management
Service.

license category

A way of grouping different types of licenses. The license
categories for Authentication Manager are Base Server,
Enterprise Server, and Evaluation.

license creation date

The date when the licensefileis created.

license deployment

Specifies either a server or floating license.

licensefile

An XML file containing license data that is common across
al IMS-based products. The categories of data are: client,
product, and feature. A license fileis a component of LMS.

license file version

The version of the license schema to which the generated
license conforms.

license ID

Aninternal identifier associated with the license.
RSA Manufacturing assignsthelicense ID.

License Management Service (LMS)

A service responsible for managing and validating product
licenses.
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licenserec A license record file containing the database key needed to
extract critical information from the dump file.

LMS See License Management Service.

local authentication client component An RSA Authentication Agent component that requires
users to enter valid RSA SecurlD passcodes to access their
Microsoft Windows desktops.

locked license A license limited to a specific server instance. See server
license.
lockout policy A set of conditions specifying when an account will be

locked and whether the account must be unlocked by an
administrator or will unlock on its own after a designated
amount of time. Lockout policies are applied to security
domains. Each realm has a default lockout policy.

log archival Creates a backup copy of the log for noncurrent, permanent
storage.

logging service A component responsible for recording system, audit, and
trace events.

lower-level security domain In a security domain hierarchy, a security domain that is

nested within another security domain.

Management Information Base (MIB) A type of virtual database used to manage the devices
(switches and routers, for example) in acommunication
network. For example, SNMP uses MIB to specify the data
in a device subsystem.

MD5 An algorithm that produces a 128-bit message digest.
member user A user who isamember of amember user group.
member user group A user group that is amember of another user group. For

example, an organization might define a Sales Managers
user group within a North America user group.

All member user groups must belong to the same identity
source as the parent group, with one exception: any user
group from any identity source can be assigned to a parent
group that is stored in the internal database.

MIB See Management Information Base.

Microsoft Management Console (MMC) A user interface through which system administrators can
configure and monitor the system.

MMC See Microsoft Management Console.
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namespace

A set of names. A namespace defines a scope for a
collection of names.

Network Management System (NMS)

Software used to manage and administer a network. The
NMS uses SNMP to monitor networked devicesand is
responsible for polling and receiving SNMP traps from
agents in the network.

NMS

See Network Management System.

NMS administrator

The person monitoring the network (through the NMS) for
significant events. Also known as a network administrator.

node secret

A long-lived symmetric key that the agent uses to encrypt
the data in the authentication regquest.

Authentication Manager generates the authentication
request when a user makes a successful authentication
attempt. The node secret is known only to the
Authentication Manager and the agent.

offline emergency tokencode

Provides emergency access for RSA SecurlD for Windows
users who require emergency access while authenticating
offline. Use this option if the user has a temporarily
misplaced, logt, or stolen token. The Offline Emergency
Access Tokencode is used with the user’s PIN.

offline emergency passcode

Provides emergency access for RSA SecurlD for Windows
users who require emergency access while authenticating
offline. Use this option if the user has forgotten his or her
PIN. The Offline Emergency Passcode is used in place of
the user’s PIN and tokencode.

object Describes the following: security domains, identity sources,
attributes, users, user groups, administrative roles, and
policies.

offset A value used to represent the amount of time an

authenticator’s internal clock has drifted over time.

on-demand tokencode

Tokencodes delivered by SMS or SMTP. They require the
user to enter a PIN to achieve two-factor authentication.
On-demand tokencodes are user-initiated, as Authentication
Manager only sends a tokencode to the user when it
receives a user request.

An on-demand tokencode can only be used once, and you
configure the lifetime of an on-demand tokencode.

See on-demand tokencode service.
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on-demand tokencode service

A servicethat allows users to request on-demand
tokencodes delivered by text message or e-mail, instead of
tokens. You configure the on-demand tokencode service for
requests using the Security Console. Users must be enabled
to receive on-demand tokencodes before they can request
them.

one-time tokencode set

Used for online emergency access. A set of tokencodes,
each of which can be used only once, and is used with the
user’'s PIN to create a passocde. The administrator can
specify how many tokencodes are in the set.

PAM

See Pluggable Authentication Modules.

passcode

A code entered by a user to authenticate. The passcodeisa
combination of a PIN and a tokencode.

password-based encryption

The process of obscuring information so that it is
unreadable without knowledge of the password.

password policy

A set of specificationsthat define what constitutes avalid
password and the conditions under which the password
expires. Password policies are applied to security domains.

PDU

See Protocol Data Unit.

permissions

Specifies which tasks an administrator is alowed to
perform.

Pluggable Authentication Modules (PAM)

Mechanisms that allow the integration of new
authentication methods into an API, independent of the
existing APl authentication scheme.

primary connection pool

Refersto the connection pools containing the connectionsto
the primary instance database server.

primary instance

The machine with the installation of
Authentication Manager at which authentication and all
administrative actions occur.

private key In asymmetric key cryptography, the cryptographic key that
corresponds to the public key. The private key is usually
protected by some external mechanism (for example, smart
card, password encrypted, and so on).

PRN See pseudorandom number.

Protocol Data Unit A packet of data exchanged between two application
programs across a network.

provisioning See token provisioning.

216 Glossary



L]
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Term Definition

provisioning data The provisioning server-defined data. Thisis a container of
information necessary to complete the provisioning of a
token device. Itsformat is not specified by CT-KIP because
itisoutside the ream of CT-KIP, but it is necessary for

provisioning.

pseudorandom number (PRN) A random number or sequence of numbers derived from a
single seed value.

public key In asymmetric key cryptography, the cryptographic key that

corresponds with the private key. The public key isusually
encapsulated within a certificate.

RADIUS See Remote Authentication Dial-In User Service.

realm An entire security domain hierarchy consisting of a
top-level security domain and all of its lower-level security
domains. A realm includes all of the objects managed
within the security domain hierarchy (users, tokens, and
password policies, for example). Each realm manages users
and user groups in one or more identity sources.

regular time-out The number of seconds before remote access promptstime
out. Theterm isused in relation to remote RSA SecurlD
authentication.

Remote Authentication Dial-In User Service A UDP-based protocol for administering and securing
(RADIUS) remote access to a network.

remote EAP (extensible authentication protocol) | A remote authentication feature that requires usersto
submit RSA SecurlD passcodesin order to open remote
connections to the network. EAP has a graphical user
interface and enhanced security and is supported in both
Point-to-Point Protocol (PPP) authentication environments
and non-PPP authentication environments, including
Point-to-Point Tunneling Protocol (PPTP) VPN
connections, 802.1x wired, and 802.11 wireless
connections, and other specialized network media.

remote post-dial Refers to the dial-in Point-to-Point Protocol (PPP)
authentication support. With a post-dial terminal-based
connection, when remote users dial in, aterminal-like
character interface presents a simple user name and
passcode prompt. If the right passcode is entered, the PPP
connection is established. If the wrong passcode is entered,
the dial-up connection is severed.
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replicainstance

The machine with the installation of
Authentication Manager at which authentication occurs and
at which an administrator can view the administrative data.

No administrative actions are performed on the replica
instance. All administrative actions are performed on the
primary instance.

requests Allows usersto enroll, as well as request tokens, the
on-demand tokencode service, and user group membership.
Request Approver A predefined administrative role that grants permission to

approve requests from users for user enrollment, tokens, or
user group membership.

RSA Credential Manager

A component of Authentication Manager that allows users
to request, maintain, and troubleshoot tokens.

RSA EAP

The RSA Security implementation of the EAP 15
authentication protocol that facilitates RSA SecurlD
authentication to networks in PPP, PPTP (VPN), and 802.1x
(wireless or port access) environments.

RSA Operations Console

An administrative user interface through which the user
configures and sets up Authentication Manager, for
example, adding and managing identity sources, adding and
managing instances, and disaster recovery.

RSA Protected OTP

The RSA implementation of the EAP 32 authentication
protocol that facilitates RSA Securl D authentication to
networksin PPP, PPTP (VPN), and 802.1x (wireless or port
access) environments.

RSA Security Console

An administrative user interface through which the user
performs most of the day-to-day administrative activities.

RSA Self-Service Console

A user interface through which the user requests, maintains,
and troubleshoots tokens.

runtime

Describes automated processing behavior—behavior that
occurs without direct administrator interaction.

runtime command

A logon or logoff command.

runtime identity source

The runtime representation of the identity source. Runtime
identity sources are used during runtime operations, such as
authentication and group membership resolution instead of
the corresponding administrative source, which is used for
all other operations. Thisisan integral part of Active
Directory forest support, which uses the Global Catalog
during runtime operations.
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scope

In arealm, the security domain or domains within which a
role’s permissions apply.

secondary connection pool

The connection pools containing the connections to the
secondary data stores.

Secure Sockets Layer (SSL)

A protocol that uses cryptography to enable secure
communication over the Internet. SSL is widely supported
by leading web browsers and web servers.

security domain

A container that defines an area of administrative
management responsibility, typically in terms of business
units, departments, partners, and so on. Security domains
establish ownership and namespaces for objects (users,
roles, permissions, and so on) within the system. They are
hierarchical.

security questions

A way of alowing users to authenticate without using their
standard method. To use this service, auser must answer a
number of security questions. To authenticate using this
service, the user must correctly answer all or a subset of the
original questions. The answers to security questions are
case sensitive.

self-service

Allows users to perform maintenance tasks and
troubleshoot tokens themselves, instead of calling the Help
Desk. See also Token Provisioning.

Self-Service Console

See RSA Self-Service Console.

self-service requests

See requests.

self-service troubleshooting policy

Provides an emergency form of authentication that allows
usersto log on to the RSA Self-Service Console to perform
troubleshooting tasks.

server node

Aninstallation of Authentication Manager on asingle
server host. Each instance has one server node that contains
the internal database. You can add additional server nodes
to an instance, if your license allows. The additional server
nodes cannot operate alone because they do not contain the
internal database.

session

An encounter between a user and a software application that
contains data pertaining to the user’s interaction with the
application. A session begins when the user logs on to the
software application and ends when the user logs off of the
software application.
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session policy A set of specifications designating the restrictions on
overall session lifetime and multiple session handling.
Session policies are applied to an instance.

SHA1 A secure hash algorithm function that produces a 160-bit
hash result.

shipping address An address used by distributors to distribute hardware
tokens.

Short Message Service (SMS) A mechanism of delivery of short messages over mobile

networks. It is often called text messaging. In
Authentication Manager, it is ameans of sending
tokencodes to a cell phone. Tokencodes delivered by SMS
are called on-demand tokencodes.

Simple Mail Transfer Protocol (SMTP) A TCP/IP protocol used in sending and receiving e-mail. In
Authentication Manager, it is ameans of sending
tokencodes to e-mail accounts. Tokencodes delivered by
SMTP are called on-demand tokencodes.

Simple Network Management Protocol (SNMP) | A protocol for exchanging information about networked
devices and processes. SNMP uses MIBs to specify the
management data, and then uses the User Datagram
Protocol (UDP) to pass the data between SNMP
management stations and the SNM P agents.

single sign-on (SSO) The process of requiring only asingle user authentication
event in order to access multiple applications and resources.

SMS See Short Message Service.
SMTP See Simple Mail Transfer Protocoal.
snap-in A software program designed to function as a modular

component of another software application. For example,
the MMC has avariety of snap-insthat offer different
functionality (for example, Device Manager).

SNMP See Simple Network Management Protocol.

SNMP agent Software module that performs the network management
functions requested by network management stations.

SNMP trap An asynchronous event that is generated by the agent to tell
the NMS that a significant event has occurred. SNMP traps
are designed to capture errors and reveal their locations.

SSL See Secure Sockets Layer.

SSO See single sign-on.
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Super Admin An administrator who has all permissions within the system.
A Super Admin:;

¢ Can create and delete realms

¢ Can link identity sourcesto realms

e Hasfull permissions within any realm

« Can assign administrative roles within any realm

symmetric key A key that allows the same key value for the encryption and
decryption of data.

system event System-generated information related to nonfunctional
system events such as server startup and shutdown, failover
events, replication events, and so on.

system log Persistable store for recording system events.
TACACS+ See Terminal Access Controller Access Control System+.
temporary fixed tokencode Used for online emergency access. This temporary

tokencode is used in conjunction with the user’'s PIN to
create a passcode. The user can use this tokencode more
than once. The administrator can configure the expiration
date and other Temporary Fixed Tokencode attributes.

Terminal Access Controller Access Control A remote authentication protocol that is used to

System+ (TACACS+) communicate with an authentication server. Allows a
remote access server to communicate with an authentication
server to determine if a user has access to the network.

time-based token A hardware token that always displays a tokencode and the
tokencode changes automatically every 60 seconds.

token A hardware device or software program that generates a
pseudorandom number that is used in authentication
procedures to verify a user’s identity.

Token Distributor A predefined administrative role that grants permission to
act upon requests from users for tokens. Distributors record
how they plan to deliver tokens to users and close requests.

token provisioning The automation of all the steps required to provide
enrollment, user group membership, RSA SecurlD tokens,
and the on-demand tokencode service to users. See also
self-service.

tokencode The random number displayed on the front of auser’s
RSA Securl D token. Tokencodes change at a specified time
interval, typically every 60 seconds.

Glossary 221



L]
RSA Authentication Manager 7.1 Planning Guide

The Security Division of EMC

Term

Definition

top-level security domain

Thetop-level security domain isthe first security domainin
the security domain hierarchy (realm). The top-level
security domain isuniquein that it links to the identity
source or sources and manages password, locking, and
authentication policy for the entire realm.

tracelog Persistabl e store for trace information.
trusted realm A trusted realm is arealm that meets these criteria:
« lItislocated in a different deployment than your realm.
« It has exchanged configuration settings with your realm.
The settingsare in an XML file called atrust package.
trust package An XML file that contains configuration information about

theream.

two-factor authentication

An authentication protocol requiring two different ways of
establishing and proving identity, for example, something
you have (such as an authenticator) and something you
know (such asaPIN).

two-pass CT-KIP

The exchange of one protocol data unit (PDU) between the
client and server.

UbDP

See User Datagram Protocol.

user

An account managed by the system that is usually a person,
but may be a computer or aweb service.

User Datagram Protocol (UDP)

A protocol that allows programs on networked computersto
communicate with one another by sending short messages
called datagrams.

user group

A collection of users, other user groups, or both. Members
of the user group must belong to the same identity source.
User group membership determines access permission in
some applications.

User ID

A character string that the system uses to identify a user
attempting to authenticate.

Typically aUser ID isthe user’sfirst initial followed by the
last name. For example, Jane Doe's User ID might be jdoe.
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workflow The movement of information or tasks through awork or
business process. A workflow can consist of one or two
approval steps and a distribution step for different requests
from users.

workflow participant Either approvers or distributors. Approvers review,
approve, or defer user requests. Distributors determine the
distribution method for token requests and record the
method for each request. See aso workflow.
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access through firewalls, 66
Active Directory, 25, 70
configuring, 70
definition, 205
forests, 70
Global Catalog, 70, 71
integration process, 70
Microsoft Management Console, 75
runtime identity source, 71
Active Directory forest
definition, 205
activity monitor, 35
AD. See Active Directory
adjudicator
definition, 205
administration
activity monitor, 35
directory server privileges, 49
disaster recovery, 58
emergency access, 145
failover, 41
internal database, 28
issue software token file, 106
lower-level security domain, 79, 83
manage security domain, 44
Microsoft Management Console, 30, 75
overview, 30
planning roles, permissions, and
scope, 77
RADIUS user account, 33
realm, 28, 43
replicating changes, 30
runtime action logging, 35
Security Console, 42
security domain, 28, 29
SNMP trapping, 153
software token binding, 105
update information, 28
view information, 28
where to perform, 169
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administrative command

definition, 205

administrative role

assigning, 77
custom, 77
definition, 205
number alowed, 77
predefined, 77, 81

administrator

about, 77

adding, 80

custom, 80

definition, 205

lockout policy, 98
password policy, 31
permissions, 78
planning installation, 30
predefined roles, 80
report query, 36

scope, 79

time restricted access, 87
training topics, 88

Advanced Encryption Standard

definition, 205

AES. See Advanced Encryption Standard
agent

dternate |P addresses, 66
assign to contact list, 53
audit log, 151
authenticating users, 14
auto-registration, 53
CITRIX, 39
communication to server, 15, 27
contact list, 55
definition, 27, 171, 205
embedded, 27, 28
enable SNMP, 153

File Transfer Protocol, 39
function, 27

inreams, 43

Linux, 39
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network integration, 27, 28
network malfunction, 57
optimal performance, 28, 29
Outlook Web Access, 38
personnel for installation, 64
RADIUS, 38
resource types protected, 38
restricted in Global Catalog, 71
RSA Authentication Manager
Servers, 38
Terminal Access Controller Access
Control System+, 38

trust relationships, 45
UNIX, 39
update node secret, 53
Virtual Private Network, 38
web pages, 39
where datais stored, 69
Windows desktop, 39

agent auto-registration utility, 53
definition, 205

agent host
definition, 205
restricted access, 87
tracelog, 151
trust relationship, 46

Agent Protocol Server
definition, 206

agent record
definition, 14

diases, 66
number alowed, 66

approval steps, 123

approver
common tasks, 90
definition, 206
permissions, 84

archive. See logging

archiving
disk space, 151
frequency, 152

attribute
datalocation, 69
definition, 206

attribute mapping
definition, 206
LDAP directory server, 69
Sun Java System Directory Server, 72

audit information
Admin User ID, 151
affected user ID, 151
Authentication Manager instance, 151
authenticator serial number, 151
definition, 206
RADIUS, 34, 134, 150
security domain, 151
tracelogs, 35, 149
user group, 151
audit log, 150
definition, 206
messages, 151
authentication
datarequired by Authentication
Manager, 14
definition, 206
end-user experience, 14
example, 15
self-service troubleshooting, 122
authentication authority
definition, 206
authentication broker
definition, 206
authentication method, 122
definition, 206
deployment scenarios, 175
self-service, 32
authentication policy
definition, 206
emergency passcodes, 100
emergency tokencodes, 100
lockout, 32
offline authentication, 32, 99
passcode length, 99
password, 31
planning, 31
token and PIN, 31
authentication protocol
definition, 206
Authentication Server, 64
definition, 207
authenticator
definition, 207
offline authentication, 100
RSA SecurlD SID800 USB token, 104,
110
serial number, 151
view types, 110
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authorization

audit information, 150

definition, 207

RADIUS, 33

runtime information, 150
authorization data

definition, 207
automatic contact lists, 55
auto-registration

agent, 53

definition, 207

B
Base Server license, 65, 173
definition, 207
self-service, 113
browser
security, 22
support, 22
Business Continuity option
definition, 207
use cases, 147

C
certificate
definition, 207
SSL-LDAPR, 25
certificate DN
definition, 207
certificate of authority, 72
chained authentication
definition, 207
checklist
administration, 91
Credential Manager, 130
deployment, 155
disaster recovery, 61
emergency access, 148
installation and upgrading, 74
logging and reporting, 154
policies, 101
RADIUS, 143
system integration, 50
token deployment, 111
CITRIX
agent, 39
protecting accessto servers, 39
client time-out
definition, 207
CLU. See command line utility
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cluster
definition, 208
server node, 28, 169
command line utility
definition, 208
log signing, 35
communication
agent to server, 15, 27, 171
port usage, 22
secure path, 72
Secure Sockets Layer, 72
through firewalls, 66
with an agent, 171
with RADIUS, 137
connection pool
definition, 208
contact list, 55
agent changes, 55
assign agent, 53
automatic, 55
definition, 208
manual, 55, 56
context-based authentication
definition, 208
core attributes
definition, 208
Credential Manager Configuration - Home
page, 115
Credential Manager Provisioning
definition, 208
license, 65, 174
Cryptographic Token-Key Initialization
Protocol
client, 208
enabled token, 208
failover, 59
server, 208
toolkit, 208
CT-KIP. See Cryptographic Token-Key
Initialization Protocol
customer name
definition, 209
customizing
e-mail notifications, 127
reports, 153
RSA Self-Service Console Help, 114
RSA Self-Service landing page, 114
token graphics, 126
user profiles, 120
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D
damaged tokens, 145
data encryption standard
definition, 209
datareplication, 52
data store
definition, 209
supported, 25
datatransfer object
definition, 209
data, user and group, 25
database, 25
database server, 42
clusters, 42
definition, 209
inan instance, 27
optimal performance, 51
primary instance, 58
primary instance stops responding, 58
replicainstance, 58
replicainstance stops responding, 58
server node, 59
server node host location, 68
server node stops responding, 59
standalone, 30
system requirements, 17
topology, 41
default policy
for lockout, 98
default token types, 126
definitions and concepts, 2728, 167—171
delegated administration
definition, 209
delivery address
definition, 209
denial of service
definition, 209
deploying
self-service, 116
tokensto users, 107
deployment
definition, 209
definition and concept, 27, 167

deployment scenarios
authentication method, 175
elements, 174
large enterprise, multiple locations,
multiple deployments, 194
large, multisite, single-realm
enterprise, 186
medium, single-site business, 180
small, single-site business, 176
DES. See data encryption standard
directory server
Active Directory, 70
changing read/write or read-only, 49
disabling auser, 49
ensuring sufficient administrative
privileges, 49
Global Catalog, 71
integration, 30, 69, 72
mapping attributes, 49
moving users, 49
protecting datain transit, 72
read/write, 70
read-only, 70
replication, 52
secure connections, 25
Sun Java System Directory Server, 71
supported directories, 25
using as an identity source, 43, 48
using the internal database, 48
disabling
e-mail notifications, 128
disaster recovery, 58
primary instance, 58
RADIUS server, 59
replicainstance, 58
server node, 59
disk space, 18
distributing tokens
with Credential Manager, 126
distribution file
definition, 209
distribution file password
definition, 209
distribution step, 123
distributor
definition, 209
DTO. See Data Transfer Object
dump file
definition, 210
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EAP
definition, 210
protocols, 133
RADIUS integration, 133
EAP-POTP
client, 210
definition, 210
protocols, 133
e-mail address, 125
Credential Manager, 127
e-mail notification
customizing for proxy servers, 129
definition, 210
enabling, 128
enabling and disabling, 128
planning, 127
e-mail servers, 127
e-mail template
customizing, 127
definition, 210
emergency access, 145, 146
alowing, 128
definition, 210
example, 145
offline users, 147
online users, 146
temporary fixed tokencode, 34
emergency access passcode
definition, 210
offline, 147
offline users, 35
Privileged Help Desk Administrator, 85
User Administrator, 84
emergency access tokencode, 145
definition, 210
emergency access tokencode, 145
for offline users, 35
offline users, 147
on-demand, 34, 108, 145, 146, 147
one-time, 34, 147
one-time tokencode, 146
Privileged Help Desk Administrator, 85
Token Administrator, 84
User Administrator, 84
enabling
e-mail notifications, 128
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enrolling in Credential Manager, 119
enrollment paths, 120
Enterprise Server license, 65, 173
definition, 210
provisioning, 113
Evaluation license
definition, 210
event logging, 35
RADIUS, 36
types logged, 35
event-based token
definition, 210
hardware token, 103
RSA SecurlD Display Card, 104
excluded words dictionary
definition, 211
password policy, 94
PIN policy, 97
token and PIN policy, 31
expiration
of emergency access tokencode, 145
extensible authentication protocol
definition, 211
extension fields and directory servers, 49

F

failover mode
administration, 41
definition, 211

File Transfer Protocol
agent, 39
protecting, 39

Firefox, 22

firewall
access through, 66
aliases, 66
large enterprise, multiple locations

scenario, 194

large, multisite scenario, 186
medium, single-site scenario, 180
Network Address Translation, 66
planning ports, 66
required open ports, 22
small, single-site scenario, 176
four-pass CT-KIP
definition, 211
FTP. See File Transfer Protocol
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G

Global Catalog
Active Directory, 71
administrative operations, 71
definition, 211
global groups, 71
restricted agents, 71
runtime identity source, 71
universal groups, 71

graded authentication
definition, 211

group data, 25

group membership
Active Directory considerations, 72
Agent Administrator permissions, 86
definition, 211
Request Approver permissions, 84
resolving at runtime in Active

Directory, 70
resolving in an Active Directory
forest, 71

User Administrator permissions, 83

H
hardware requirements, 18
hardware token
definition, 211
delivery method, 107
deployment, 107
types, 103
high-water mark
definition, 211

I

identity attribute
definition, 211

Identity Management Services
definition, 211

identity source
administrative, 70
assigning administrative roles, 77
choosing, 48
definition, 48, 211
external source, 69
Global Catalog, 71
implications for Credential
Manager, 117
implications of read-only and read/
write, 70
integration, 69, 72
limitations of scope, 77, 79
modifying the schema, 69
protecting datain transit, 72
runtime, 70
selecting Credential Manager, 121
supported, 25
types, 48
user and group administration, 86
user groups, 86
user profiles, 121
using Microsoft Active Directory, 75
using Sun Java System Directory
Server, 71
IMS. See Identity Management Services
initial time-out
definition, 212
installation
coordinating, 63
firewall access, 66
Microsoft Management Console, 76
permissions, 63
planning personnel, 63

security, 66
instance
definition, 212

definition and concept, 27, 168
instance ID

definition, 212
instance name

definition, 212

230

Index



L]
RSA Authentication Manager 7.1 Planning Guide

integration
certificate of authority, 72
LDAP directory server, 69
mapping attributes, 72
Microsoft Active Directory, 70
planning, 28, 37
process, 72
RADIUS, 33, 133
read/write, 70
read-only, 70
Secure Sockets Layer, 72
Sun Java System Directory Server, 71
Windows password, 99
internal database, 25, 48
administration, 75
agent data, 69
audit information, 151
compared to external database, 69
definition, 212
event logging, 149
logging and reporting, 149
mapping to a directory server, 49
RADIUS logging, 150
storing users passwords, 99
token data, 69
Internet Explorer, 22
interval
definition, 212
IP addresses
diases, 66
number alowed, 66
issuing
software tokens, 127

J

J2EE. See Java 2 Enterprise Edition

Java 2 Enterprise Edition
definition, 212

Java Cryptographic Architecture
definition, 212

Java Cryptographic Extensions
definition, 212

Java keystore
definition, 212

Java Management Extensions
definition, 212

Java Messaging Service
definition, 213

Java Server Pages
definition, 213

JavaScript, 22
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JCA. See Java Cryptographic Architecture
JCE. See Java Cryptographic Extensions
JKS. See Java keystore

IMS. See Java Messaging Service

IMX. See Java Management Extensions
JSP. See Java Server Pages

K

Key Management encryption key
definition, 213

Key Management services
definition, 213

keystore
definition, 213

L
landing page. See Welcome, what would you
like to do? page
license
Base Server, 65, 173, 207
Business Continuity option, 65, 174
definition, 213
Enterprise Server, 65, 173, 210
Evauation, 210
RSA Credential Manager provisioning
option, 65, 174
temporary, 147
license category
definition, 213
license creation date
definition, 213
license deployment
definition, 213
licensefile
definition, 213
license file version
definition, 213
license ID
definition, 213
determining, 12
License Management Service
definition, 213
license.rec
definition, 214
Linux
agent, 39
requirements, 19
LMS. See License Management Service
load balancing
contact lists, 29, 55
RADIUS, 56, 135, 137, 140
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Local Authentication Client
definition, 214
integration, 99

locked license
definition, 214

lockout policy
definition, 214
overview, 98

log archival
definition, 214

log signing, 35
command line utility, 35

logging
activity monitor, 149
administration runtime action, 35
archive, 151
audit information, 35
createlog files, 151
event, 35, 149
filetypes, 150
filesnot included, 152
log consolidation, 152
log fileslocation, 152
log signing, 35, 149
maintenance, 150
Network Management System, 152
permission to view logs, 150
RADIUS, 34, 36, 150
SNMP trapping, 153
standard reports, 149
systemlog, 152

logging on
e-mail server, 127

logging service
definition, 214

logon methods, 119

lost tokens, 145

lower-level security domain
administration, 79, 83
definition, 214

policy inheritance, 45, 93, 94, 98, 99

M
Management Information Base
definition, 214
manual contact lists, 55, 56
mapping directory server data, 49
master password
export for backup, 50
recovery, 50
securing, 50

member user

definition, 214

member user group

administration, 86

definition, 214

in adirectory server, 52

inaGlobal Catalog, 71

inaream, 28

in a Sun Java System Directory
Server, 72

in atrust relationship, 46

inreams, 43

LDAP directory server integration, 69

moving, 44

on restricted agents, 15

overview, 86

permission to change, 77, 78

restricted access, 87

storing, 48

memory requirements, 18
MIB. See Management Information Base
Microsoft Management Console

Active Directory, 76
administration, 30, 75
definition, 214
installation, 76

MMC. See Microsoft Management Console
mobile devices, 125

N

on-demand tokencode service for online
users, 146

receiving on-demand tokencodes, 34,
108

receiving tokencodes, 108

software token, 32

using for emergency access, 34

using the Business Continuity
option, 147

namespace

definition, 215
in asecurity domain, 28, 44

NAT. See Network Address Trandation
Network Address Trandlation, 66

agent IP address alias, 66

Network Management System

definition, 215
enable SNMP trapping, 153
logging, 152

NMS administrator

definition, 215
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NMS. See Network Management System
node secret

definition, 215

update agent, 53
node. See server node

@)

object
definition, 215

offset
definition, 215

on-demand tokencode, 108, 146
definition, 215
delivery methods, 108
Request Approver, 84
uses, 109

on-demand tokencode service
Business Continuity option, 109, 147
by way of e-mail accounts, 34
by way of mobile devices, 34, 108
definition, 216
delivery methods, 125
emergency access, 146
emergency access tokencode, 34
for online users, 34
requesting, 125
self-service, 33
training, 88

one-time tokencode
Business Continuity option, 147
by way of atext message, 34
by way of e-mail accounts, 34
by way of mobile devices, 34
definition, 216
for online users, 34, 146
on-demand, 34
receiving in atext message, 146
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OpenSSH

support for, 39

Operations Console

attribute mapping, 72

audit logs, 34

definition, 218

directory server integration, 72
disaster recovery, 59

RADIUS administration, 76, 142

options

Business Continuity, 65, 109, 145, 147,
174, 207

creating user groups, 87

custom policies for security
domains, 45, 93

enabling copy protection for software
tokens, 105

for upgrading Authentication
Manager, 30

Global Catalog, 70

install documentation only, 69

licenses, 65

logging and reporting, 35, 149

mapping custom fields to identity
sources, 72

Microsoft Management Console, 75

protecting datain transit, 72

provisioning, 33, 49, 65, 174

RADIUS, 33,141

requiring periodic PIN changes, 96

Secure Sockets Layer for Active
Directory, 71

Secure Sockets Layer for Sun Java
System Directory Service, 71

Short Message Service, 65, 174

standalone database, 68

Outlook Web Access

agent, 38
protecting access through, 38
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P
PAM. See Pluggable Authentication Module
parent security domain, 128
passcode
components, 14
definition, 216
for emergency access, 145
for emergency offline access, 35, 100,
147
hardware and software displays, 103
Help Desk Administrator privileges, 85
lifetime and format, 93
planning policies, 31
Privileged Help Desk Administrator
privileges, 85
protecting, 98, 100
setting minimum lengths, 99
stolen, 93
Token Administrator privileges, 84
tokens, 14
updates and replication, 53
usein authentication, 15
User Administrator privileges, 84
password
policies, 94
requirements, 94
self-service troubleshooting, 121
password policy
administrator, 31
definition, 216
excluded words, 94
password-based encryption
definition, 216
permissions
assigning, 78
definition, 216
PINs, 121
characteristics of, 98
excluded words, 97
methods of creation, 98
stolen, 95
troubleshooting, 121
Pluggable Authentication Module, 39
definition, 216
protecting other protocols, 39
policies
excluded words dictionary, 97
lockout, 94
offline authentication, 94
password, 94
token, 94

policy data, 25
port usage, 66
planning, 127
ports, 22
predefined roles, 123
primary connection pool
definition, 216
primary instance
definition, 216
definition and concept, 28, 169
functionality, 41
installation, 67
number allowed, 28, 169
stops responding, 58
private key
definition, 216
PRN. See pseudorandom number
Protocol Data Unit
definition, 216
provisioning, 33
customizing token graphics, 126
definition, 113, 216
deploying tokens, 107
enrollment, 119
license, 65, 174
read-only or read-writeimplications, 70
Request Approver role, 84
roles, 123
Token Distributor role, 84
user training, 88
provisioning data
definition, 217
proxy servers, 129
pseudorandom number
definition, 217
public key
definition, 217

R
RADIUS. See Remote Authentication Dial-
In User Service
read/write
deciding to enable for accessto the
directory server, 49
identity sources, 117
user profiles, 120
read-only
identity sources, 117
user profiles, 120
read-only or read/write access, 117
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realm
administration, 43
agents, 43
contents, 29
creating, 43
definition, 217
definition and concept, 28, 167
Super Admin managing multiple
reams, 43
record
agent, 14
token, 14
user, 14
Red Hat Package Manager
versionsrequired, 20
regular time-out
definition, 217
Remote Authentication Dial-In User
Service, 38, 58
administration, 30, 33, 76
backup, 34, 61
custom clients, 142
definition, 217
deployment, 137
disaster planning, 140
embedded agent, 28
embedded in servers, 38
installation, 30
installation and configuration
overview, 141
integration, 33
license, 136
load balancing, 56
logging, 34, 36, 150
migrating RSA RADIUS Server
6.1, 143
network integration, 28
number of replicas, 137
overview, 134
performance guidelines, 139
pilot test, 143
planning integration, 133
platform requirements, 17
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ports, 136
profiles, 133, 142
protecting access through, 38
protocols, 133
RADIUS-only installation, 68
RSA Operations Console, 134
server recovery, 60
stops responding, 59
system performance, 56
system requirements, 135
remote EAP
definition, 217
remote post-dial
definition, 217
replacement tokens, 126
replicainstance
definition, 218
definition and concept, 28, 169
functionality, 41
instalation, 67
number alowed, 67
rolein backing up data, 41
stops responding, 58
replicated data, 52
replication, 51, 75
directory server configuration, 52
reports
audit information, 35
customizing, 153
event logging, 35, 149
permissions, 36, 153
run-as, 153
scheduling, 36, 153
SNMP trapping, 153
standard, 35, 149
templates, 153
types available, 153
Request Approver, 123
common tasks, 90
default permissions, 84
definition, 218
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Active Directory password policy, 71
determining license limits, 65
for token and PIN policies, 31
installing the primary instance, 67
lockout policy, 98
planning installation, 64
planning log archiving, 152
planning passwords, 94
planning Token PIN, 95
RADIUS, 135
replicainstance, 67
system, 17
when using Global Catalog, 71
resources
protected by agents, 38
restricted access
agent host, 87
roles. See administrative role
RPM. See Red Hat Package Manager
RSA Authentication Manager Servers, 38

The Security Division of EMC
requests, 125 RSA Credential Manager
definition, 218 configuring, 116
during database backup, 61 Credential Manager Configuration -
from an agent, 14 Home page, 115
handling through RADIUS, 133 customizing token graphics, 126
load balancing, 29, 55 definition, 218
on-demand tokencode service, 123 described, 113
planning optimal system e-mail address, 127
performance, 51 planning, 121, 125
provisioning approval, 84 self-service troubleshooting, 121
Request Approver tasks, 90 Welcome, what would you like to do?
routing to replicainstances, 60 page, 114
through contact lists, 29 RSA EAP
through manual contact lists, 56 definition, 218
through RADIUS, 38, 134, 136 RSA Operations Console
through the primary instance, 41 accounting and logging, 34
to the Token Distributor, 84 attribute mapping, 72
Token Distributor tasks, 90 definition, 218
using Authentication Manager, 13 directory server integration, 72
when areplicainstance stops disaster recovery, 59
responding, 60 permission to access, 77
when the primary instance stops RADIUS, 134
responding, 58 RADIUS administration, 76, 142
reguirements RSA Protected OTP

definition, 218
RSA SecurlD token
Business Continuity option, 147
definition, 14, 15
deployment, 32
passcode length, 99
types, 32, 103
user training, 88
RSA SecurlD tokens. See tokens
RSA Security Console
definition, 218
integration, 72
supported browsers, 22
RSA Self-Service Console, 114
customizing Help, 114
definition, 218
impact of read-only or read/write
access, 117
logon methods, 119
replacement tokens, 126
tasks, 117
troubleshooting, 121
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runtime
audit information, 35, 149, 150
changes, 53
database corruption, 57
definition, 218
enforcing time restricted access, 87
identity source, 70
log signing, 149
updates, 53, 54
when using Global Catalog, 70
runtime command
definition, 218
runtime identity source
asanorma domain, 71
definition, 218
Global Catalog, 71

S
scope
assigning, 79
definition, 219
definition and concept, 79
exceptions for Credential Manager, 124
SDTID file format, 127
secondary connection pool
definition, 219
Secure Sockets Layer
definition, 219
integration, 72
Sun Java System Directory Server, 71
SecurlD PIN purpose, 14
security
of connections, 50
of equipment, 50
of key material and system
passwords, 50
Security Console
administrative access, 42
definition, 218
integration, 72
supported browsers, 22
security domain, 43
definition, 219
definition and concept, 28, 167
for Credential Manager, 120
how created, 44
number allowed, 44
organizing, 44
policiesassigned to, 44
policy inheritance, 45

The Security Division of EMC

security questions, 122
definition, 219
seed file
tokens, 14
selecting
default token types, 126
identity sources, 121
on-demand tokencode service, 125
tokens for Credential Manager, 125
user groups for Credential
Manager, 125
self-service
definition, 113, 219
tasks, 116
troubleshooting, 122
Self-Service Console
definition, 218
Self-Service Console. See RSA Self-Service
Console
self-service requests, 32
definition, 219
self-service troubleshooting, 122
self-service troubleshooting policy
definition, 219
server node
administrative access, 42
cluster, 28, 169
definition, 219
definition and concept, 28, 169
host location, 68
installation, 68
number alowed, 68
platform requirements, 68
stops responding, 59
with an agent, 27, 28
services
defined, 22
protocols used, 22
session
administrative control, 133
definition, 219
limiting length, 135
session policy
definition, 220
shipping address
definition, 220
Short Message Service
definition, 220
Short Message Service (SMS). See on-
demand tokencode service
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Simple Mail Transfer Protocol
definition, 220
Simple Mail Transfer Protocol
(SMTP), 125, 127
Simple Network Management Protocol
definition, 220
Trapping, Network Management
Server, 153
single sign-on
definition, 220
SMS
definition, 220
for delivering tokencodes, 108
license, 65, 174
service provider, 108, 109
SMTP
definition, 220
SMTP. See Simple Mail Transfer Protocol
snap-in
definition, 220
Microsoft Management Console, 75
SNMP
trapping, 153
SNMP agent
definition, 220
SNMP trap
definition, 220
SNMP. See Simple Network Management
Protocol
software tokens
issuing, 127
Solaris
requirements, 21
SSL LDAPR, 25
SSL. See Secure Sockets Layer
SSO. See single sign-on
stolen passcodes, 93
stolen PINs, 95
Sun Java System Directory Server, 25
integration process, 71
Secure Sockets Layer, 71
Super Admin
creating, 81
definition, 221
modifying, 82
number allowed, 81
supported browsers, 22
symmetric key
definition, 221

system

required packages, 20
system event

definition, 221
system events

log types, 150
system log

definition, 221

log consolidation, 152

sending log files, 152
system performance, 56
system requirements

Linux, 19

Microsoft Windows, 18

Solaris, 21
system-generated PINs, 98

T
TACACS+, See Terminal Access Controller
Access Control System+
telnet
protecting access through, 39
temporary fixed tokencode
definition, 221
emergency access, 34
for online users, 146
temporary license, 147
Terminal Access Controller Access Control
System+
agent, 38
protecting access through, 38
terms and concepts, 27—28
time restricted access, 87
enforcing, 87
time-based token
definition, 221
Token Distributor, 123
definition, 221
token graphics, 126
token provisioning
deciding to enable read/write access to
the directory server, 49
definition, 221
deploying tokensto users, 107
token record
definition, 14
issue and distribution, 32
role in the authentication process, 16
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tokencode
definition, 221
delivering by SMS, 108
delivering by way of mobile devicesand
e-mail accounts, 108
emergency access, 100
event-based, 103
generating, 14
in two-factor authentication, 14
number of offline days, 99
offline emergency access, 35
on-demand, 34, 108
on-demand tokencode service, 33
one-time, 34
protecting, 95, 98
rolein authentication, 14
temporary fixed, 34
time-based, 103
tokens, 103
default, 126
definition, 221
distributing, 126
emergency access, 145
lost or broken, 128
lost or damaged, 145
passcode, 14
replacement, 126
seed file, 14
software, 108
temporarily unavailable, 128
two-factor authentication, 14
top-level security domain
definition, 222
tracelog
definition, 222
planning log maintenance, 150
resolving user issues, 150
training topics, 89
transaction routing
network malfunction, 57
troubleshooting, 121, 122
trust package
definition, 222
trust relationship
agent host, 46
how it works, 46
managing user groups, 46
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trusted realm
agent, 45
definition, 222

two-factor authentication
definition, 222
on-demand tokencodes, 108
online, interactive tour, 110
tokens, 14

two-pass CT-KIP
definition, 222

U
UDP. See User Datagram Protocol
UNIX
agent, 39
user and group data, 25
User Datagram Protocol
definition, 222
user groups
data source, 48
definition, 222
inaream, 43
in multiple security domains, 43
inrealms, 28, 29, 43
managing, 43
membership, 125
transfer between realms, 43
trusted users, 46
User ID
definition, 222
user profiles, 121
user record
definition, 14
source, 14
user requests
types of, 123
user-generated PINs, 98
users
definition, 222
transferring, 86

V
version number, determining, 12
Virtual Private Network
agent, 38
embedded agent, 28
VPN. See Virtual Private Network
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W workflow
web pages definition, 223
agent, 39 workflow definitions, 123
protecting accessto, 39 workflow participant
Welcome, what would you like to do? definition, 223
page, 114 workflows, 123
Windows
desktop agent, 39 Z
Event Log, 152 ZIPfileformat, 127

Windows requirements, 18
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