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RSA SecurlD Ready Implementation Guide

Last Modified: November 18, 2004

1. Partner Information

Partner Name Cisco Systems

Web Site WWW.CiSco.com

Product Name Cisco VPN 3000 Concentrator Series

Version & Platform VPN 30xx

Product Description Cisco VPN 3000 Series Concentrators is a family of purpose-

built, remote access Virtual Private Network (VPN) platforms
and client software that incorporates high availability, high
performance and scalability with the most advanced
encryption and authentication techniques available today.
Supported connectivity mechanisms include IPSec and
WebVPN (Clientless SSL Web browser-based connectivity).

Product Category Perimeter Defense (Firewalls, VPNs & Intrusion Detection)
Cisco SYSTEMS
AVVID
Fartner

2. Contact Information

Pre-Sales Post-Sales
E-mail sales@cisco.com tac@cisco.com
Phone 1 800 553 6387 1 800 553 2447
Web WWW.CiSC0.com www.cisco.com/public/support/tac/home.shtml
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3. Solution Summary

Feature

Details

Authentication Methods Supported

RSA Authentication Agent Library Version
RSA Authentication Manager Name Locking
RSA Authentication Manager Replica Support
Secondary RADIUS Server Support

Location of Node Secret on Client

RSA Authentication Agent Host Type
RSA SecurID User Specification

Support for Download of Offline Day Files
RSA SecurID Protection of Partner Product
Administrators

RSA Software Token API Integration

Native RSA SecurlD and RADIUS
Version # 5.02

Yes

Full Replica Support

Yes

Stored internally: Administration —
File Mangement - *.SDI
Communication server
Designated users for VPN client, all
users for WEB VPN

No

No

Yes

__ NAS

[ | Laptop
with PPP

Telcoll

etﬂEP

[y

— =" Firewall
Router/

Home Gateway
Corporate
Headgquarters
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4. Product Requirements

¢ VPN Concentrator
Hardware Supported:

e Cisco VPN 3000 Series Concentrators, Models 3005 through 3080
e Altiga Networks VPN Concentrators, Models C10 through C60

Platform Files

¢ Files beginning with vpn3000- support the VPN Concentrator 3015 through 3080 platforms.
e Files beginning with vpn3005- support the VPN Concentrator 3005 platform only.

e VPN Client

Operating Systems supported:

Microsoft® Windows® 95 (OSR2), Windows 98, or Windows 98 (second edition)

Windows ME

Windows NT® 4.0 (with Service Pack 6, or higher)

Windows 2000

Windows XP

Sun UltraSPARC, 32-bit or 64-bit Solaris kernel OS Version 2.6 or later

RedHat Version 6.2 or later Linux (Intel), or compatible libraries with glibc Version 2.1.1-6 or
later, using kernel Versions 2.2.12 or later

e Macintosh, OS X, Version 10.1.0 or later

Hardware Supported:

e 50 MB hard disk space.

¢ RAM:
o0 32 MB for Windows 95/98
o0 64 MB for Windows
0 64 MB for Unix, Linux

To install the VPN Client on any system, you need:

e CD-ROM drive (if you are installing from CD-ROM)
e Administrator privileges

The Cisco VPN Client supports the following Cisco VPN devices:
e Cisco VPN 3000 Concentrator Series, Version 3.0 and later

e Cisco PIX Firewall, Version 6.2.2 (122) or Version 6.3(1).
e Cisco I0S Routers Version 12.2(8)T and later
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5. RSA Authentication Manager configuration

Perform the following steps to set up the Cisco VPN
Authentication Manager’s database.

e Onthe RSA Authentication Manager computer, go to Start > Programs > RSA ACE/Server, and

then Database Administration - Host Mode.

3000 as an Agent Host within the RSA

1. Onthe Agent Host menu, choose Add Agent Host....

Add Agent Host E3

Name: ICiscu‘JPN3l]l]l]|

Network address: |1 0.100.10.5

Sitt::l

Select |

Agent type: _
Communication Server

Encryption Type: " SDI  DES

[~ Node Secret Created

Single-Transaction Comm Server hd

I Open to All Locally Known Users

[~ Search Other Realms for Unknown Users

[" Requires Name Lock

[T Enable Offline Authentication

[ Enable Windows Password Integration

[T Create Verifiable Authentications

Group Activations...

User Activations...

Secondary Nodes...

Delete Agent Host

Edit Agent Host Extension Data...

Assignf{Change Encryption Key...

Assign Acting Servers...

Create Node Secret File...

0K I Cancel Help

Under Secondary Nodes, define all hostname/IP addresses that resolve to the

0 In Name, type the hostname of the Cisco VPN 3000.
0 In Network address, type the IP address of the Cisco VPN 3000.
o For Agent Type, select Communication Server.
o]
Cisco VPN 3000. (IF NEEDED)
o]

Note: It is important that all hostname and IP addresses resolve to each other. Please reference the
RSA Authentication Manager documentation for detailed information on this and other configuration
parameters within this screen. Subsequently, you can also select the ‘Help’ button at the bottom of the

screen.

(IF using RADIUS) Under Assign/Change Encryption Key..., enter the encryption
key. This must match the encryption key you enter on the Cisco VPN 3000.
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6. Partner RSA Authentication Agent configuration

This section provides instructions for integrating the Cisco VPN 3000 with RSA SecurlD. This document
is not intended to suggest optimum installations or configurations. It is assumed that the reader has both
working knowledge of the two products to perform the tasks outlined in this section and access to the
documentation for both in order to install the required software components. All products/components
need to be installed and working prior to this integration. Perform the necessary tests to confirm that this
is true before proceeding.

The VPN 3000 Concentrator Series appliance is configurable using a standard browser (Netscape or
Internet Explorer). User must have authenticated using an authorized administrator username/password.
If using SSL, user must first install the SSL certificate from the VPN3000.

Native RSA SecurlD configuration

e The Cisco VPN 3000 has native support for SecurlD authentication and does not require a
RADIUS proxy/server to authenticate. In the Configuration > System > Servers > Authentication
Screen, Add the following:

Server Type: SDI

Authentication Server: hostname or IP address of RSA ACE/Server
SDI Server Version 5.0 or Pre-5.0

Server Port: 5500

¥PN 3000 Concentrator [ph017] - Microsoft Internet Explorer

Edit Wew Favortes Tools  Help |
GBak + = - ) 7at | Qhsearch [GFavorites GfMedia £ | BN S -
Address I@ hittp:/fph0L 7 access. html j @Go | Links >
q x VPN 3000 Main | Help | Support | Logout
; 4 Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring
{HConfiguration
—nterfaces Configuration | System | Servers | Authentication | Modify
—Heystem
byservers Change a configured user authentication server.
-Authertication
A ccounting
Server Type lﬁ Selecting lnternal Server wil let you add users to the mntemal user
DHCP database.
iresal Oy
o Authentication
EHITP |1D.1DD.50.3? Enter IP address or hosiname.
A ddress Management Server
e SDI Server Version |5.0 | Choose SDI Server Version.
—EHP Rowting
HEHanacement Protocols Server Port |5500 Enter 0 for default port (5500
—FHEvents . . .
—EHzeneral Timeout |4 Enter the timeout for this server (zeconds).
[Eclient Updste Retries IZ_ Enter the number of retries for this server
—L{ oad Balancing
—EHJzer Management Apply | Cancel
—{FHPolicy Manademert
{FHAdministration
H{*HMonitoring
Cisco SysTems
@ Authentication Servers l_ ’_ l_

Figure 1 — SecurlD Authentication configuration
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SDI Version pre-5.0 - SDI versions prior to 5.0 use the concept of a master and a slave server, which
share a single node secret file (SECURID). On the VPN Concentrator you can configure one pre-5.0 SDI
master server and one SDI slave server globally, and one SDI master and one SDI slave server per each

group.

SDI Version 5.0 - SDI version 5.0 uses the concepts of a primary and replica server. A version 5.0 SDI
server that you configure on the VPN Concentrator can be either the primary or any one of the replicas.
You can have one primary server, and up to 10 replicas; use the SDI documentation for configuration
instructions. The primary and all the replicas can authenticate users. Each primary and its replicas share
a single node secret file. The node secret file has its name based on the hexadecimal value of the
ACE/Server IP address with .SDI appended. The VPN Concentrator obtains the server list when the first
user authenticates to the configured server, which can be either a primary or a replica. The VPN
Concentrator then assigns priorities to each of the servers on the list, and subsequent server selection
derives at random from those assigned priorities. The highest priority servers have a higher likelihood of
being selected.

e To configure a Slave server for use with versions of ACE/Server prior to 5.0, simply add an
additional “SDI” authentication server:

isco Systems, Inc. ¥PN 3000 Concentrator [ph017] - Microsoft Internet Explorer

File Edit ‘ew Favorites Tools Help
& Q@ [P0 A Q@ @ @ @B S W
Back Forward Stop Refresh  Home Search Favorites  Media  History Hail Print Edil:
Address @ http: ffph01 7faccess. html j ﬁGo Links **
q A VPN 3000 Main | Help | Support | Logout
4 . Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring
H{+Configuration
—Interfaces Configuration | System | Servers | Authentication
HEFoystem Save Needed([)
Choervers
Authertication This section lets you configure parameters for servers that authenticate users.
Accounting
DS,
DHCP Tou should have a properly confipured RADIUS, NT Domain, or 3DI server to access, or you can configure the mternal server
Firewall and add users to the mternal database.
NTP
[TEAddress Management Click the Add button to add a server, or select a server and click Modify, Delete, Move, or Test.

—EFTunneling Protacols
—EHP Routing

HEHManagement Pratocols Authentication
[EHEvents Servers Actions
—EHGeneral
[—EHClient Update 1010040127 (SDN) A |
Load Balancing 10.100.40.128 (=0l _
|- User Management Internal (Internal) Madify |
FHPolicy Managerment Del
{FrAdministration clEiE |
F-Monitoring Move Up |
kove Down |
Test |
Cisco SrsTems
@ Server Configuration ’_ ’_I_ E Local intranet

Figure 2 - Authentication Server List Menu
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RADIUS Server Configuration:

e The Cisco VPN 3000 can also support RADIUS authentication to authenticate. In the
Configuration > System > Servers > Authentication click add. Then add the following:

Server Type: RADIUS

Authentication Server: Hostname or IP address of RADIUS Server
Server Port: Usually 1645 or 1812 by default

Server Secret: Server secret set in the RADIUS server.

A Cisco Systems, Inc. YPN 3000 Concentrator [ph017] - Microsoft Internet Explorer,

File Edit Wew Favorites Tools  Help

.0 K @ & L ¥ @€ & KR 5

Back Forward Stop Refresh Home Search Favorites Media History Iail Print i Discuss Real.com

Address @ httpff10, 100,51, 17 access, html v| Go | Links ? @~
& Search 'Web - @ @ 554 blocked E AutoFill E E Options 4"

VPN 3000

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

+tConfiguration

—Interfaces Configuration | System | Servers | Authentication | Modify

—Elaystermn

Coenvers Change a configured user authentication server.
-Authenticatian
Authorization
Accounting Selecting futernal Server will let you add users to the mnternal user
DG Server Type ‘ RADIUS V| database. If you are using RATIUS authentication or do not require an
DHCP additional autherization checl, do not configure an authorization server.

Firewall ..
NTP Authentication

‘10.1 00.50.37 | Enter IP address or hostname.

—TEHAddress Management Server
—E-Tunneling Protocols

PEmID Server Port 1645 Enter 0 for default port (16435).
[—EManagement Protocols Timeout D Enter the timeout for this server (seconds).
[—HHEvents
- Ceneral Retries Enter the number of retries for this server.
—ErClient Update
Load Balancing

—EUser Management E
VEI‘lfy‘..l-l..".."l.- |Re—Enter the secret.
—FHPolicy Management

{FMonitoring

Server Secret ‘uuuuuuuu |Enter the EATIUS server sectet.

Cisco SysTems

a Authorization Servers ® Internet —I
Figure 3 — RADIUS Authentication configuration
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Group Configuration:

e In order for SecurlD or RADIUS authentication to work properly, you need to create a group and
set its authentication type to SDI for SecurlD or RADIUS for RADIUS. This is done under
Configuration > User Management > Groups: Click add to add a new group of users to be
SecurlD-challenged:

s, Inc. ¥PN 3000 Concentrator [ph017] - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

¢aBack » = - @ i) | Qi Zearch G Favarites i Media ®| B S 3|

ngdress@http:mo.100.51.1?1access.html x| @eo |nks >
5 [ BIEEID

71 Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

-EHConfiguration

—interfaces Configuration | User Management | Groups
—EHSystem Save Needed
CHServers

iﬁ:::tzica:::n This section lets you configure groups. & group is a collection of users treated as a single entity.

-Accounting X X .

Click the Add Group button to add a group, or select a group and click Delete Group or Modify Group. To modify other

group parameters, select a group and chick the appropriate button,

irewvall

ENS . .
o= Actions Current Groups Modify
[Ehaddress Management AdmitOne {Internally Configured) —
" Authentication Servers

[ | FE (Internally Configured)
[ e P il RADIUS (Intemally Configured) Autharization Servers
SecurlD (ntemally Configured)

—EHGeneral Accounting Servers
EHClient Update Add Group |

|
|
|
_ Address Paal
| et _ Moay G| I
|
|
|

—Basze Group Delete G
elete Grou |
[——Groups P Bandwidth Assignment

—lzers
[—EHPolicy Managemert WebWPN Servers and URLs

FHTunneling and Security
-FHAdministration WebWPN FPort Forwarding

-FHMonitoring

Cisco SysTims

@ MBMS Servers ’_ ’_ '_ Elli' Local inkranet
Figure 4 — Adding a Group
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e Give the group a name and a password. Since you are configuring this group on the VPN3000
then choose the “Type” to be “Internal”.

Fle Edit
&Back - = - & [2] ﬁ| Qhsearch [GgFavorites G Media ®| By S

Address @http:,fno.mo.m.1?faccess.htm| =| @ |unks »
‘ "(le// VPN 3000 Main | Help | Support | Logout

Wiew Favorites Toolks  Help

f A\ Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

{-HConfiguration
——nterfaces Configuration | User Management | Groups | Modify SecurlD

—Hsystem
L Check the Inherit? box to set a field that you want to default to the base group value. Tncheck the Inherit? box and enter a new
value to override base group values.

-Authentication

DS Identity | General Client Confiy | Client F\W
DHCP Identity Parameters
BNS Attribute Value Description

FHITP. Group
—Eraddress Manaoemert Name
[—EEHP Routing
EHanagemert Protocols Password I’‘‘°‘‘“‘°‘‘°‘‘°‘‘°‘‘°‘‘°“°“°“°"“‘°“°“°‘k Enter the password for the group.
[—EEvents - -

B Verify I"“‘““"“‘“‘“‘”‘“‘“‘“‘“‘“‘“‘“‘““ Verify the group's password.
[ Cliert Update T m External groups are configured on an external authentication server (e.g BADIUS).
_@m ype|lnems Internal groups are configured on the VP 3000 Concentrator's Internal Database.
e Apphy | Cancel |
——Groups
L—Users
—EHPolicy Management
—FHFTunneling and Security
FhAdministration
FMonitoring

|SecurID Enter a urique name for the group.

Cisto Svstims

@ Group Parameters ’_ ’_ ’_ iﬁi’_ Local intranet

Figure 5 — Group Identity Configuration
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e Then click the “IPSec” tab. Set the Tunnel Type to “Remote Access” and the Authentication type
to “SDI” for SecurlD or RADIUS for RADIUS. SecurlD is shown in this example.

File Edit “iew Favorites

-ator [ph017] - Micro:

Help

soft Internet Explorer

Back » = - D ﬁ| @isearch [GFavorites  fiMedia ®| - S -5

Address I@ http:f{10.100.51.17jaccess. himl

x| @eo |Links >

7

HConfiguration
——intetfaces
—EFsystem
CHervers

—EhAddress Management
—EHP Routing
—EHanadement Protocols
—EHEvents

—EHGeneral

—#HClient Update

—L oad Balancing
—EHlser Manacemert
—Hase Group
—Groups

—Lsers

—EHPalicy Manacement

" Tunneling and Security
FHAdministration
-FHMonitoring

Cisco SrsTems

VPN 3000
Concentrator Series Manager

Configuration | Administration | Monitoring

Configuration | User Management | Groups | Modify SecurlD

Check the Inherit? box to set a field that you want to default to the base group value. Tncheck the Inherit? box and enter a new
wvalue to override base group values

Identity | General IPSec | Client Config | Client FWW | HW Client | PPTP/L2TP | WebVWPN
IPSec Parameters
Attrihute Value Inherit? Description
IPSec SA I SecurlD_S4 j [T |3elect the group's IP3ec Secunty Association.
IKE Peer Identity Select whether or not to validate the identity of the
f 1 D tcheck hd .
Vahdauonl e J = peer using the peer's certificate.
IKE Keepalives| @ & Check to enable the use of TEE keepalives for
members of this group.
(seconds) Enter how long a peer is permitted to
Confidence Interval|300 ¥ |idle before the VP Concentrator checks to see if]
it 1z still connected.
l—_l' Select the type of tunnel for this group. Update the
Turmel Type [Remote Access = Remote Access parameters below as needed.
Remote Access Parameters
Group Lock| ™ ¥  |[Lock users ito this group.
Select the authentication method for members of
Authentication| | j=inl] j [T |this group. This parameter does not apply to
Individual User Authentication.
If members of this group need authorization in
L I—_l addition to authentication, select an authorization
Authorization Type||None 2 method. If vou configure this field, vou must also

@ MEBMNS Servers

Figure 6 — IPSec Configuration
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Main | Help | Support | Logout

Logged in: admin

-

=

[ | BB Localintranet
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Note: When the VPN 3000 authenticates using native SecurlD, against the ACE/Server for the first time,
a secret key is exchanged which is called the node secret. This file can be viewed/deleted/copied from
within the VPN3000 Series Concentrator Manager by browsing to Administration >File Management. The
file is a HEX number followed by .SDI.

0 Systems, PN 3000 Concentrator [ph017] - Microsoft Internet Explorer

Fi Er i =) Tools  Help

Giack - & - @D [ A Qoeach [Favortes redia (4 | By S

Address [@] htp: ph017 access, bl
&l VPN 3000

Concentrator Series Manager

x| @ |unks >
Main | Help | Support | Logout

Logged in: admin
Configuration | Administration | Monitoring

0| Refresh@ 4|

irevvall

TR
—EHAddress Manacement
—EHTunneling Protocols
—EHP Routine
—EFHanacement Protocols
—EHEvents
—EHGeneral
—EHClient Update
— oad Balancing
—EH)ser Management
—Base Groug |
——Groups
—Lzers
—FHPalicy Manacement
HAdministration
-Admirister Sessions

Tthus screen lets you manage files on the VP 3000 Concentrator. Select a fle from the list and click the appropriate Action, or
choose an action from the lst below.

o Swap Config File -- swap the backup and boot confipuration files.
o TETT Transfer -- transfer files wia TETP.

o File Tpload -- send a file wia HTTE.
o ML Export -- export the configuration to an XL file.

Total: 12368KB, Used: 1074KB, Free: 11294KB
|Size (hytes) | Date/Time | Actions
04643225 DI | 512 08052002 14-28 32 [[ Tiew | Delete | Copy |
[CONFIGBAE | 28137 [08/06/2002 15.54:50 [[ View | Delete | Copy ]
[CONFIGLST |  29295(04/16/2002 16:42:26 |[ View | Delete | Copy |
[ otware Jpdele [COWFIGOLD |  29523[04/16/2002 17.04:46 [ Visw | Delete | Copy ]

—Ping [coNFIG | 28091 [08/06/2002 15:57 18 [ Vizw | Delete | Copy |
—hlonitoring Refresh

Filename

| Eraccess Rights [LOG.TxT | 65775 [10/03/2000 14.29:24 [ View | Delete | Copy ]
%}'ﬁm [LOGO000TTHT| 155573 [0417/2002 05:20:58 |[ View | Delete | Copy |

TFTE Transter [LOGOOD0Z. TXCT | 153866 [04/17/2002 22:10:20 [ View | Delete | Copy ]
o [LOGO0003.TCT | 154152 [04/18/2002 14.59:40 [ View | Delete | Copy ]

L1 certificate Management | [LOGO0004 THT| 154200 [04/13/2002 074902 [ View | Delete | Copy |
L"'E’l':“ — = [SAVELOGTXT| 185218 [08/05/2002 14:28:30 [ Fiew | Delete | Copy ]
[T003E 005 | 790 [02/20/2001 14.24:12 [ View | Delete | Copy |

=
[&] copy [ | [EEvrocalintranet

Figure 7 — Location of Node Secret File
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Web VPN Configuration

The Web VPN uses the first authentication server listed to authenticate all users. Go to Configuration >
System > Servers > Authentication and move the authentication server that should be used for
authentication to the top of the list. See figure2 at the beginning of this section.

Note: You can change the Login Message displayed to the user by going to Configuration > Tunnel and
Security > WebVPN > Home Page. Then enter the Login Message.

isco Systems, Inc. ¥PN 3000 Concentrator [ph017] - Microsoft Internet Explorer

Ele Edt Wiew Favorites Tools Help

bk - & - Q[ G Qearch [rswrtss Geds B B - B
agidress [&] hetp:fj10,

.17 access. html

I =] pen | Links »
VEN 3000

Logged in: admin
Configuration | Administration | Monitoring
Servers ;I

Concentrator Series Manager

-Address Management
P Routing
anagement Protocols

Configuration | Tunneling and Security | WebVPN | Home Page

Configure the 331 VPIV home page. The home page loge configuration is at Configuration | Tunneling and Security |
WebVFI | Logo.

Title |WebVPN Services

set Management
Ease Group Login Message |Please enteryour usemame and PASSCODE

roups

. Tse celor name (for ezample, black), or RGE (0,0,0) or HTML
e LEDIE At ] TTTED (O00000) notation. The default velue is #9959CIC
AE:ECESw Title Bar Text |'White = Auto bases the value (either black or white) on the Title Bar Color.

I#CCCCFF Use color name (for example, black), or RGE (0,0,0) or HTML
(#000000) notation. The default value is #CCCCFF

Traffic Management
roup Matching Secondary Bar
Tunneling and Security Color

SecundaryT]ii Black > Auto bases the value (gither black or white) on the Title Bar Color
PSec
Sample Display
L

ITTRHTTPS Proxy:
iome Page

This is how these colors look.

Port Forwarding
Apply Cancel |
Cisco Systems

L«l

[&] Home Page Parameters ,_ ,_ ,_ ﬁ{' Local intranst
Figure 8 ~Web VPN logon page configuration

In this example we have changed the Login Message to “Please enter your username and PASSCODE.”

2} web¥PN Services - Microsoft Internet Explorer

=lolx
File  Edit i

Wiews Favorites  Tools  Help |

Back + = - (2 7at | Qhsearch [GFavorites GfMedia £4 | BN S -

Address @ https: 10,100,511 7 fwebvpn. html

| @eo |Links =

=
WebVPN Services

Please enter your username and PASSCODE.

Username: ||
Password: |

Login I Clear |

|
@ Done ’_ |_|—é_ i;:l;'i'_ Local intranet 4

Figure 9 ~Web VPN logon page
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VPN Client Con

e Install th

@ YPN Client - ¥ersion 4.6.00.0049

figuration

e Cisco VPN client.

Connection Entries Status Certificates Log Options Help

=10l x|

o, £ @ Cisco SrsTENs
4
Connect Mew Import b oudify Delete

Connection Entries IEertificates I Log I

4]

Connection Entry 7

B Ik IyiE]

Trarspart

i Dy

2|

|N0t connecked,

£

e Click the New button to create a RSA SecurlD connection entry. Fill in the appropriate

information for the connection. The group name and password must match the entry you create
on the VPN server.

# ¥YPN Client | Create Mew ¥YPM Connection Enkry

Connection E ko IS ecurl

Dezcription: IHS.-’-‘-. SecurlD ACES auth

Hast:|10.100.51.17

{* Group Suthentication

ITranspDrt | Backup Semvers | Dial-dp |

M arne: ISecurID

Paszward: I*’“‘“*’“‘“

Confirm Password: Ixxmxxx

" Cerlificate Authentication

[ arne: I

[T Send Ca Certificate Chain

[

Eraze Uzer Fazsword |

Save

Cancel

e Click Save.

N securip’
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¢ Highlight the connection created and click connect.

e The user will now be prompted for authentication information.

# ¥PN Client | User Authentication for “SecurlD™ B |

Enter Uzername and Pazsward.

Cisco Systews ... [atohue

« Passcode: ||

] Cancel

RSA Software Token note: If the Cisco VPN client detects that the RSA Software Token is installed
(through the presence of stauto32.dll), users will be prompted for their PIN only. The tokencode
displayed on the RSA Software Token is automatically coupled with the PIN and passed along to the
RSA ACE/Server. VPN Client software should be upgraded to version 2.5 if using RSA Software Token.
You can turn on and off the option for the PIN only prompt when using the Cisco VPN client 4.x. See the
VPN client profile configuration parameters section for more information.

VPN client profile configuration parameters:

You can enable and disable the ability of the VPN client to only prompt the user for their PIN when using
the RSA Software Token adding the following setting in your profile file. This file is located by default in
Program Files\Cisco Systems\VPN Client\Profiles. The file name is the name of the connection entry with
a .pcf extension.

SDIUseHardwareToken = 0 or 1
0 = Yes use RSA Software Token (default)
1 = No, ignore RSA Software Token installed on the PC.

You can also change the prompts displayed to a user that is authenticating using RADIUS to better
resemble a SecurlD authentication by setting the following parameter in the profile file.

RadiusSDI
0 = No (default)
1=Yes

See the VPN client documentation for more information on these and other settings that can be used.
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7. Certification Checklist

Date Tested: November 18, 2004

Tested Certification Environment

Product Platform (OS) Product Version
RSA Authentication Manager WIN2K SP4 6.0
RSA Authentication Agent N/A N/A
RSA Software Token WIN2K SP4 3.0.3 [008]
RSA Sign-On Manager WINZK SP4 4.0
Cisco VPN 3000 Concentrator 4.1.6.Rel-k9.bin 4.1.6.Rel-k9.bin
Cisco VPN Client WIN2K SP4 4.6
Test ACE Web ACE RADIUS RADIUS
VPN Web VPN Client
1*' time auth. (node secret creation) | P P ] |
New PIN mode:
System-generated
Non-PINPAD token P P P P
PINPAD token P P P P
User-defined (4-8 alphanumeric)
Non-PINPAD token P P P P
Password P P P P
User-defined (5-7 numeric)
Non-PINPAD token P P P P
PINPAD token P P P P
Software token P P P P
Deny 4 digit PIN P(1) P P P(2)
Deny Alphanumeric P(1) P P P(2)
User-selectable
Non-PINPAD token P P P P
PINPAD token P P P P
PASSCODE
16 Digit PASSCODE P P P P
4 Digit Password P P P P
"Pin-less" TokenCode P P P P
Next Tokencode mode
Non-PINPAD token P P P P
PINPAD token P P P P
Software Token API Authentication
New PIN mode N/A P(3) N/A N/A
8 Digit PIN with 8 Digit TokenCode N/A P N/A N/A
Failover P P P P
User Lock Test (RSA ACE Lock P P
Function)
No RSA ACE/Server P P P P

MPR / SWA

N securip’

*P=Pass or Yes F=Fail N/A=Non-available function (#)=See Known Issue
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8. Known Issues

1) Failed PIN creation via SecurlD with Web authentication.
When a user fails to enter a PIN that matches the PIN criteria the first time they will be prompted
again to create a PIN but it will not work. The user will then be asked to authenticate again, which will
then prompt them to create a PIN.

2) Failed PIN creation via RADIUS with VPN Client.
When a user fails to enter a PIN that matches the PIN criteria they will need to disconnect and
reconnect before they can attempt to create the PIN again.

3) Failed authentication after Cisco VPN 3000 is restarted.
The Cisco VPN 3000 will be unable to authenticate to the RSA Authentication Manager Servers if the
RSA Authentication Manger is stopped and the Cisco VPN 3000 is restarted during this time. The
reason for this is that the Cisco VPN 3000 stores the RSA Authentication Manger Server list in
memory and thus the server list is lost during a restart If the Primary RSA Authentication Manger
Server is not running when the Cisco VPN 3000 starts backup it will not be able to authenticate
because the only server defined on the Cisco VPN 3000 is the Primary RSA Authentication Manger
Server. To correct this issue the Primary RSA Authentication Manger Server needs to be restarted or
the Primary RSA Authentication Manger Server needs to be removed as the authentication server on
the Cisco VPN 3000 and one of the Replica RSA Authentication Manger Server is define as the
authentication server.
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