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Partner Information

Product Information

Partner Name Microsoft

Web Site http://www.microsoft.com/ISAServer

Product Name Internet Security and Acceleration (ISA) Server

Version & Platform 2004

Product Description ISA Server 2004 provides advanced protection, ease of use, and fast and

secure access for all types of networks. It is particularly well suited for
protecting networks that are running Microsoft applications, such as
Microsoft Outlook Web Access (OWA), Microsoft Internet Information
Services, Office SharePoint Portal Server, Routing and Remote Access
Service, Active Directory services, and others.

Product Category Perimeter Defense
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Microsoft* .
Internet Security &
Acceleration Serverzo04
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Solution Summary

ISA Server 2004 contains a full-featured, application-layer-aware firewall that helps protect organizations
of all sizes from attack by both external and internal threats. ISA Server 2004 performs deep inspection
of Internet protocols such as Hypertext Transfer Protocol (HTTP), which enables it to detect many threats
that traditional firewalls cannot detect.

The integrated firewall and VPN architecture of ISA Server support stateful filtering and inspection of all
VPN traffic. The firewall also provides VPN client inspection for Microsoft Windows Server 2003-based
guarantine solutions, helping to protect networks from attacks that enter through a VPN connection. In
addition, a completely new user interface, wizards, templates, and a host of management tools help
administrators avoid common security configuration errors.

Microsoft ISA Server 2004 supports Native SecurlD APIs for strong authentication to hosted web content.

Partner Integration Overview

Authentication Methods Supported

Native RSA SecurlD Authentication

List Library Version Used

5.0.3

RSA Authentication Manager Name Locking

Yes

RSA Authentication Manager Replica Support

Full Replica Support

Secondary RADIUS Server Support N/A
Location of Node Secret on Agent In Registry
RSA Authentication Agent Host Type Net OS
RSA SecurlID User Specification All Users
RSA SecurlID Protection of Administrative Users No

RSA Software Token API Integration No

Use of Cached Domain Credentials No

External Web Clients

Protected Subnet

Internal Hetwark
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Product Requirements

Partner Product Requirements: ISA Server 2004 (SP1)

CPU 550 MHz Pentium Il or faster processor
Memory 256 Mb or more recommended
NTFS-formatted local partition with 150 MB of available
Storage hard-disk space; additional space required for web cache
content

Operating System

Platform Required Patches

Windows 2000 Server Service Pack 4

Windows Server 2003

Additional Software Requirements

Application Additional Patches
ISA Server 2004 Service Pack 1
Internet Explorer 6.0 or later
Microsoft Hot Fix 0821887 Windows 2000 Only

Agent Host Configuration

To facilitate communication between the Microsoft ISA Server and the RSA Authentication Manager /
RSA SecurlD Appliance, an Agent Host record must be added to the RSA Authentication Manager
database. The Agent Host record identifies the Microsoft ISA Server within its database and contains
information about communication and encryption.

To create the Agent Host record, you will need the following information.

e Hostname
e |P Addresses for all network interfaces
¢ RADIUS Secret (When using RADIUS Authentication Protocol)

When adding the Agent Host Record, you should configure the Microsoft ISA Server as a Net OS Agent.
This setting is used by the RSA Authentication Manager to determine how communication with the
Microsoft ISA Server will occur.

@? Note: Hostnames within the RSA Authentication Manager / RSA SecurlD
Appliance must resolve to valid IP addresses on the local network.

Please refer to the appropriate RSA Security documentation for additional information about Creating,
Modifying and Managing Agent Host records.
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Partner Authentication Agent Configuration

Before You Begin

This section provides instructions for integrating the partners’ product with RSA SecurlD Authentication.
This document is not intended to suggest optimum installations or configurations.

It is assumed that the reader has both working knowledge of all products involved, and the ability to
perform the tasks outlined in this section. Administrators should have access to the product
documentation for all products in order to install the required components.

All vendor products/components must be installed and working prior to the integration. Perform the
necessary tests to confirm that this is true before proceeding.

Configuration of ISA Server 2004 Web Listeners

Once you have configured the ISA Server as an Agent Host within RSA Authentication Manager’s
Database Administration, you must perform the following steps to configure ISA for RSA SecurlD
authentication.

e Configure and test connectivity with the RSA Authentication Manager

e Enable the SecurlD Web Filter.

e Configure a web publishing rule for which authentication via RSA SecurlD is required.
e Configure and test connectivity with the RSA Authentication Manager

Microsoft has included all of the necessary APIs to allow direct integration with the RSA Authentication
Manager. No agent installation is necessary in order to achieve interoperability for Web based
authentication to the ISA Firewall protected resources.

Configure and test connectivity with the RSA Authentication Manager

The Microsoft ISA Server includes a tool which you can use to verify that there is connectivity between
the ISA Server computer and the RSA Authentication Manager computer. You can use this test client to
verify connectivity, as well as establish the “Node Secret” used for encrypting communication with the
RSA Authentication Manager.

To test communication or test authentication with your RSA Authentication Manager, you must copy the
RSA Test Authentication Utility from the tools directory on your ISA Server CD ROM to your ISA Server
Program Directory.

1. Obtain the sdconf.rec file from your Authentication Manager Server, and save this file to the following location on
the ISA Server Host: windir%\System32\
2. Torun the sdtest.exe utility, type the following string from the Run or CMD prompt.

%Path to ISA installation directory%\sdtest.exe

5N securlD* 4



In RSA SecurlD Authentication Information dialog box, click RSA ACE/Server Test Directly.

RSA SecurID Authentication Information

— RS54 ACE AServer Linits
Configuration Wersion:
DES Enabled:
Client Reties: &
Client Timeout: &

— RS54 ACE /Server Static [nformation——

Service:  secunid
Protocol:  wdp
Port Mumber: 5500

— RSA ACE /Server Dynamic Infarmation
Server Release:  MAA

Communication: 5

=101 ]

— RSA ACEServers
pz037. gecunitpdynamics. com(10.100,50.37]
[10.100.50.36)
[10.100.50.35)

4| | »
BER ALE /5erver Test Dreclly ]

BiSdy aCESemer Test By Erom |
RSA& ACE/Server Status.. |

In RSA SecurlD Authentication, type the User Name and the PASSCODE in appropriate fields.

RSA SecurID Authentication I

EecorlD

| Chooss Token |R5A SeculD Card

=

—RSa& SecurlD Card

| Enter User Name : I.&dministratori

SeculD card,

Enter your PASSCODE ta authenticate with pour

| Enter FASSCODE: I

Cancel |

Your initial authentication will create the Node Secret within the Registry of your ISA Server.
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Enable the SecurlD Web Filter

1. Open the ISA Server Management console.
2. Expand your ISA Server instance.
3. Right click on Firewall Policy. Choose Edit System Policy.

|2 Microsoft Internet Security and Acceleration Se

= g PE

E Monitaring

- Virtual pri Refresh
%% Configur:

Export. ..
Impork. ..

Tlety 3

Help

From the System Policy Editor select RSA SecurID from the Authentication Services section.

Click “Enable” to configure the ISA Server to use SecurlD authentication.

Clicking on the To tab, add the appropriate network to the allowed list to assure the ISA Server can
communication with your Authentication Manager Servers.

7. Click “OK” to save your changes.

oo s

System Policy Editor HE
Configuration Groups General |T0 I
5] Metwork Services = L
DHCP Fi54A SecuwlD Description
DMS

23 Authentication Services
Active Direckory
RADIUS

[ WS4 SecurlD

25 Remote Management V¥ Enable
Microsoft Manageme
Terminal Server
ICMP (Ping)

23 Firewall Client
Firewall Client Setup

£5) Diagnostic Services
ICMP
‘Windows MNetworking—
Microsoft Error Repo

4 Logging
Remote Logging (Mel
Remote Logging {50

23 Remate Monitoring =

oK I Cancel |

8. Within the Dashboard, Click Apply to save this change to your Firewall configuration.
9. Restart your ISA Server Firewall Services to apply these changes.

if."_g,_ Applhy Discard To save changes and update firewall palicy, click &pply.

=12 Note: Once the ISA Server is configured to authenticate users with the
SecurlD method, you will have to restart the ISA Firewall services in order
to load the “Node Secret” This restart also applies when removing and re-
establishing the Node Secret with your RSA Authentication Manager.
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Configure a Web Publishing rule with RSA SecurlD authentication

ghrwnE

6.

7.

Open the ISA Server Management console and expand your ISA Server instance.
Click on Firewall Policy.
From the ISA Server Dashboard Task list choose Create New Server Publishing Rule.
Enter the Name of the Web Publishing Rule.
Next select Rule Action as “Allow”.
MNew Web Publishing Rule Wizard [ %]
Select Rule Action

Toclbox \ Tasks \/ Help Specify how you want thiz rule to rezpond when the rule conditions are met.

Firewall Pol icy Tasks Action to take when wle conditions are met:

| Create New A aul @ Al

‘i) Create Mew Access Rule  Dery

‘- Publish a Wweh Server

“'=| Publish a Secure Web Server

“*=| Publish a Mail Server

‘- Create Mew Server Publishing

Rule

& Edit Selected Rule

¥ Delete Selected Rulss

4 Move Selected Rules Up

# Move Selected Rules Down

4 Disable Selected Rules

< Back I Next > I Cancel
Enter the server information and folder you will be publishing with ISA Server 2004.
Enter domain information and folder information for published content.
New Web Publishing Rule Wizard E New Web Publishing Rule Wizard E

Select Web Site to Publish
Specify the computer [Web server] on which the \Web site is located. You can
publish the entire ‘Web site or limit access to a specified folder,

&

Computer name or IP address:

|192158 042 Browse. I

[~ Sendthe original host header.

Enter the name of the file or folder you want to publish. To include all files and
subfolders within a falder use /. Example: folder™

Folder: | 0

Based on your selection, the following ‘w/eb site will be published:

Site: [ip-/r 15z 1680427

Ta set the site port, open the properties pages for this rule after completing the wizard

< Back I Next > I

Cancel

Select Public Domain Hame
Specify the public domain name or P address of the YWeb site pou are publishing,

-

Public domain ITh\s domain name [type below) j

Only requests for this public name or 1P will be forwarded to the
publizhed site.

Iwww rsazecured. com

Folder |7

Based on pour selections, requests sent ta this site (host header value]
will be accepted:

Site: Ihttp'#www Isazecured.com/

< Back I Mest > I

Cancel
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Select your Web Listener which will be used for hosting the Web Traffic.

Click Edit to configure the Web Listener for SecurlD Authentication.
From the Web Listener Properties dialog, click on the Networks tab.
Select the networks that the Web Listener will bind to, the selection will only refer to interfaces that will accept
HTTP requests from end user desktops.

©ONo O A

New YWeb Publishing Rule Wizard I

Select Web Listener
The Web listener specifies the IP addresees and port on which the 154 Server
cormputer listens for incoming \Web requests.
“wieb Listener:
|Extemal web g0 = Edt. |
Listener properties: Mz
Propeity [ Value [~
Dezcription
Networks External
Port{HTTF) 80
Por{HTTPS) Disabled L
Authentication methods
Alwavs authenticate No LI
< Back Mext > Cancel

External Web 80 Properties | 2 x|

General  Metwarks | Pieferences | SeculD Authertication |

Selected networks for this listener:

Mame | Netwark | Selected IPs I Addiess..

A Eute... External <4IP addr...
O <5 lnter. Intemal <Al IP addr
O <%-Loc... LocalHost <Al P addr...
[ -%Peri.. Perimeter <4IP addr...
O =%0ua . Querantine. . <Al P addr
[ <&-WPN.. WP Clients <Al IP addr...
O, Al <40 P addr...
O ﬁ,AII P... All except <Al P addr

aK I Cancel Apply

Click the Preferences Tab to configure HTTP Port, SSL Port and Authentication options.
Click the Authentication button to activate RSA SecurID as the authentication method.

From the list of authentication methods, select SecurlD.

Click “Ask unauthorized users for identification”.
Click “OK” to apply changes

External Web 80 Properties 7] x| I

General | Metwarks  Preferences | SeculD Authentication |

~HTTP
¥ Enable HTTP

HTTP part: ISD

~55L
[~ Enable 5L
550 port; 443

Lertifizate: I Select... |
Configure allowed authentication methods:

Authentication. . |

Configure advanced properties:

Advanced.. |

ak. I Cancel Aol

Authentication “

Specify the authentication methods and settings that will be used when
authenticating new clients connecting ko this netwark.,

For information about authentication, see 154 Server help,

Method | Description il
O ¥ 5L certficate

a @ OWed Forms-Based  Implements Forms-based {cookie) authenticati
O 7 repius Authenticates a user using the RADIUS protac
@ SecurlD Provides SecurlD Authentication

| |

"

¥ Ask unauthenticated users For identification

—Authentication Servers

Select Domain. .. |
RADILS Servers.., |
Configure.. |

Canicel I

Select a default domain for authentication:
Select RADIUS servers for authentication:

Configure O Forms-based| authentication:

[ o 1|
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continue with the configuration.

External Web 80 Properties ﬂ E I

Generall Networksl Preferences  SeculD Authentication |

— Cookie E spiration Control

" Cookies Expire If Nat Used ‘Within the Specified Time
* Cookies Always Expire After the Specified Time

E xpiration Time: |15 Minutes

tdanage Cromain Configuration |

— Advanced Setting
[~ Prevent Caching of Protected Pages on Clients
™ lgrore Browser IP Address for Cookie Yalidation
¥ Use RS54 ACE /Server 5.0 Mame Locking Feature
[ Use Separate User Mame and PASSCODE Pages

Authentication for BS54 SecurlD based on technalogy frorm RS2 Security [ne.

QK. I Catcel Lipply

To Modify the RSA SecurlD Authentication options click on the SecurlD Authentication tab within the Web
Listener properties page.
10. Click “OK” to apply all changes to the Web Listener properties page and continue your Server Publishing rule

configuration.
11. You should now see that the SecurlD authentication method is enabled in the Web Listener. Click “Next” to

MNew Web Publishing Rule Wizard | x|

Select Web Listener
The Web listener specifies the IP addresses and port on which the 154 Server
computer listens far incoming Web requests.

“weh Listener:
Esternal web 80 =l Edit. |
Listener properties: New
Property | Walue | -
Diescription
Metworks External
ParfHTTP) a0
Por{HTTPS) Dizabled —
Authentication methods  SecurlD
Alwavs authenticate Yes LI

< Back Mest > Cancel

12. Add “All Users” to the “User Sets” for this Firewall Rule. This will configure the Firewall rule to apply this to all

users requesting this resource.

13. Click “Finish” to save the new Web Publishing Rule to the Dashboard.
14. Within the Dashboard, click “Apply” to make changes recognized by the ISA Server and save this new rule to

your Firewall configuration.

Discard

é\_., Apply

To save changes and update firewall policy, click Apply,
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Test the RSA SecurlD authentication method for Web Listener

Opening a web browser from an external web client and pointing the browser to the ISA Server’s
protected resource will prompt you for authentication with the following screen. Enter Username and or

Passcode as directed to login to the ISA Server hosted web content.

SecurlD*

A

RSA SecurID User Name Request

The page you are attemphng to access requires you to authenticate using your SecurlD) toleen.

Enter vour User Wame in the following field, and then click "Send." If you make a mistake, use "Feset’ to clear the field.

Username: I

Resetl
Cancel |

=12 Note: The RSA SecurlID login screen will be different depending on
whether the RSA name locking functionality is enabled. This is configured
in the Agent Host record on the Authentication Manager and on the

SecurlD Authentication tab of the ISA Server Web Listener properties page.
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Certification Checklist

Date Tested: September 27, 2005

Certification Environment

Product Name

Version Information

Operating System

RSA Authentication Manager

6.1 Windows 2003 Server

ISA Server 2004

Standard Edition

Windows 2003 Server

ISA Server 2004

Enterprise Edition

Windows 2003 Server

Mandatory Functionality

RSA Native Protocol

RADIUS Protocol

New PIN Mode

Force Authentication After New PIN v Force Authentication After New PIN N/A

System Generated PIN v System Generated PIN N/A

User Defined (4-8 Alphanumeric) W User Defined (4-8 Alphanumeric) N/A

User Defined (5-7 Numeric) W User Defined (5-7 Numeric) N/A

User Selectable v User Selectable N/A

Deny 4 and 8 Digit PIN W Deny 4 and 8 Digit PIN N/A

Deny Alphanumeric PIN W Deny Alphanumeric PIN N/A

PASSCODE

16 Digit PASSCODE v 16 Digit PASSCODE N/A

4 Digit Password W 4 Digit Password N/A

Next Tokencode Mode

Next Tokencode Mode Next Tokencode Mode N/A

Load Balancing / Reliability Testing

Failover (3-10 Replicas) W Failover N/A

Name Locking Enabled W Name Locking Enabled

No RSA Authentication Manager v No RSA Authentication Manager N/A
Additional Functionality

RSA Software Token API Functionality

System Generated PIN N/A System Generated PIN N/A

User Defined (8 Digit Numeric) N/A User Defined (8 Digit Numeric) N/A

User Selectable N/A User Selectable N/A

Next Tokencode Mode N/A Next Tokencode Mode N/A

Domain Credential Functionality

Determine Cached Credential State N/A Determine Cached Credential State

Set Domain Credential N/A Set Domain Credential

Retrieve Domain Credential N/A Retrieve Domain Credential

EF

+/ = Pass > = Fail N/A = Non-Available Function
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Known Issues

Troubleshooting Communications with ISA Server 2004

If you receive an Access denied message, then check the Event viewer for the following error information.

“RSA Authentication Manager is not responding”

If the error information details that the ISA Server is unable to communicate with the RSA Authentication
Manager, check that the RSA Authentication Manager services are started and functioning correctly.

“Multi-homed host detected; Primary IP assumed is x.x.x.x."

If x.X.x.x is not the IP address on the ISA Server computer which is used to communicate with the RSA
ACE server, you may need to add a registry value to change the communication address of the ISA
Server. For more information on this workaround, please contact RSA Security Customer Support.

Persistent “Node Verification Failures”

A registry permissions issue has been reported where the ISA Server is not able to access the node
secret information from the Windows System Registry. In order to correct this problem, you must modify
the permissions on the following Registry Key:

<HKEY_LOCAL_MACHINE\SOFTWARE\SDT 1>

For Windows 2000 — Add Read/Write Permissions for “Local System”

For Windows 2003 — Add Read/Write Permissions for “Network Service”

All permission changes must also be applied to child nodes and values as well.
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